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14 HART integration supports 
industrial digitalization
By Ted Masters

The vision of industrial digitalization, Industry 4.0, 

and the Industrial Internet of Things requires inte-

gration with IT and OT systems to be successful. 

WirelessHART and HART-IP developments help deliver 

the benefits of intelligent devices with digital com-

munications while preserving existing infrastructure, 

training, control system, and operational investments.

FACTORY AUTOMATION

18 The next generation of 
MTConnect applications
By Russ Waddell

The MTConnect standard enables manufacturing 

equipment to provide data in open structured XML 

formats for predictive analytics. It facilitates a wide 

range of new applications for industry, using manu-

facturing data sources to support more efficient op-

erations, improved production optimization, greater 

productivity, and increased profits.

SYSTEM INTEGRATION

22 At the intersection of 
alarms and safety systems
By Lee Swindler, Ron Carlton, and Richard Slaugenhaupt

Some alarms are designed to be part of the larger 

safety instrumented system. In fact, some become 

specific layers of protection. These deserve special 

treatment during the alarm rationalization process to 

retain the functionality the safety planners envisioned.

AUTOMATION IT

26 Remote access to automa-
tion system components
By Jonathan Griffith

Remote access to local automation components can

be securely provided by two types of VPNs, each of 

which this article examines and evaluates.

COVER STORY

Breaking closed  
architecture bonds
By Bill Lydon

The Open Process Automation™ Forum is a new “coali-
tion of the willing” of end users and their key suppliers 
throughout the industries that use process control. They 
are defining a standards-based, open, secure, multi-
vendor, interoperable automation and control architec-
ture to leap ahead of today’s DCS offerings.
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SPECIAL SECTION: CYBERSECURITY

34 Checking cybersecurity 
vital signs
By Lee Neitzel

It is difficult to determine how well your ICS is 

protected against cybersecurity attacks without 

a full cybersecurity assessment. However, you 

can gain valuable insights into your ICS’s cyber-

security readiness through a self-check.
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S
hould Internet of Things (IoT) in-

vestments focus on narrow busi-

ness outcomes? Keeping IoT de-

ployments simple by focusing on a single 

narrow application is being sold as a way 

to apply new technologies. These can be 

worthwhile investments, but only focus-

ing on narrow applications may put you 

in the position of “not seeing the forest 

for the trees.” Basically, if you look at spe-

cific narrow applications one at a time, you 

might not realize that a group of separate 

“trees” go together to make a “forest.” 

If everyone strictly followed this logic, no-

body would have invested in a distributed 

control system or a factory automation 

system. A major value that automation 

professionals bring an organization is sys-

tem-level thinking, analysis, and applica-

tion. Rather than focusing too closely on 

one item, taking an overall systems view 

provides a broader perspective. Generally, 

this will reveal a whole forest you could 

not see before because you were too 

close, and focusing on the trees.

The influx of innovative and lower-cost 

technology provides a range of new tools for 

taking a systems-level approach to manu-

facturing and process operations to increase 

productivity and efficiency. The ISA95, 

Enterprise-Control System Integration, and 

ISA88, Batch Control, series of standards are 

two strong examples of models for apply-

ing system-level thinking that have yielded 

increased quality, productivity, and efficiency 

for manufacturers worldwide. It is worth 

noting that these standards are being ap-

plied using IoT and other new technology 

in new architectures, including Industry 4.0.

The system-focused thinking of automa-

tion professionals is critical for the future 

success and existence of many manufac-

turing organizations. Manufacturers world-

wide have realized low labor cost is not a 

winning strategy, and this is leading to 

greater adoption of automation, with IoT 

accelerating applications. There is a revolu-

tion going on with a much wider and grow-

ing range of automation options today driv-

en by technology advances and lower-cost 

solutions. It is analogous to what happened 

in the computer industry with the shift from 

mainframe and minicomputers to PCs that 

enabled small- to medium-size companies 

to leverage computing to be more competi-

tive. Manufacturers throughout the world 

are automating to stay competitive and

profitable. The alternative is to be overtaken.

Lack of knowledge, more than actual 

budget constraints, is a major barrier 

when these types of changes occur. It is 

easy to do things the way they have al-

ways been done as competitive producers 

with lower prices take away business. It is 

easy to say they are “giving away the busi-

ness” rather than seeking to understand 

the changing competitive landscape.

The automation professional’s challenge 

is to first evaluate production operations 

to understand the greatest points of in-

efficiency, including existing overall pro-

duction processes. Lean manufacturing 

concepts, value engineering analysis, and 

logistics analysis are great tools to uncover 

opportunities for improvement. It is advis-

able to use these foundational methods on 

an ongoing basis for continuous improve-

ment. Automation professionals armed 

with the results of these types of analy-

sis then need to educate themselves on 

new solutions available through Internet 

searches, webinars, and industry events.

As illustrated by the changing land-

scape in the computer industry over the 

years, the established automation suppli-

ers may not offer the best solutions to be 

competitive. Too often manufacturers rely 

on the suppliers they have used for years. 

This is a very narrow lens for viewing 

what is possible to be more competitive.

Members of ISA have great opportuni-

ties to participate in forums and standards 

groups to share ideas, concepts, and experi-

ences with other automation professionals. n
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By Bill Lydon

The Open Process Automation ForumThe Open Process Automation Forum

architecture bonds
Breaking closed  Breaking closed  
architecture bondsarchitecture bonds
Breaking closed  
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T
he Open Process Automation™ Forum 

(OPAF), launched in November 2016, is 

defining a standards-based, open, secure, 

multivendor, interoperable control architecture 

to satisfy the technical and business require-

ments of process industries. A major driver for 

this effort has been the widespread call for accel-

erating the modernization of automation tech-

nology, along with an ecosystem of suppliers 

that can leverage the latest technology in ways 

analogous to the evolution of the computer, tele-

communications, consumer electronics, mili-

tary defense, and avionics industries. 

OPAF is a forum of The Open Group, which is 

a consensus-based standard group of end users, 

suppliers, system integrators, standards orga-

nizations, and academia with the mission to 

develop the Open Process Automation Standard 

(O-PAS). Don Bartusiak, ExxonMobil Research 

and Engineering, chief engineer, process con-

trol, and co-chairman of The Open Group Open 

Process Automation Forum project, has framed 

the issues by asking three thought-provoking 

questions:

l	 Would you accept your Verizon cell phone if 

it could not talk to a phone with AT&T, Sprint, 

Vodafone, or another carrier?

l	 Would you accept having to rewrite all your 

Word documents, spreadsheets, and presen-

tations if you switched your home computer 

from a Dell to an HP?

l	 Would you accept that you must have a dedi-

cated router from your Dell PC, a second 

router for your Apple computer, a third router 

for your Samsung phone, and a fourth router 

for your iPhone?

His conclusion is that this is the state of pro-

cess automation control systems today. Con-

trol systems are so tightly coupled functionally 

that end users cannot integrate best-in-class 

solutions. They are trapped by the current 

closed architectures with highly gated vendor-

managed partner ecosystems.

History
The root of the OPAF initiative was a corporate 

project at ExxonMobil to understand how the 

company would compete in the future, recog-

nizing the significant shifts in technology as 

enablers for new competitors worldwide. This 

led the company to an 

understanding that 

open interoperable 

process automation 

systems would be re-

quired to compete.

User survey
The problem of replacing legacy systems is 

prevalent throughout the industry and reflect-

ed in the results of a Frost & Sullivan survey. It 

asked distributed control system (DCS) users: 

“What are the top five issues with current dis-

tributed control system architectures?” The big-

gest issues were:

l	 The difficulties associated with replacing a 

DCS are significantly higher than those as-

sociated with replacing or upgrading other 

computer-based systems (68 percent agreed).

l	 The cybersecurity models for currently avail-

able DCSs will be difficult to adapt to future 

cloud-based services or managed cybersecu-

rity services (61 percent agreed).

l	 The pace of innovation for DCSs is typically 

slow compared to other information technol-

ogy (IT) systems (61 percent agreed).

l	 DCSs at my facility/organization require re-

placement in large part due to system obso-

lescence (inability to integrate with newer 

equipment or systems) (54 percent agreed).

l	 DCS compatibility between generations is 

poor (even if the supplier stays the same) (53 

percent agreed).

Note: The results are based on 53 survey com-

pletions and 13 interviews.

Birth of OPAF
ExxonMobil approached The Open Group to 

initiate a new open standards activity for the 

process control industry. From March to Sep-

tember 2016, ExxonMobil and The Open Group 

staff worked to build a “coalition of the willing” 

comprising end users throughout industries 

using process control and their key suppliers. 

During this time, the organizations built interest 

and identified potential participants via public 

outreach meetings, webcasts, and face-to-face 

conversations. As the incubation work proceed-

ed, it became clear that there was interest from 

FAST FORWARD

l The goal is to create a process automation 
industry standard that generates an ecosys-
tem of suppliers using the latest technology.

l The new standard drives change that paral-
lels the evolution of the computer, telecom-
munications, consumer electronics, military 
defense, and avionics industries.

l A new coalition of end users throughout  
the industries using process control are 
defining the standard.
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at least seven different industry sec-

tors that use similar systems from the 

same community of suppliers in their 

process manufacturing environments. 

These sectors included food and bev-

erage, mining and metals, oil and gas, 

petrochemical, pharmaceutical, pulp 

and paper, and utilities.

The Open Group described, through 

its blog, a few things that quickly be-

came very clear during the first mem-

ber meeting:

l	 There are common pain points span-

ning multiple sectors (such as aging 

control systems and the need for more 

rapid technology insertion), which the 

proposed standards effort can address 

to the benefit of customers.

l	 There are similar pain points shared 

by suppliers in current business 

models.

l	 The supplier community is eager 

to work collaboratively on an open 

standard for process control.

l	 The participants had a common un-

derstanding that a “win-win” out-

come, benefiting end users and sup-

pliers, is essential. The members of 

the forum are keen to deliver this.

Adjacent industry example
At the 2016 ARC Orlando Forum, Den-

nis Stevens of Lockheed Martin, and 

Future Airborne Computing Envi-

ronment (FACE™) (part of The Open 

Group) consortium business working 

group (BWG) chairman, described how 

standards have improved avionics and 

other critical military applications. He 

shared how the FACE software standard 

coupled with the OpenVPX hardware 

standard have spawned a multivendor 

interoperable ecosystem that has low-

ered cost, shortened project execution 

time, and improved functionality.

These are not ordinary products. 

They have to meet stringent specifica-

tions enabled in many ways by rugged 

electronic components developed for 

consumer products requiring higher 

durability and higher computing pow-

er, including cell phones and personal 

fitness devices.

ExxonMobil proof of concept
ExxonMobil engaged Lockheed Mar-

tin to build a prototype process con-

trol system based on standard hard-

ware and software. Don Bartusiak, 

co-chairman of The Open Group 

OPAF and ExxonMobil Research and 

Engineering, chief engineer, process 

control, commented on the prototype 

progress: “Currently a proof-of-concept 

prototype by Lockheed Martin is in 

their facilities in Owego, N.Y., and is 

operational. There are two variants of 

the proof of concept. One runs against 

a simulated plant with emulated in-

struments. The other runs against 

a real, college lab type process with 

water tanks in series, sensors, control 

valves, and pumps. We are proceeding 

directly to the design of the prototype 

system for initial field trials on the 

basis of The Open Process Automation 

Standards in progress.”

Organization
During the comprehensive first meet-

ing, the members discussed the scope 

of the standards effort, while also creat-

ing the forum organization, and identi-

fied leadership roles for the forum and 

for specific work groups. The top Open 

Group Open Process Automation Fo-

rum leadership is:

l	 Director: Ed Harrington, The Open 

Group

l	 Co-chair: Donald Bartusiak, Exxon-

Mobil Research and Engineering, 

chief engineer, process control 

l	 Co-chair: Trevor Cusworth, Schnei-

der Electric, VP, global account exec-

utive – ExxonMobil

This initiative has come a long way 

in a short time. Jim Hietala, vice presi-

dent, business development and se-

curity for The Open Group, manages 

the business team, security and risk 

management programs, and standards 

activities. He characterizes the prog-

ress: “The Open Group is happy with 

the development of the Open Process 

Automation Forum, which now has 

109 members including most of the 

major control systems suppliers, and 

significant end user representation 

from oil and gas, chemicals, pulp and 

paper, pharmaceuticals, and mining 

and metals. We are also pleased with 

the pace of progress in the forum, 

which started in November 2016, and 

now has technical, business, stan-

dards body interface, and enterprise 

architecture work groups; numerous 

subgroups, including conformance; 

and numerous technical subcommit-

tees all formed, meeting regularly, and 

making rapid progress.” 

Ed Harrington, The Open Group 

OPAF director, commented on his role 

as the primary interface between the 

members of the forum and The Open 

Group. His roles include meeting orga-

nization and facilitation, as well as en-

suring that The Open Group processes 

are followed, and all legal and vendor- 

and technology-neutrality guidelines 

are enforced.

The business working group is very 

active, noted Harrington, “The first 

formal deliverable of the forum is the 

Open Process Automation Business 

Guide, due for publication in January 

2018. The Business Guide is targeted 

at mid- and senior-level management 

in both the supplier and user commu-

nities that make up the process auto-

mation ecosystem. The value propo-

sitions are key for both the end user 

and supplier communities. It takes a 

business—as opposed to technical—

perspective to describe the vision, 

mission, and scope of the forum’s 

effort. The guide has seven business 

use cases from the oil and gas, pet-

rochemical, specialty chemical, pulp 

and paper, mining and metals, and 

biopharmaceutical vertical industries. 

It includes a description of the future-

state process automation ecosystem 

and the business approach used to 

achieve that. Later in the year, the fo-

OpenVPX in avionics enables multivendor 

systems.

https://WWW.ISA.ORG/


INTECH JANUARY/FEBRUARY 2018       11

COVER STORY

rum will publish a “snapshot” of the 

first version of the technical standard. 

This document will give industry par-

ticipants a strong indication of where 

the forum is heading from a formal 

technical standard perspective. This 

will allow industry participants not di-

rectly involved with the forum’s stan-

dard development process to review 

and comment on its direction.”

Business Guide
The Business Guide is a business ref-

erence for senior stakeholder leader-

ship. It describes the vision, mission, 

and scope of the OPAF and details 

several vertical industry use cases. It 

also describes the envisioned future 

ecosystem and the approach to reach-

ing that future through the develop-

ment of a “standard of standards.” The 

co-chairmen working on the guide are 

Darren Blue, Cloud Platforms, Health, 

and Silicon Photonics Groups senior 

controller at Intel Corporation, and 

Eugene Tung, West Point site IT lead, 

Merck Sharp & Dohme.

Technical working groups
Hietala and Harrington say the tech-

nical working groups are all working 

in parallel to facilitate development of 

the standard. Harrington commented, 

“The technical working group sub-

committees are working diligently to-

ward their aspects of standardization.” 

Asked if these groups are working on 

high-level requirements at this point, 

Harrington responded that they are “a 

little bit beyond that with the business 

working group having come up with a 

couple of hundred identified require-

ments to the point that the technical 

people have a fairly detailed technical 

architecture.”

“The plan is, and we are really push-

ing this in the second quarter of 2018, 

to publish publicly what we call in The 

Open Group a snapshot of where we’re 

heading as far as the specifics of the 

standards are concerned. Remember 

what we are trying to do here, and why 

we are able to move it so quickly; we are 

not trying to invent new standards if at 

all possible. We may find some white 

spaces we are going to have to fill in, 

but for the most part we want to take 

existing standards and integrate and 

utilize them on a holistic 

basis. We are planning to 

publish a snapshot, then 

target releasing a version 

of the standard six months 

later,” he said.

Jim Hietala emphasized, 

“It is not a serial process, 

not just doing the business 

guide and then shifting 

to the technology. Those 

things are going on in par-

allel. Along with the enter-

prise architecture working 

group, a conformance sub-

committee has been spun 

up and started to meet 

around developing a con-

formance program that will 

be available in close prox-

imity to when the standard 

comes out.”

Harrington described 

The Open Group process where any 

member organizations of the group 

are free to participate to whatever de-

gree they feel appropriate with as many 

people as they are willing to commit. 

“However, when it comes down to ar-

riving at consensus, that is determined 

by the members of The Open Group 

Forum with each organization having 

one vote.”

I asked if independent labs will be 

used for the conformance testing. Hi-

etala responded, “that is all still to be 

determined.” He said there is “a lot of 

blocking and tackling about what’s the 

right policy.” Hietala explained how the 

UNIX program, which The Open Group 

administers, works—vendors run a 

conformance test and submit results, 

providing a self-certification to the 

standards. “The goal is having products 

in the market that are certified to work 

conformant with a standard, so cus-

tomers can identify a trademark and 

say they want a product that conforms 

SC = subcommittee

Organization chart

Steering committee

All member organizations

Open Process AutomationTM Forum

Project management

Business working group
Standards body interface 

working group

Enterprise architecture 

working group

Technical working 

group

Business guide SC

Marketing & outreach SC

Conformance SC

Requirements management SC
Technical architecture SC

Info model & standard config. SC

Application framework SC

Connectivity framework SC

Security architecture SC

Physical platform SC

Systems & network management SC

“We may find some white spaces we are going to have  

to fill in, but for the most part we want to take existing  

standards and integrate and utilize them on a holistic basis.“ 

—Harrington

Source: The Open Group
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to that standard, delivering interoper-

ability when it is installed.”

I asked about safety. Harrington re-

plied that “safety system standards, 

at least for this first go around, are off 

the table; it is not part of what we are 

standardizing.” Bartusiak explained, 

“Given the requirements of the ISA-

84 and IEC 61151 standards that there 

shall be separate and independent 

combinations of sensors, logic solv-

ers, and final elements to achieve re-

quired safety integrity levels, the Open 

Process Automation Forum decided 

that safety instrumented systems were 

outside of its scope.”

Sensors and controllers
I asked if the standard intended to deal 

with the controller and sensors. Har-

rington explained, “We are dealing with-

in the controller. As a matter of fact, this 

includes the wire to the end devices. One 

of the big things the Exxon Mobils, the 

Shells, and other organizations through-

out the world are complaining about is 

when upgrading systems, they end up 

having to move wires, which is a major 

cost. There is a subcommittee within 

the technical working group headed up 

by Alex Johnson, system architect – Next 

Generation Systems of Process Auto-

mation at Schneider Electric, looking at 

the physical aspects.”

Control and sensor network  
standards?
I asked if the group intends to create 

a new industrial automation protocol, 

and Harrington clarified, “The OPAF 

Connectivity Framework will not be a 

new protocol. It will reference one or 

more existing standards. The techni-

cal working group is currently evaluat-

ing OPC UA to determine if it meets or 

exceeds the OPAF requirements for the 

Connectivity Framework.”

Standards groups engagement
Because the intent is to leverage exist-

ing standards, I asked how OPAF will 

determine which standards to include 

in the new specification. Harrington 

described the process, “Standards to 

be adopted are being driven by the 

technical working groups, and then 

the standards body interface working 

group will develop the relationship 

and be responsible for the relationship 

between the other standards bodies. At 

this point in time there have been no 

specific standards that have been posi-

tively set in stone.” 

Hietala commented, “There has been 

a little bit of a chicken and egg in terms 

of The Open Group staff to put these 

relationships in place—needing to be 

driven by the standards liaison working 

group telling us which organizations 

make sense.” 

Harrington describe the process of 

using technical committee members, 

“we are relying on the expertise of the 

members of the forum who happen 

to be participating in the standards 

efforts.” The technical working group 

committees define for the standards 

body interface working group the 

standards they would like to use as 

part of The Open Process Automa-

tion Standard. Harrington described 

the point of contact with other stan-

dards organizations, “Most times we 

work on a shared liaison basis where 

we will have an elected member of 

our forum represent what it is we are 

trying to do to the standards orga-

nization we are trying to deal with.” 

Typically, this is a formal relationship 

with a memorandum of understand-

ing. He noted the standards body in-

terface working group leads are from 

Schneider and Siemens, based on the 

thought that the vendors are much 

more knowledgeable on the details of 

standards than users.

OPC Foundation
The OPC Foundation is currently the 

only standards organization outside 

of The Open Group that is a member 

of OPAF. Thomas Burke, OPC Foun-

dation president, commented on the 

relationship, “OPC Foundation joined 

The Open Group in 2017 specifically 

to get engaged with the very exciting 

initiative called The Open Process 

Automation Forum. OPC Foundation 

recognizes the positive influence of 

the end-user community and the sup-

pliers collaborating together in The 

Open Process Automation Forum. 

This initiative will clearly define the 

future of process automation and tie 

together all of the legacy systems with 

the systems of tomorrow. Great ef-

forts are being made to make sure that 

systems are being architected that 

are truly open and will have timeless 

durability. It’s very important to lever-

age the right technology for the right 

business cases when you are develop-

ing truly open hardware and software 

systems for the future. OPC UA is de-

liberately architected for complete 

protocol independence, platform in-

dependence, operating system inde-

pendence, and vendor neutrality. We 

see this as the key infrastructure that 

the open process automation should 

be able to leverage easily to tie togeth-

er the systems of the past with the sys-

tems of the future.”

System integrators
Discussing system integrators, Har-

rington said, “We have a liaison 

with CSIA, and an OPAF member 

from Lockheed Martin is our liaison 

with them.” Discussing the relation-

ship with Jose M. Rivera, CEO, Con-

trol System Integrators Association 

(CSIA), he commented, “The vision 

for the future of process control sys-

tems by OPAF is based on the con-

cept of openness. This translates 

into significant changes in the busi-

ness models of the various stake-

holders, including independent sys-

tem integrators. Through a formal 

relationship, CSIA and OPAF have 

been collaborating, specifically on 

the development of a business guide 

“Great efforts are being made to make sure that systems 

are being architected that are truly open and will have 

timeless durability.”

—Harrington

https://WWW.ISA.ORG/
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document. A CSIA task force has 

shared its views to ensure that the 

roles and responsibilities of control 

system integrators, a key part of the 

automation business ecosystem, are 

adequately represented. Through 

this collaboration, CSIA has made its 

members aware and excited about 

the OPAF initiative.” CSIA, founded 

in 1994, is a not-for-profit, global 

trade association that advances the 

industry of control system integra-

tion. It has more than 500 member 

companies in 27 countries.

What is at stake?
The industrial automation industry 

has dramatically lagged in the adop-

tion of technology. A major reason 

for this has been closed ecosystems. 

Many vendors have partner programs 

that are promoted as “open,” but they 

are highly gated, bureaucratically 

controlled, and closed systems for 

noncompetitive offerings. As in the 

computer, telecommunications, and 

consumer electronics industries, this 

closed approach is not sustainable. 

The dramatic technological changes, 

the rise of open systems in the com-

puter industry, and the increasing 

implementations of Internet of Things 

advancements—with greater reliabil-

ity, performance, and cost efficiency—

is changing the landscape of system 

components.

Users should absolutely think about 

what they need to be competitive in 

their industries in the long term on 

the global stage. The intent of devel-

oping this new open process control 

architecture standard is to create an 

alternative. n
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HART, FDI, and OPC UA collaboration simplifies applicationsBy Ted Masters

T
he vision of industrial digitalization, Indus-

try 4.0, and the Industrial Internet of Things 

(IIoT) requires integration with informa-

tion technology (IT) and operations technology 

(OT) systems to be successful. WirelessHART and 

HART-IP can be used to deliver the benefits of in-

telligent devices with digital communications for 

Industry 4.0 and the IIoT while preserving existing 

infrastructure, training, control system, and op-

erational investments. Simplifying the bridging of 

information between IT and OT is the goal of the 

ongoing collaboration between the FieldComm 

Group and the OPC Foundation. They want to 

advance open information integration and enter-

prise data exchange, and streamline application 

engineering. The FieldComm Group has an of-

ficial agreement with the OPC Foundation, cre-

ating a joint working group to develop OPC UA 

information models for process. At the 9 Novem-

ber 2017 NAMUR annual conference, there was a 

demonstration of field data information flowing 

from a HART device into FDI, then to an OPC UA 

cloud server, and displayed in Microsoft Azure.

The IT and OT systems have traditionally been 

disconnected, preventing industrial organizations 

from sharing and leveraging key information to 

improve production, quality, and maintenance. 

Organizations can make significant manufactur-

ing improvements by using sensor data to make 

intelligent decisions about plant assets and pro-

cess automation systems with the assistance of 

enterprise and cloud tools. Common tasks, such 

as preventative maintenance and tracking infor-

mation to predict when machinery needs repair 

before failure, shift unplanned maintenance to 

planned and lower the cost of operations. With 

the right data and information, personnel can an-

ticipate problems and take appropriate corrective 

actions to keep the plant up and running.

IIoT and Industry 4.0 technology and methods 

are being adopted worldwide, redefining manu-

facturing. While the interoperability of IIoT-based 

devices and systems will no doubt be the subject of 

ongoing discussion over the next few years, there 

are already well-established standards in indus-

trial and manufacturing environments that can 

accelerate the implementation of the digital plant.

User expectations
Proprietary solutions in industrial automation are 

quickly becoming a thing of the past. The engi-

neers and end users of today—primarily driven by 

HART integration supports industrial digitalization

https://WWW.ISA.ORG/
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their experiences with consumer electronics—are 

no longer satisfied with products from different 

vendors not operating together seamlessly. This 

expectation now requires multivendor and multi-

platform information integration from the sensor 

to the cloud. The days of the IT and OT worlds not 

communicating are also waning, with both sides 

seeking to convert data and metadata from plant 

assets into meaningful information. The joint ac-

tivities of FieldComm Group and the OPC Founda-

tion are bringing this reality into real-world focus.

Role of HART
The large installed base of HART and Wire-

lessHART sensors and devices is a huge resource 

for real-time information that is already on pro-

cesses and equipment. There are more than 30 

million supported field instruments worldwide. 

HART technology is a reliable, long-term way to 

leverage the benefits of intelligent devices through 

digital communication to improve operations.

Simply communicating raw data from field de-

vices to OT and IT systems is not a good solution. 

The noncontextual data does not have meaning to 

be productively used for higher-level applications, 

including predictive maintenance, analytics, and 

process optimization, unless duplicate contextual 

definition profiles are available in the receiving 

systems. This approach duplicates information, 

contributing to lower system reliability and brittle 

systems that have problems when configuration 

changes are made in databases and field devices. 

The FieldComm Group and OPC Foundation are 

cooperating to solve these issues.

OPC UA component
OPC UA is a platform-

independent, service-

oriented architecture 

that has standard 

models for secure and 

reliable information 

exchange in indus-

trial automation. De-

veloped by the OPC 

Foundation, it is an 

established standard 

for integration and in-

teroperability between 

factory-level devices, 

supervisory and con-

trol systems, manufac-

turing execution sys-

tems, and enterprise 

applications, such as 

enterprise resource 

planning (ERP) and 

supply chain manage-

ment. As a vendor-neu-

tral international stan-

dard, OPC UA is also 

published as the IEC 

62541 specification.

In 2016, the OPC 

Foundation delivered 

open-source OPC UA 

code to the software 

community, paving the way for greater interop-

erability. This eliminated the need for rigorous 

multivendor testing, which was once the norm in 

industrial automation.

FDI and OPC Foundation collaboration
The architects of FDI partnered with the OPC 

Foundation to include in the design of FDI the 

OPC UA technology that defines field devices and 

field device integration in the context of FDI tech-

nology. Specifically, the technologies share the 

same information model that defines the context 

of field devices in process automation. The goal is 

to ensure that as systems evolve, an open pathway 

to field device information is assured. To complete 

the architecture, the FieldComm Group, which is 

responsible for ongoing development of FDI tech-

nology, has collaborated with the OPC Foundation 

to provide a solution allowing data and metadata 

from intelligent device networks to be consumed 

by generic applications. More importantly, this data 

is converted into information that can be commu-

nicated into the IT world and leveraged directly by 

cloud-based applications. Integration with IT and 

FAST FORWARD

l Industrial digitalization, Industry 4.0, and 
the IIoT require integration with IT and OT 
systems.

l WirelessHART and HART-IP developments are 
paving the way to the benefits of intelligent 
devices with digital communications.

l The FieldComm Group and OPC Foundation 
are jointly developing OPC UA information 
models for process industries.

The FieldComm Group accomplished sensor to enterprise and cloud integration.
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OT systems is simplified, because the 

data communicated has the context of 

the data with all the information about 

the HART devices.

Standardization of devices, includ-

ing their data and metadata, makes 

configuration easier, reduces applica-

tion engineering labor, and simpli-

fies training of new plant personnel, 

including operators, engineering, and 

maintenance. Training is a significant 

cost for any manufacturer, and having 

suppliers agree on data formats makes 

everyone’s life easier.

FDI technology has been developed 

and supported by the automation in-

dustry’s leading technology founda-

tions and suppliers. FDI is scalable and 

combines the advantages of FDT® with 

those of Electronic Device Description 

Language. FDI takes account of the 

various tasks over the entire life cycle 

for both simple and complex devices, 

including configuration, commission-

ing, diagnosis, and calibration.

OPC Foundation’s president and 

executive director, Thomas J. Burke, 

emphasizes, “It has been rewarding to 

collaborate with FieldComm Group on 

crucial technology initiatives. Our or-

ganizations have a common strategy 

and vision. We understand the value 

of implementing the best specifica-

tion and certification processes, and 

providing technology to our respec-

tive communities to bring world-class 

products to market.”

I believe the FDI standard provides a 

proven solution for end users to better 

manage their assets by having standard-

ized device configurations that are inde-

pendent of the vendors and networking 

technologies involved with their respec-

tive installations. With FDI, the true po-

tential of decentralization, transparen-

cy, integration, and a central view of all 

data and functions can be fully realized.

FDI device packages and EDDL
In automation systems with field instru-

ments from a variety of vendors, there is 

a need to reduce the effort of installation, 

version management, and device opera-

tion. This requirement can only be met 

with an open and standardized device 

integration solution. For this reason, the 

FieldComm Group has specified a stan-

dard architecture for device integration 

FDI (IEC 61769) that applies IEC 61804, 

Electronic Device Description Language 

(EDDL), for the description of devices, 

including their representation in the OPC 

UA information model. Typical use cases 

for this solution include:

l interaction between users and the 

device (user interface)

l integration of new communication 

protocols (i.e., FDI communication 

servers)

l access to device information by OPC 

UA clients that are not FDI aware, such 

as archiving tools, maintenance tools, 

asset management, or ERP systems

FieldComm Group and the OPC 

Foundation cooperated on a compan-

ion specification defining how the in-

formation of a field device—described 

by an electronic device description 

document—is mapped to OPC UA ob-

jects, methods, and variables. The infor-

mation model is primarily based on the 

OPC UA for Devices specification (IEC 

61541-100); in fact, most of the OPC UA 

for Devices model has been driven by 

FDI requirements.

FieldComm Group’s director of in-

tegration technology, Achim Lauben-

stein, states, “FDI technology man-

ages information from intelligent field 

devices during their entire life cycle—

from configuration, commissioning, 

and diagnostics to calibration, making 

one-off solutions for different devices 

obsolete. The standardization of field 

device information facilitates the de-

velopment of native OPC UA applica-

tions that support the OPC UA device 

information model.”

In addition to the device model, FDI 

defines how communication topologies 

of the automation system, representing 

the entire communication infrastruc-

ture, should be represented in an OPC 

UA AddressSpace. The comprehensive 

set of services provided by OPC UA en-

ables the “how” of system integration.

Cloud applications
FieldComm Group’s Integration Work-

ing Group is enhancing the FDI/OPC 

UA information model specification to 

provide semantics for machine-read-

able information. This specification will 

allow cloud-based applications to pro-

cess field device information without 

extra configuration.

Mapping the FieldComm Group’s 

data model to OPC UA enables friction-

less OPC UA client/server and pub-

lisher/subscriber connections to the 

cloud. Applications that traditionally 

run on premise can now run globally 

in the cloud without having to change 

the interface to easily take advantage 

of robust cloud applications. Industrial 

organizations can have seamless infor-

mation integration into cloud comput-

ing platforms, significantly enhancing 

compatibility and interoperability in 

the new digital world.

Future
FieldComm Group and the OPC 

Foundation are committed to devel-

oping complete infrastructures and 

solutions for seamless information 

integration in industrial automation 

applications. Both organizations rec-

ognize they must provide standards 

that help solve real-world problems 

and create new opportunities. This 

includes ongoing enhancements to 

the FDI standard, and potentially in-

corporating other organizations’ net-

working technologies into a common 

integration architecture.

For more information, please visit 

the FDI Technology Overview (www.

fieldcommgroup.org/technologies/

fdi/fdi-technology). n
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T
he MTConnect standard enables manu-

facturing equipment to provide data for 

predictive analytics—which is a hot topic 

for good reason. The vision of anticipating break-

downs before they happen is decades old, but 

the computing power, available data, and level 

of statistics and forecasting expertise in industry 

today puts this vision closer to reality than ever 

before. Production line shutdowns are excep-

tionally costly, and manufacturing executives are 

understandably enthusiastic about moving from 

a preventative to a predictive paradigm.

In the Industrial Analytics 2016/2017 survey 

and report from the Digital Analytics Association 

Germany and IoT Analytics, machine predictive/

prescriptive maintenance was the top industrial 

data analytics application. Similarly, in the 2016 

Global Manufacturing Competitiveness Index by 

Deloitte and the U.S. Council on Competitive-

ness, top manufacturing executives ranked pre-

dictive analytics as the most important future 

advanced manufacturing technology.

With the MTConnect standard, manufactur-

ing equipment provides data in structured XML, 

rather than in proprietary formats. Uniform data 

opens up a world of new applications for indus-

try. MTConnect data sources include production 

equipment, sensor packages, and other hardware. 

Applications using MTConnect data have more 

efficient operations, improved production opti-

mization, and increased productivity.

Within the MTConnect community, the rise 

of analytics has been watched closely. The MT-

Connect standard drastically reduces the cost of 

translating between different brands or types of 

equipment and devices. A factory outfitted with 

MTConnect is an appealing target for an analytics 

project, because data is already homogenized and 

uniformly defined. The MTConnect standard de-

fines a semantic vocabulary or dictionary of terms, 

as well as a structure of how terms relate to one 

another. The dictionary specifies units, exact word-

ings and spellings, and definitions. For example, 

“spindle speed” is normalized to “RotaryVelocity” 

and expressed in units of revolutions per minute. 

The structure or data schema specifies that Rotary-

Velocity is nested under a set of one or more rotary 

axes (for a single- or multispindle machine), and 

that rotary axes are in turn nested under a set of all 

axes, including rotary and linear.

MTConnect for monitoring
Machine monitoring was the first widely com-

mercialized application using MTConnect data, 

and the standard has become closely associated 

with shop floor monitoring software and the 

companies writing 

and selling it. Those 

applications have long 

been used to visualize 

data like utilization 

and overall equip-

ment effectiveness, 

although these days 

most software pack-

ages have expanded 

to include additional 

data views, calcula-

tions, or functions, such as downtime classi-

fication or data breakdowns by shift, process, 

or operator. Many of these features relied on 

MTConnect data, either by adding calculation 

across multiple existing MTConnect data items 

or by adding new data items into the standard. 

Despite the close association between MTCon-

nect and shop floor monitoring companies, 

MTConnect is not application specific. The role 

of the MTConnect standard is to expose device 

data using a consistent dictionary of terms 

(data items) and predefined structure, but once 

that data is formatted and exposed it could be 

used for anything.

Predictive analytics for the factory
Building on the foundation already in place for 

monitoring and status reporting, predictive ana-

lytics is the most talked-about upcoming appli-

cation area for MTConnect. Predictive analytics, 

which broadly means using data and statistical 

modeling to anticipate future events or condi-

tions, has been talked about for decades in man-

ufacturing. It may not have always gone by the 

name predictive analytics, but forecasting and er-

ror prediction have long played a big role in miti-

gating production risks.

Predictive analytics in manufacturing starts 

with crosscutting predictive models that apply to 

many different industries. It is a discipline unto 

itself, and the best practices, modeling, software 

tools, techniques, and computer processing pow-

er serving the discipline are always improving. 

As data science has become a full-fledged indus-

try and a lucrative career path, many in the field 

have set their sights on manufacturing. Mean-

while, data connectivity in factories has become 

FAST FORWARD

l Manufacturing executives rank predictive 
analytics as the most important advanced 
manufacturing technology of the future.

l The decades-old vision of anticipating 
breakdowns before they happen can now 
be achieved. 

l Factory connectivity coupled with the 
MTConnect standard is the underlying 
infrastructure of both predictive analytics 
and process improvement.

Building on the foundation already in place for monitoring  

and status reporting, predictive analytics is the most  

talked-about upcoming application area for MTConnect.



far more common. Many companies 

with existing analytics capabilities in in-

dustries like finance, logistics, telecom-

munications, or ecommerce have been 

quietly seeking out new data sets to run 

through their algorithms and forecasting 

models. What starts as investigations into 

the Industrial Internet of Things (IIoT) 

often leads to industrial process improve-

ment applications, which enjoy an ap-

pealing combination of high value-added 

use cases and available data. The result is 

a raft of new entrants into manufacturing 

from data analytics.

For established players in manufac-

turing and automation, the forecasting 

framework from finance, economics, 

and many other fields is already familiar. 

That framework has already been widely 

applied in measurement and test, qual-

ity and inspection, and statistical process 

control (SPC), among other manufactur-

ing disciplines. As a result, many manu-

facturers are building up their analytics 

capability in house. Others are seeking 

close partners, especially from smaller 

companies with some manufacturing 

background, as well as programming and 

forecasting capabilities. Under the um-

brella of predictive analytics, predictive 

maintenance is the most hotly pursued 

function. The concept is simple: the cur-

rent maintenance paradigm is to fix or 

repair components once they have failed 

or based on a predetermined preventa-

tive maintenance schedule. In the future, 

predictive maintenance will dictate repair 

if and only if failure is about to occur.

Process analytics here today
Although predictive analytics is getting 

the most attention, a less glamorous area 

has the potential to be widely commer-

cialized very soon. Analytics for process 

improvement is a logical next step from 

monitoring, and it avoids the complex-

ity of building good predictive models. 

The 2016 IoT Analytics report uses the 

more precise but cumbersome category 

“analytics that support process auto-

mation,” which was considered far less 

important than “predictive/prescriptive 

maintenance of machines” among sur-

vey respondents. Compared to predic-

tive analytics, analytics for process im-

provements and automation also lacks 

some of the associated jargon. Machine 

learning, deep learning, neural networks, 

and artificial intelligence, for example, 

are critical leading-edge technologies 

for predictive models. Process analyt-

ics, though, could be as simple as pro-

cess visibility helping a human operator, 

technician, or engineer remove tedious 

or repetitive manual steps. Process vis-

ibility is like shop floor monitoring in 

that it presents data that already existed 

but may have been hidden to operators, 

engineers, or management.

In custom automated systems, con-

tinuous manufacturing or packaging 

lines, and high-volume production 

work, it is already common to include 

current process data to users and man-

agement. This data may include de-

tailed views of setups, operations, or 

individual parts and assemblies. Shop 

floor monitoring, by contrast, empha-

sizes a complete and comprehensive 

view of all equipment and assets. Com-

panies are increasingly demanding both 

detailed process data and comprehen-

sive asset management views.

In commercial software packages or 

those integrated into automated sys-

tems, process analytics manifest as 

feedback to operators or improved com-

munication between production and en-

gineering. For example, a technician may 

know to periodically remove a filter for 

visual inspection. The inspection interval 

may be set at the production station or 

dictated by engineering, but additional 

automated data collection and analysis 

supplements and improves the process. 

Switching from manual inspection logs 

to automatically recording filter removal 

events saves time, improves accuracy, 

and decreases the number of process 

steps for the technician.

Other application areas for process 

analytics include supplementing SPC 

and quality systems and tool path 

generation and tool selection for ma-

chining. In fact, there is barely a line 

between SPC and process analytics. 

Data collected for process analytics can 

simply be additional inputs to improv-

ing existing systems. For machining op-

erations, linking data from a machine, 

cutting tool, CAM system, and even 

the part itself has huge implications 

for tooling. Established suppliers, new 

startups, researchers, and end users 

have all converged on better tool paths 

and better tool selection as near-term 

wins for analytics.

How analytics will come to market
In the near term, automated predic-

tions will not replace human reason-

ing in the factory. Complex, nonlinear 

thinking gives humans the edge over 

algorithms for managing processes. 

Where predictive analytics shine today 

is in highly repetitive, high-volume op-

erations where one or a few target vari-

ables with a big impact can be mod-

eled. Temperature and vibration data 

collected from rotating parts, such as 

generators or turbines, is well suited 

for supplying data to predictive mod-

els. Those models will eventually adapt 

to handling more and more variation 

and work from smaller data sets. Hu-

man operators will still manage work 

with higher variation, but increasingly 

benefit from analytic insights. Com-

puterized tips and inputs to stream-

lining processes are already avail-

able today; warnings about predictive 

maintenance concerns—with a human 

deciding when and how to act—is easy 

to picture in the not-too-distant future.

Manufacturers are more likely to de-

velop process analytics applications 

FACTORY AUTOMATION
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Layering automated data collection on 

top of existing processes like inspection, 

cleaning, or routine preventative mainte-

nance can remove process steps, streamline 

production, and increase throughput.

https://WWW.ISA.ORG/


in house than predictive analytics ap-

plications. Process data is often very 

manufacturing specific, whereas tools 

and techniques for predictive ana-

lytics are not necessarily dependent 

on close knowledge of processes. As 

a result, predictive analytics can be a 

back-office function or contracted out 

to software or platform vendors.

Standards landscape
Rapidly improving factory connectivity is 

the underlying infrastructure that allows 

both predictive analytics and process 

improvement. There is a huge demand 

for access to usable data, and a maturing 

data standards landscape in manufactur-

ing that helps service that demand. More 

and more devices in the factory have a 

hardware or software plug for getting 

data out as well as just in. The data egress 

was initially very low-level signals, but 

software libraries and APIs help abstract 

from otherwise generic voltages, and 

semantic vocabularies like MTConnect 

standardize and supply additional con-

text from one device to the next. The data 

models in MTConnect are most widely 

implemented in discrete manufacturing 

equipment, but have been used on every-

thing from vending machines to discrete 

sensors to personnel data.

The standards ecosystem for manufac-

turing data extends well beyond MTCon-

nect, which solves a relatively small and 

narrow problem for analytics. National 

manufacturing policies, including Plat-

form Industrie 4.0 (Germany), Made in 

China 2025, and Make in India/Digital 

India, explicitly call out standards as en-

abling technology, in large part because 

clean and coherent data is required for the 

most promising next-generation applica-

tions. The broadest layer of the ecosystem 

is occupied by reference architectures 

like the Reference Architecture Model for 

Industrie 4.0 (RAMI) or the Industrial 

Internet Consortium’s Industrial Internet 

Reference Architecture. These reference 

models specify functional areas that need 

industry (or cross-industry) collabora-

tion and coordination to be successfully 

addressed.

In many cases, standards bodies 

are working to directly integrate stan-

dards. For MTConnect, this includes 

implementation guidelines for ISA-95/

B2MML on device integration with

higher level enterprise planning and

management systems. It also includes 

the OPC UA/MTConnect compan-

ion specification, originally released

in 2012 and currently being updated 

for a new version expected in the first 

half of 2018. The MTConnect devel-

opment road map includes expanded 

device and asset models (e.g., robot-

ics, additive, programmable grippers 

or work holding, and file transfer), but 

also covers integration with QIF quality 

standards and expanded functionality 

by supporting UPnP discovery.

Much more to do
Analytics is an area of tremendous op-

portunity for manufacturing and au-

tomation. Basic connectivity and data 

collection are increasingly the norm, 

and new applications that go well be-

yond status reporting are rapidly be-

ing commercialized. Meanwhile, the 

standards ecosystem for manufactur-

ing data is evolving to serve demand for 

increasingly complex needs. Semantic 

definitions provided by MTConnect are 

part of the puzzle, but industrial policy 

in major manufacturing countries and 

global consortia are working to minimize 

duplicated effort. Everyone in manufac-

turing and automation should know that 

analytics are coming to the industry in a 

big way. Now it is time to get educated on 

how the hype is fast becoming reality. n
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Predictive analytics, unlike process improvement, uses tools and techniques that are 

not specific to manufacturing. It is often a back-office function or is subcontracted to 

software or platform vendors.

RESOURCES

Industrial Analytics 2016/2017

https://digital-analytics-association.de/doku-

mente/Industrial%20Analytics%20Report%20

2016%202017%20-%20vp-singlepage.pdf

2016 Global Manufacturing  

Competitiveness Index

www2.deloitte.com/global/en/pages/manufac-

turing/articles/global-manufacturing-competi-

tiveness-index.html

Reference Architecture Model for 

Industrie 4.0

www.plattform-i40.de/I40/Redaktion/EN/Down-

loads/Publikation/rami40-an-introduction.html

Industrial Internet Reference  

Architecture

www.iiconsortium.org/IIRA.htm
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At the intersection of  
alarms and safety systems

When alarms serve the safety system,  
analysis must be handled with care

By Lee Swindler, PMP, 

Ron Carlton, and  

Richard Slaugenhaupt I
t is not difficult to find resources related to 

safety instrumented systems (SISs) or alarm 

management, but discussions relating the two 

and considering their overlap are rarer. In fact, one 

could conclude that the two are not related at all, 

especially when companies address them at dif-

ferent times or with different personnel.

In a greenfield plant or process unit design, 

the hazard and operability (HAZOP) study is 

usually very early in the project—well before 

any concrete is poured or pipes are welded. Ma-

jor hazards identified often trigger some equip-

ment redesign. When the HAZOP is finished, a 

layer of protection analysis (LOPA) may be war-

ranted to determine if a SIS is required (figure 

1). When the automation systems are finalized 

later, attention turns to alarm rationalization.

An entirely new team of people, perhaps far 

removed from the HAZOP and LOPA efforts, 

may address rationalization. If a company is 

disciplined and fastidious about documenta-

tion, it is simple for the rationalization team to 

incorporate the results of the safety analysis, 

but this is not always the case. This is unfortu-

nate, because details of the safety analysis play a 

substantial part in defining how the alarm ratio-

nalization process incorporates safeguards and 

independent protection layers (IPLs).

The most important layer of protection in 

any process is effective process control. Short 

of an outright mechanical failure, operations 

within normal boundaries produce few, if any, 

incidents. But no basic process control system 

(BPCS) can handle every possible disruption, 

and there will always be some process upsets.

The alarm system tells operators about disrup-

tions that the BPCS cannot adequately handle au-

tomatically. An operator response is then required 

to fix or mitigate the problem before it escalates to 

the point where the SIS has to act. By definition, ev-

ery alarm has an associated operator response, and 

the operator needs to know the appropriate action.

https://WWW.ISA.ORG/
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Scope limitations
It is logical to perform a HAZOP before construc-

tion has proceeded too far. For many companies, 

hazard analysis is tedious. A group spends many 

days hammering it out and might not want to 

extend the effort with discussions about alarm 

rationalization at this stage. Moreover, the au-

tomation system design may not be far enough 

along to make such a discussion practical. This is 

not a problem if the results are thoroughly docu-

mented, but poor documentation can cause sig-

nificant problems for subsequent design efforts.

The HAZOP analysis identifies hazards in the 

process and determines the likelihood of a par-

ticular event actually happening. The LOPA con-

siders ways to prevent the incident, or at least 

mitigate the result, with a preference for multiple 

layers of protection to prevent escalation to a full 

catastrophe. A LOPA study typically comes after 

the HAZOP, assuming a company uses it as its 

safety integrity level (SIL) assessment method. 

This is when IPLs are identified, including those 

defined as operator actions triggered by alarms. 

If the HAZOP team produced thorough docu-

mentation, this effort should be straightforward.

Operator actions as layers of protection
When the LOPA team concludes that a particu-

lar operator action can eliminate or reduce a 

hazard identified in the HAZOP, an alarm may 

be defined as an IPL within the safety system 

strategy. As a result, that alarm is included in 

SIL calculations associated with the design of 

the SIS. SIL calculations can take credit from the 

alarm’s presence and may permit less drastic 

action in subsequent layers, as long as the op-

erator appropriately addresses the situation.

For example, an interlock in a subsequent lay-

er, which would have required a SIL 2-rated sys-

tem, may only require a SIL 1 level of protection 

to achieve the same overall effectiveness when 

combined with the alarm. Of course, if the alarm 

does not cause the operator to take the designat-

ed action, the IPL fails, and the incident escalates 

until it encounters the next layer of protection.

With all this in mind, it is clear that key infor-

mation from these studies has to survive multiple 

team handoffs and be implemented properly to 

achieve the correct alarm response to a hazard. At 

each handoff and time lag, gaps can form in the 

chain and interfere with the desired outcome.

Once it reaches rationalization
Later—possibly much later—after the other 

teams have done their work, the company will 

form an alarm rationalization team with a goal 

of determining the optimal set of alarms to in-

clude in the system. The idea is straightforward: 

deliver the right alarm to the right operator at 

the right time with the right importance and 

with the right guidance to correct or mitigate 

an undesirable situation. It sounds simple, but 

a team can become quickly intimidated by the 

scale and complexity of the challenge. 

The alarm rationalization team is supposed 

to review and evaluate the operation of the 

plant or unit, determine the undesirable things 

that might occur, and subsequently determine 

which associated alarms are appropriate under 

the criteria set forth in the alarm philosophy 

document. The team may create a preliminary 

design that includes the priority, set point, and 

other alarm attributes. An effective team might 

process more than a hundred alarms each day 

from a total of about 10,000, so the process is 

often long and tedious.

Most of the time, there are many more gen-

eral process alarms than alarms related to safety 

conditions. So, within the massive undertaking 

of alarm rationalization, the team is supposed 

to give special consideration to perhaps 15 per-

cent of the total. Any alarm intended to function 

as an IPL should be included as a given. There is 

no question about the validity of these alarms, 

because they have already been figured into a 

broader safety strategy and definitely need to 

be there. Further, they must be implemented 

in a way that supports the intent defined in the 

safety analysis.

This raises two questions: Will the rationaliza-

tion team members fully understand the impor-

tance of those alarms, and will they select the 

FAST FORWARD

l The safety instrumented system and operator alarms interact, but 
are usually developed by different people at different times.

l ANSI/ISA-18.2 is a very helpful tool if it is applied appropriately.

l Operator alarms that are intended to function as independent  
protection layers must be planned and implemented carefully.

HAZOP

• Identify hazards

• Judge severity

• Estimate likelihood

LOPA

• Review HAZOP

• Identify new hazards

• Create IPLs

• Recommend alarms

Alarm 
rationalization

• Design alarms

• Design workflows

• Integrate with SIS

Figure 1. For most companies, the design of a safety system moves through 

distinct phases, each building on the previous effort. For this process to work 

correctly, each team must document its work thoroughly.
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best way to design the alarm to achieve 

the mitigation results previously envi-

sioned?

First, the rationalization team should 

not be forced to determine the difference 

between normal alarms and those that 

are truly critical. The critical ones should 

be clearly defined and documented by 

the hazards analysis, and their treatment 

should be defined in the alarm philoso-

phy document. When done well, the doc-

umentation should leave no doubt which 

alarms are intended to be IPLs. If the 

documentation is insufficient, there is a 

chance that an alarm will not be treated 

appropriately or be missed entirely.

Second, the HAZOP team probably 

will not specify how the alarm should 

be implemented, given the limited in-

formation available during that phase 

of the analysis. The rationalization 

team will have to review the hazard and 

determine what event triggers an alarm 

and what series of actions the operator 

should perform within the necessary 

time window to mitigate the situation.

Not for the fainthearted

A team cannot be expected to review 

every hazard, and also to design the 

mitigation solution through layers of 

protection and alarming. Though ideal, 

it is impractical for most companies. In 

reality, it is common for each team—

HAZOP, LOPA, alarm rationalization, 

implementation—to function indepen-

dently, probably at different times and 

with different people (figure 2). There 

will be multiple handoffs from stage to 

stage. With effective documentation, 

these handoffs do not become points 

where knowledge is lost.

Because we are 

focusing on alarm 

rationalization, let’s 

look at how this pro-

cess works when 

dealing with safety-

related alarms, many 

of which qualify as 

IPLs and figure into 

the larger SIS calcula-

tions. Alarm rational-

ization is a long and 

complex process, 

thoroughly docu-

mented in ANSI/ISA-18.2, Management 

of Alarm Systems for the Process Industries 

(figure 3). Many elements factor into the 

discussion, particularly when working 

with the safety-oriented alarms designed 

to perform as IPLs. The alarm rationaliza-

tion team has to understand the meth-

odology followed by earlier teams to 

recognize the hazards and generate the 

alarm requirements. Few companies have 

enough people with the depth of skill, ex-

perience, and time to do this—so outside 

assistance is often required.

Because any alarm, by definition, has 

to have an associated operator action, 

all alarms require workflow manage-

ment. Operators need to know alarm 

responses from memory, or at least 

be able to retrieve them very quickly. 

Anyone auditing the system will likely 

quiz operators to make sure they can 

respond correctly and promptly. This 

means those individuals need to be 

trained. This is especially true for safety 

alarms where there is probably a very 

stringent time-of-response require-

ment. These alarms require the correct 

response within a specified time, or the 

opportunity to slow or stop escalation 

of the problem will be lost.

Consequently, anyone on the alarm 

rationalization team must bring a vari-

ety of skills and a thorough understand-

ing of all the implications of the team’s 

actions. The relationship between the 

BPCS and alarms within the SIS calcu-

lations is complex. Not all alarms rec-

ommended to help mitigate SIS-related 

hazards qualify as IPLs, so determining 

where credit is taken requires a deep 

understanding of these mechanisms.

If alarms being brought into the safety 

system are not implemented correctly, the 

IPL loses its validity, along with any credit 

in the larger SIS calculations. This often 

happens on a practical basis, whether 

anyone recognizes it or not. If the alarm is 

not implemented correctly, there may 

be excessive demand placed on the 

SIS, causing it to not have the intended 

availability to mitigate the hazard.

Alarm rationalization requires an en-

gineering review before implementation, 

so alarms can be identified correctly, with 

each resulting alarm providing the pro-

tection required to fulfill the HAZOP, IPL, 

and the associated SIL calculations. Of 

course, this element of alarm rationaliza-

tion is only one facet of a larger process. 

Most companies cannot pull it off single 

handedly, given the complexity and risk 

associated with the effort, but outside 

consultants are available to assist.

To understand the interplay of all 

these elements, everyone involved 

needs extensive process industry ex-

perience. Facilities and process units 

often handle very dangerous products 

with serious potential hazards. Han-

dling them well requires discipline to 

avoid conditions that could cause an 

incident. Team facilitators, whether 

employees or consultants, must make 

sure all participants in the chain of 

analysis, design, and implementation 

know what is required to meet safety 

expectations.

Outside consultants, as neutral par-

ticipants, can increase the likelihood of 

staying on track and avoiding internal 

HAZOP

• Identify hazards

• Judge severity

• Estimate likelihood

LOPA

• Review HAZOP

• Identify new hazards

• Create IPLs

• Recommend alarms

Alarm 
rationalization

• Design alarms

• Design workflows

• Integrate with SIS

Consultants

Figure 2. An experienced consultant provides continuity, so all  

elements are completed appropriately.

Management 
of 

change

Monitoring
and

assessment

Audit

Philosophy

Identification

Rationalization

Detailed design

Implementation

Operation

Maintenance

Figure 3. ISA-18.2 outlines the entire life 

cycle for a given alarm.
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squabbles. They also bring experience 

from dozens of projects—more than the 

range of experience possible for some-

one working for one company or plant. n
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(ISA-18.2)”
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“When Good Alarms Go Bad”
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www.exida.com/Resources/Whitepapers/Connecting-Alarm-Management-and-Safety-

Instrumented-Systems

“Alarm Management and ISA18 – A Journey, not a Destination”

www.exida.com/Resources/Whitepapers/alarm-management-and-isa-18-a-journey-not-a-destination

Safety Alarms: At the Intersection of IEC 61511 and ISA-18.2 Workshop

Texas A&M 69th Instrumentation Symposium for the Process Industries

Good documentation practices facili-

tate the management of projects as 

they progress from initial specifications 

to final system implementation. Good 

documentation is critical; often differ-

ent aspects of a project are handled at 

different times and by different resource 

groups. The potential for missed, forgot-

ten, or misinterpreted verbal communi-

cation is great. In all the documents 

discussed, it is important to note the 

rationale for the decisions. Many deci-

sions are compromises, and it is impor-

tant to capture their justification.

Selected documentation topics relevant 

to this article include functional require-

ments (FRs), system design, formal change 

control, alarm philosophy/rationalization, 

and system testing/commissioning.

Functional requirements: A validated 

system requires FRs documentation, and 

it is a best practice for all systems. This 

document is the complete list of proj-

ect, system, infrastructure, and product 

requirements from the various project 

stakeholders. It is used to help select 

system vendors and in driving system 

design and testing.

System design: The design part of a 

project is driven by functional require-

ments and must be documented. It usu-

ally includes a multitude of documents, 

all the way down to detailed piping and 

instrumentation drawings. Design shows, 

for example, whether a separate SIS is in-

cluded, LOPA information, interfaces with 

other plant computers, and where alarms 

will be generated.

Formal change control: Almost all 

major plant projects experience signifi-

cant changes as the project progresses 

(e.g., a failure modes and effects analysis 

often results in significant plant or system 

redesign to reduce unacceptable risks 

from the original design). It is important 

for an organization to have a manage-

ment of change procedure to drive activi-

ties associated with, for example, plant 

design changes, including the require-

ment to update relevant documentation. 

This enables late project activities, such 

as alarm rationalization, to draw on “up-

to-date” design and other documents in 

determining what alarms to implement 

and what their attributes should be.

Alarm philosophy/rationalization: The 

requirements of alarm management are 

described in the national standard ANSI/

ISA-18.2. This includes the need for an 

alarm philosophy document—which, in 

turn, describes the requirements for the 

various alarm management life-cycle ac-

tivities, including rationalization. Alarm 

rationalization can be a daunting task 

with several attributes needing specifica-

tion for sometimes many thousands of 

plant alarms. Many of these attribute val-

ues can best be determined with the help 

of documents from previously completed 

project activities, such as functional speci-

fications, system design, and documenta-

tion generated as part of change control.

System testing/commissioning: Testing 

is largely driven by functional require-

ments (i.e., the primary purpose of testing 

is to show that FRs have been met). Test-

ing includes verification that alarms work 

as intended, which requires that alarms 

are implemented in accordance with the 

results of alarm rationalization, which, 

in turn, depends on the results of previ-

ous project activities. For example, ANSI/

ISA-18.2 notes that plants can designate 

some classes of alarms as “highly man-

aged,” because they have special admin-

istrative (e.g., reporting) requirements. 

Any alarms designated as “highly man-

aged” will typically be determined from 

documentation of previously completed 

project activities like HAZOP reviews. 

Good documentation practices
By Joe Alford, InTech Editorial Advisory Board Member
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R
emote access to local programmable logic controllers (PLCs), hu-

man machine interfaces (HMIs), and other automation system 

components is becoming a requirement for many machine build-

ers, plants, and facilities. Although many industrial networks were previ-

ously configured with a router without a virtual private network (VPN), 

new installations should not do this because of the security risks.

Although a VPN is a key element in a defense-in-depth strategy, imple-

menting remote and secure connectivity to local components presents 

technical, cost, and resource allocation challenges. The two options pre-

sented in this article address these issues in different ways. Each approach 

has advantages and design considerations (summarized in the table). 

Option 1 is a hosted VPN, and option 2 is a traditional VPN.
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Remote access to 
automation system 
components
Advantages and  
design considerations 
for the two main 
methods of remote 
VPN access

By Jonathan Griffith
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The decision to use a hosted VPN versus a 

traditional VPN hinges on four primary factors: 

l Will all of my remote access needs fall under 

similar information technology (IT) condi-

tions, with each site able to use the same 

router configurations?

l Is IT expertise available to support a tradi-

tional VPN?

l Is the IT team willing to support the tradi-

tional VPN?

l Will high bandwidth be required?

As shown in the decision tree (figure 1), if the 

answer to any of these questions is “no,” then 

the hosted VPN solution is likely the best option. 

When the answers to these four questions are 

“yes,” then a traditional VPN may be preferred.

Option 1: Hosted VPN
Hosted VPNs provide a secure connection with 

simple setup and network configuration. Typi-

cal hosted VPN solutions include a VPN router, a 

hosted VPN server, a VPN client, and connected 

automation system components (figure 2).

A secure connection between the VPN client and 

the router is established after the router and VPN 

client each make a connection to the cloud-hosted 

VPN server. The router makes this connection 

immediately upon startup, but the VPN client only 

FAST FORWARD

l The two main ways to implement secure  
remote access are with a hosted VPN and 
with a traditional VPN.

l A hosted VPN works well in most applications 
and is much simpler to implement and 
support.

l A traditional VPN may be necessary in 
applications with very high bandwidth 
requirements, but requires extensive IT  
involvement and support.

Figure 1. Decision tree
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connects upon a verified request from 

a remote user. Once both connections 

have been made, all data passing through 

this VPN tunnel is secure.

Most hosted VPN solutions have a free 

monthly bandwidth allocation for basic 

operation, and then offer a premium 

plan for additional bandwidth. Normal 

troubleshooting and programming needs 

usually fall under the data requirements 

in the free plan, but extensive data moni-

toring or video surveillance may require 

additional bandwidth, depending on the 

amount of data transmitted over the VPN.

The router initiates communication to 

the server via an outbound connection 

through standard ports that are typically 

open, such as HTTPS. This usually requires 

no changes to the corporate IT firewall, 

and satisfies IT security concerns. By con-

trast, traditional VPNs require inbound 

firewall ports to be opened, which requires 

IT involvement and oversight.

Another advantage to a hosted VPN 

is the router configuration is extremely 

simple. Because the secure router (fig-

ure 3) is connected to a predefined cloud 

server, the router 

comes preconfig-

ured, requiring 

only the most ba-

sic network infor-

mation from the 

user. The router’s 

internal firewall 

comes with a de-

fault setup to keep 

the plant floor 

network separate 

from the corporate network.

The platform and hosted servers do 

the complicated VPN networking behind 

the scenes, so non-IT staff can easily 

configure it. Staff members only need 

to know the IP addresses of the automa-

tion components connected to the local 

area network, and whether their ISP or 

corporate-wide area network router (not 

the hosted VPN router) provides IP ad-

dresses dynamically or statically.

In addition to a wired local area net-

work (LAN) option, the hosted VPN 

should have Wi-Fi and 4G LTE connec-

tivity options. Wi-Fi provides a simple 

access point or client connection, and 

allows plant personnel to access the rout-

er’s LAN network wirelessly, rather than 

opening the panel to access the physical 

LAN connection ports. With 4G LTE con-

nectivity, users have access from remote 

locations without Internet access or loca-

tions that will not provide access to the 

corporate network.

This approach has a very low secu-

rity risk, because the client connection 

to the cloud server uses the proven en-

cryption standard SSL/TLS, along with 

TLS 1.2. The required TLS key exchange, 

crucial for security, is done in accordance 

with the industry standard 2048-bit RSA 

with SHA-256. In addition, some vendors 

have advanced user management, event 

logging, and two-factor authentication—

which requires a second time-based pass-

word generated at login—for an extra level 

of security at the user access level.

Hosted VPN design considerations
Those considering this solution must have 

a high level of trust in the hosted VPN ven-

dor, as it will be responsible for securely 

storing data and making it available to only 

those who need it. Monthly costs incurred 

for high data bandwidth usage must also 

be considered, particularly as those costs 

are zero for a traditional VPN solution.

The hosted VPN solution does not re-

quire an IT team for support, because it is 

simple to implement and maintain, and 

most companies accept it as secure. Those 

companies that do not accept a hosted 

VPN solution for security reasons would 

likely not accept a traditional VPN either 

because of its required firewall changes.

The simplicity of this solution comes at 

the cost of limiting some of the advanced 

routing features that may be required for 

sophisticated networks, such as machine-

to-machine networking, advanced net-

work address translation (NAT) configu-

ration, and access control lists. However, 

for most users these advanced features 

are not required.

Other design considerations depend 

on specific features offered by the router 
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Figure 3. These VPN routers provide the functionality needed for 

cloud-based connectivity, simplifying implementation.

Figure 2. The STRIDE SiteLink Secure hosted VPN has no monthly 

charges for remote access as long as the bandwidth stays under  

5 GB per month for all users in an account.
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vendor. Including these key features ad-

dresses the issues, while excluding them 

may present problems. These key features 

include data logging, widgets for config-

uring remote access screens, a Web-based 

platform for router configuration, and 

a digital input for enabling or disabling 

remote access. The traditional VPN solu-

tion requires a third-party HMI, either PC 

based or embedded (figure 4), to provide 

data logging and widgets for configuring 

remote access screens.

Data logging provides collection, stor-

age, and display of data via a cloud-based 

platform. Users can store and access a 

nearly unlimited amount of data, while 

only paying for the capacity required. Us-

ers can start with a small amount of stor-

age, and scale up as needed. Cloud-based 

data logging typically requires an addi-

tional license or subscription from the 

router vendor to collect and store the data 

in the cloud, and this cost must be con-

sidered, particularly since the traditional 

VPN option does not have this expense.

Some cloud-based data storage and 

monitoring solutions allow users to con-

figure dashboards using widgets for re-

mote access viewing on their PC or mo-

bile device. Alerts and notifications can 

be configured to inform users when pa-

rameters fall outside a predefined range. 

If this feature is not provided, designing 

remote access viewing screens can be 

cumbersome.

A Web-based platform lets users quickly 

and easily configure the VPN router, often 

as simply as registering an account, con-

figuring and down-

loading router set-

tings, and installing 

a secure client on a 

PC. The main ad-

vantage of a Web-

based platform over a PC-based configura-

tion is that platform updates can be made 

without the user having to reinstall a new 

version. This is particularly useful when 

new features are added regularly.

An important safety feature for the VPN 

router is a digital input for a switch to lo-

cally enable or disable communications, 

preventing remote control of a machine 

during maintenance periods. If this op-

tion is not provided, it should be added, 

which will add cost and design time.

Option 2: Traditional VPN
This option requires a local VPN router 

to connect through the Internet with 

a secure VPN tunnel to a second remote 

VPN router or software client (figure 5). 

Once connected, remote users can access 

automation components connected to 

the local router through the VPN tunnel.

Unlike option 1, there is no cloud serv-

er between the two devices with either 

method of connection: VPN router to VPN 

router, or VPN router to VPN software cli-

ent. This option is preferred when large 

amounts of data need to be continuously 

exchanged between the local and remote 

sites, as to view local video remotely.

This solution is widely used, and it 

was the only method of secure two-way 

access before the introduction of cloud-

based remote access solutions. It can be 

complex and costly in terms of internal 

resources required for support, both at 

the local and the remote sites.

Traditional VPN design considerations
The main design consideration for this 

option is the capability and willing-

ness of an IT team to support this solu-

tion at both the local and remote sites 

for each installation. For example, an 

original equipment manufacturer (OEM) 

machine builder must consider every 

customer site, and make sure all of its cus-

tomers are willing to provide IT support. 

If not, the OEM will have to customize its 

remote access solution for each customer.

This solution is often more expensive 

up front than a hosted VPN because of in-

creased hardware costs and the IT resourc-

es required to configure the connection. 

Some companies have a dedicated IT staff 

to provide this support, but many smaller 

companies do not. Ongoing external costs 

are lower, because there are no monthly 

cloud service fees, but internal costs are 

higher due to the need for IT support.

IT must open an inbound VPN port 

on the firewall. This provides full remote 

control and monitoring, as it effectively 

creates one network joining local and 

remote users, but also presents a secu-

Figure 5. A traditional VPN solution using two routers is shown in this 

diagram. IT support is required both locally and at each remote site.

Figure 4. Traditional VPN solutions often use a local HMI running 

on an embedded platform, like this C-more panel.
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rity concern. This port must be protected 

from unwanted access at all times. Ongo-

ing security vigilance is required to en-

sure the router and VPN protocols remain 

up to date, and other technical consider-

ations must also be addressed, including:

l Firewall configuration may be challenging.

l Subnet conflicts must be addressed 

across sites with similar network designs.

l User management and access must 

be well controlled.

l Event logging is not usually imple-

mented and must be added if needed.

l Security certificates must be created 

and managed.

l Advanced networking knowledge is 

required.

l Client configuration is needed for 

each connection point.

Despite some drawbacks, this method 

is the preferred VPN solution if the IT staff 

is available and willing to make firewall 

changes, if the application requires high 

data bandwidth, or if the company does 

not want to rely on a hosting vendor.

Application example: Traditional VPN
Consider two types of OEM machine 

builders. The first OEM sells very large 

and complex printing presses with 

thousands of automation system I/O 

points, and its customers require the 

OEM to support the machine, includ-

ing uptime and throughput guarantees. 

The OEM needs to remotely monitor 

and support its presses worldwide to 

make sure it meets its guarantees to 

customers. The OEM has considerable 

IT expertise and is capable of imple-

menting a traditional VPN, and each of 

the customers is willing to allow the 

required firewall modifications.

Each press also has multiple video 

cameras installed for remote viewing, a 

necessity for solving some of the more 

complex troubleshooting issues. Each 

printing press has a full-featured PC-

based HMI installed for local viewing 

and data storage, with high-speed re-

mote access to the HMI and its stored 

data required at all times. Therefore, 

large amounts of operating data must 

be continuously transmitted to the re-

mote corporate control center.

A traditional VPN is the right solution in 

this application, because of the significant 

amount of data exchange required, which 

could be cost prohibitive for a hosted 

VPN, and because the right IT resources 

are available to support the solution at the 

control center and at each site.

Application example: Hosted VPN
The second OEM sells a machine that 

does not require video monitoring. Lo-

cal operator interface is provided by an 

embedded HMI with limited data logging 

and storage functionality.

The OEM machine builder needs two 

kinds of remote access. The first is VPN 

access to remotely troubleshoot, debug, 

and program the machine’s PLC and 

HMI. Second, the OEM and its customers 

want to monitor the machine’s most im-

portant operating parameters on dash-

board screens from remote devices, such 

as smartphones and tablets.

The OEM machine builder does not 

have an IT department, just one part-time 

person who set up the internal network. 

The automation staff consists of one or 

two control systems professionals who 

are experts when it comes to program-

ming PLCs and HMIs to automate their 

machines, but who are not very familiar 

with IT, VPN, and router technology. Most 

of the OEM’s customers are not willing or 

able to reconfigure their firewalls, elimi-

nating the traditional VPN option. In this 

case, a hosted VPN is the best choice, be-

cause it will satisfy all of the OEM’s and its 

customers’ requirements, and it can be 

implemented without IT staff.

Data logging is provided in the cloud, so 

the local HMI’s limited data storage capa-

bility is not an issue. The machine build-

er can use widgets to create dashboard 

screens that many different users can 

view on remote devices. When full con-

trol and monitoring is required, it can be 

done by installing a lightweight software 

client on a PC, which can connect to the 

cloud from any location worldwide.

Many considerations
When designing a remote access solution 

using VPNs, there are many consider-

ations influencing final implementation: 

initial and sustaining costs, technical ex-

pertise during installation and ongoing 

operation, site control, security risks, and 

data storage capabilities.

Using the information in this article, 

end users can evaluate each option 

based on their needs, budget, and inter-

nal expertise—and then select the best 

choice for their applications. n
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H
ow secure is your industrial 

control system (ICS)? Con-

ventional wisdom says a 

comprehensive security assessment 

is required to answer this question. 

A detailed assessment may be over-

kill if you are just trying to get a first 

look at where you are on cybersecu-

rity. Although a security assessment 

is a valuable tool, it is most often 

used for an in-depth look at threats, 

vulnerabilities, losses, and potential 

countermeasures.

So, what if you only want a check-

up, not a full physical? There are 10 vi-

tal signs for self-checking your ICS—

representing security capabilities that 

address common ICS threats, such as 

network attacks, connection of unau-

thorized devices, malware, and threats 

from inside the organization.

This self-check is like a checkup you get 

from your doctor, with the exception that 

there are no empirical measurements, like 

temperature or blood pressure, for an ICS. 

Because of this, and because this self-check is 

for your own use, scoring is left to you. Each vital 

sign is presented as a question (in no particular 

order). You can simply answer with “yes” or “no,” 

but most answers will be a matter of degree, 

so scaling your answer (e.g., 0 to 10) 

may be more useful. Use 
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and intrusion prevention systems.

Also, check if a demilitarized zone (DMZ) is 

used between the plant network and ICS net-

work security devices. The DMZ is an interme-

diary/buffer zone between the plant network 

and the ICS that prevents direct communica-

tions between the two.

Vital sign #4
Are network access controls in place to prevent 

unapproved devices from being connected to the 

ICS? Vital sign #3 protects against unwanted 

traffic entering or leaving the ICS, while this vi-

tal sign lets you determine if someone can walk 

up and connect a device to your ICS network. 

For this vital sign, check if (1) network devices 

(e.g., switches, routers, and patch panels) are 

in locked cabinets, (2) unused ports of network 

devices are locked down, (3) the network is 

periodically monitored or scanned to look for 

newly added devices, and (4) network device 

ports are configured to limit the devices able to 

communicate through them to specific devices 

and to a specific number of devices.

The first two capabilities protect against plug-

ging a device into an open port on a network 

device, such as an Ethernet switch, and then 

listening or transmitting. The third capability is 

used to find unauthorized devices, but network 

scanning should be done with care because it 

FAST FORWARD

l Know the difference between a cybersecurity self-check and a full 
security assessment of your ICS.

l The vital signs represent top-level diagnostics that you can use for a  
self-check of your ICS’s cybersecurity.

l This self-check can be performed periodically and supplemented with  
occasional in-depth assessments.

what is practical for you, because it is not the 

actual score that is important; it is the insights 

you gain when answering the questions. Once 

complete, you should have a good feel for the 

strengths and weaknesses of your ICS cyber-

security readiness.

Vital sign #1
Is cybersecurity ingrained into your organi-

zation’s culture and day-to-day operations? 

The answer to this question can be found 

in the work practices and behavior of per-

sonnel involved in the operation of the ICS, 

from management to operators. Are they se-

curity aware? Is the organization committed 

to keeping the ICS secure? Has it provided 

training and guidance for security best prac-

tices? Are there disciplinary measures for 

failing to observe them? And, for the more 

security-conscious, does the organization 

have security-certified personnel?

This vital sign should be easy to assess. Just 

look around. The way USB memory sticks 

are handled is a good place to start. Are there 

rules, formal practices, or polices defined for 

their use? Does ignoring or violating them go 

against the culture of the organization?

Vital sign #2
Do you maintain an inventory of all hardware 

and software in the ICS, and do you follow a 

formal process for controlling changes to them? 

For this vital sign, look for documentation that 

describes hardware and software components, 

when they were installed, and what changes 

have been made to them, including who ap-

proved the changes and who made them. It is 

important that all components and their change 

histories are documented. This vital sign makes 

it easy to determine if a device and its software 

are authorized, and if their updates (patches 

and upgrades) are current.

Vital sign #3
Are only necessary inbound and outbound com-

munications between your ICS and other plant 

systems allowed? Unnecessary traffic has the 

potential to flood the network, attack internal 

ICS software, and otherwise disrupt operations 

of the ICS. Here, you are trying to identify all 

connections of the ICS to the plant network 

and beyond, and then determine if each is pro-

tected by a properly configured network secu-

rity device. Typical network security devices 

that can be configured to control network ac-

cess are firewalls, intrusion detection systems, 
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ware to install itself onto a computer 

and for users to copy their own pro-

grams to a workstation, not realizing 

that these programs may interfere with 

control system software or have vulner-

abilities that can be attacked.

To find nonessential software, exam-

ine the programs in the start menu (or 

equivalent), and use an administrative 

tool, such as control panel, to check 

the installed programs and services. 

You may also search the file system 

of the device for executables and DLL 

files that should not be there. Check to 

make sure games, email programs, and 

other unnecessary or unauthorized 

applications are not present.

Vital sign #6
Does your supply chain program re-

quire product developers in the supply 

chain (suppliers, their suppliers, etc.) to 

use security best practices? Security best 

practices for developers are embodied 

in security additions to their develop-

ment and product support processes.

Upgraded product development 

processes are standardized in ISA/IEC 

62443-4-1 and are commonly referred 

to collectively as a Secure Develop-

ment Lifecycle (SDL). Although not all 

developers have upgraded their devel-

opment processes to a full SDL, many 

follow a good number of SDL best prac-

tices. So, instead of asking the product 

developer if it has implemented an 

SDL, ask about the security practices in 

its current development process.

The key components of an SDL that 

are of interest are: (1) documenting se-

curity capabilities provided by the ICS 

in which the product will be used, (2) 

identifying security threats to which 

the product is expected to be exposed, 

(3) documenting and tracing product 

security requirements through design 

and implementation, and (4) specify-

ing the types of security tests to which 

the product will be subjected.

The first two address the environ-

ment in which the product is expected 

to be used. The third and fourth ad-

dress the security features of the prod-

uct, including assurance that those 

features were implemented correctly 

and completely. The fourth, should, at 

a minimum, include testing of secu-

rity requirements, testing for known 

vulnerabilities, and exhaustive testing 

of invalid inputs, also known as fuzz 

testing. Additional testing, such as 

threat testing and penetration testing, 

can provide greater confidence that 

the product has adequate security. Of 

course, no amount of testing guaran-

tees an absence of security flaws.

Security best practices for product 

support are equally valuable, and are 

often incorporated into SDL practices. 

They include security patching, vul-

nerability handling and reporting, and 

security-related documentation that 

describes how to harden, configure, use, 

and securely decommission products.

Vital sign #7
Is confidential ICS data protected from 

disclosure, and is critical data protected 

from tampering? For example, are com-

munications carrying confidential data 

encrypted? Are programs, configura-

tion files, run-time parameters (e.g., set 

points, alarm limits), logs, and backup 

data protected from tampering?

Transmitting confidential data—like 

recipes, trade secrets, production data, 

and other control system informa-

tion—in the clear makes industrial es-

pionage easier. Similarly, program files, 

configuration files, and critical param-

eters/data that are not protected from 

unauthorized access are susceptible to 

being changed or even replaced by at-

tackers. Leaving this data unprotected 

from tampering gives attackers an 

opening to insert spyware into files or 

to change the way the system operates.

To assess this vital sign, first look to 

see if ICS data is categorized or clas-

sified according to its security needs. 

Second, make sure that user access 

controls are set to prevent unauthor-

ized reading of confidential data and 

unauthorized writing/updating of files 

and critical data. Third, for highly con-

fidential data, like passwords and trade 

can flood the network or interfere with 

device operations (e.g., if devices are 

scanned too rapidly). Testing scan rates 

before putting them into operation is 

recommended.

The fourth capability protects 

against someone connecting an un-

authorized device to the network. For 

example, attackers may try to connect 

an unauthorized laptop to a wireless 

access point, or they may unplug an 

authorized device from the network 

and then connect their own device or 

network device in its place.

Connecting a network device in place 

of an original authorized device ex-

tends the network. Attackers not only 

can plug one or more of their own de-

vices into the network, but can also 

reconnect the original device, so users 

will not notice a change in connectiv-

ity. When the additional network device 

has wireless capabilities, attacker de-

vices can be located anywhere within 

wireless range. However, having capa-

bility four helps administrators find 

them and take corrective action.

Vital sign #5
Are your workstations and other de-

vices hardened for security? You should 

check to make sure that (1) they have 

been stripped down to only necessary 

software, (2) anti-malware software is 

running and current, and (3) security 

patches are regularly installed. Security 

patches close vulnerabilities that attack-

ers often successfully exploit using free 

hacker tool kits downloaded from the 

Internet. Capabilities of vital sign #2 

above can be used to ensure that an-

ti-malware updates and patches are 

current.

To verify that devices are stripped 

down, ask your vendors if they removed 

unnecessary software before delivery, 

and then look for software that may 

have been loaded after the device was 

installed. It is all too common for mal-

SPECIAL SECTION

Security patches close vulnerabilities that attackers often 

successfully exploit using free hacker tool kits downloaded 

from the Internet. 
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secrets, verify that additional protec-

tions are used. Examples include cryp-

tographic mechanisms (encryption 

and digital signatures), system par-

titioning architectures, and physical 

means, such as surveillance cameras, 

fences, locked rooms and cabinets, and 

conduits for network cabling.

Vital sign #8
Are all users authenticated and autho-

rized using credentials (e.g., name and 

password) that follow best practices? 

For this vital sign, you are checking if all 

users are required to log in before they 

can use the system—no exceptions 

and no ability to circumvent the access 

controls. Access to your ICS should be 

like access to your bank account; ac-

cess should be restricted to authorized 

personnel only.

There is often more than one way to 

log in, so check them all. Desktops and 

laptops often provide separate logins 

for the operating system and the con-

trol system, and potentially for control 

system databases. Further, if desktops 

or laptops are in areas where non-ICS 

personnel can gain access to them, 

multifactor authentication is recom-

mended, such as using a smart card 

and personal identification number.

In addition, applications with web 

browser interfaces should also provide 

a login screen to users when access to 

the web server application should be 

restricted and when authentication is 

not provided to the application by the 

operating system.

Vital sign #9
Once they have gained access, can us-

ers access only the resources they need? 

Are administrator privileges given only 

to administrators, and are administra-

tors restricted from performing control 

system operations? The primary goal 

of this vital sign is to see if the concept 

of “least privilege” is applied to both 

operating system accounts and control 

system accounts.

Operating system accounts define 

access privileges to program and data 

files, and to operating system param-

eters and functions. Control system 

accounts, on the other hand, define ac-

cess to control system data and opera-

tions, such as who can download a con-

troller, who can write run-time values, 

and who can calibrate a device.

Operators and engineers should be 

given only control system privileges 

that they need to perform their tasks, 

which should not include administra-

tive privileges. Similarly, control system 

privileges should not be given to ad-

ministrators. Administrative privileges 

should be given only to administrators. 

This separation of roles is important 

to keep operators and engineers from 

administering the operating system or 

control system, and keeping admin-

istrators from making changes to the 

process or factory floor.

Finally, an advanced application of 

least privilege is making sure that opera-

tors and engineers use operating system 

logins that do not have administrator 

privileges. It is not uncommon for op-

erator stations to go through an initial 

operating system login after a reboot, 

and then have all 

operators use this 

operating sys-

tem login session 

when logging 

into the control 

system for their 

shifts. Without 

operators shar-

ing this operating 

system session, 

the on-duty op-

erator would have 

to log off, which 

would terminate 

all displays. Then 

the new operator 

would have to log 

in and reestab-

lish the displays, 

causing a lack of 

continuity be-

tween the two.

You should 

check to ensure 

that this initial 

login is not done 

by someone 

with administra-

tive privileges, 

since all opera-

tors would then inherit administra-

tive privileges during their shifts. This 

restriction may not be supported by all 

control systems today, but over time 

this practice should be discontinued 

as control systems evolve.

Vital sign #10
Is the control system capable of detect-

ing security breaches, and are there 

formal processes for handling breaches 

and associated security vulnerabilities? 

Breaches generally occur when protec-

tion mechanisms—such as those just 

discussed—are not present, are over-

come, or are circumvented.

Detecting breaches is most com-

monly done through a combination 

of manual and automated activities. 

Many are detected by users who no-

tice unusual or suspicious behavior 

from their workstations or the con-

trol system. Others are detected by  

programs and devices that are constantly 

monitoring the ICS for threats, such as 

SPECIAL SECTION
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Advanced HART-based Products 
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IEC 62443 standards and conformance 

assessment program. Neitzel holds mul-

tiple patents in the area of control system 

cybersecurity and has a master’s degree in 

computer science with a focus on com-

puter security from George Washington 

University in Washington, D.C.

View the online version at www.isa.org/intech/20180206.
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organization’s processes are. The base 

level in this model is for processes that 

the organization performs on an ad 

hoc basis. The remaining levels in this 

model are for formally defined, repeat-

able processes. If your organization has 

formal processes that it uses for a vital 

sign, give yourself a higher score.

Third, the degree to which your orga-

nization and its suppliers apply security 

can be assessed through certifications. 

The IECEE and other nonaffiliated test 

labs have formal certification programs 

for IEC 62443 security standards. Other 

certifications, such as Achilles Commu-

nications Certifications, are well known 

in the industry, even though they are not 

tied to a specific standard. Certifications 

provide an extra level of confidence that 

security is properly understood and 

implemented in the ICS. Give yourself 

higher scores for vital signs where certi-

fied devices or processes are used.

Top-level diagnostics
The vital signs represent top-level diag-

nostics that you can use for a self-check 

of your ICS’s cybersecurity. Your an-

swers to the questions about these vital 

signs bring valuable insights into how 

your ICS is poised to protect itself. This 

self-check can be performed periodical-

ly, and supplemented with occasional 

in-depth assessments, analogous to get-

ting an annual checkup from your doc-

tor and getting a full physical every few 

years. Of course, if the self-check reveals 

issues that need immediate attention, 

specially scheduled assessments can be 

used to investigate them.

Several types of in-depth assessments 

exist, such as risk assessments, vulner-

ability assessments, and threat models. 

Each has its own purpose, so you can se-

lect the ones most appropriate for your 

ICS. Finally, it is often advantageous to 

have an independent third party per-

form in-depth assessments to rule out 

bias and invalid assessments. n

ABOUT THE AUTHOR

Lee Neitzel (LNeitzel@wurldtech.com) is a 

cybersecurity consultant at GE Digital. He 

has been involved in security and network 

standards for more than 30 years and is 

currently leading the development of the 

anti-malware software and firewalls. In 

addition, some software, like login ap-

plications, log suspicious behavior and 

issue event notifications to administrator 

or operator screens.

In many cases, logs need to be ex-

amined for suspicious behavior, for ex-

ample, to determine if a failed login is 

an attack or just a typo by the user, or to 

correlate multiple control system events 

together to detect a pattern of malicious 

activity. Some software packages, like 

security information and event man-

agement (SIEM) systems, can be used to 

support these activities. However, many 

SIEMs are information technology ori-

ented and are not equipped to examine 

control system logs.

Response teams are often used to 

verify and handle security breaches 

once they have been detected, and also 

to identify associated vulnerabilities 

and establish a way forward. In some 

cases, this involves restoring failed 

components from backups, reporting 

breaches and losses to authorities and 

customers, and notifying suppliers of 

vulnerabilities and requesting work-

arounds and patches from them.

Other considerations
As you perform this cybersecurity self-

check, three additional factors may in-

fluence your score. These factors relate 

to the rigor with which your ICS imple-

ments cybersecurity. First, you can con-

sider the strength of the security measures 

associated with each of the vital signs. The 

ISA/IEC 62443-3-3 and ISA/IEC 62443-

4-2 standards formalize the strength of 

security measures using four security 

levels. Security levels represent defen-

sive capabilities against increasing levels 

of attacker strength, expertise, and skill. 

For example, security level “1” represents 

defense against novice attackers, while 

security level “4” represents the ability 

to defend against nation-state attacks. 

For this self-check, give yourself higher 

scores if your system protects against at-

tackers with higher skills.

Second, you should consider the for-

mality of the organizational processes 

used with a vital sign. The IEC 62443-

2-4 standard defines a maturity model 

for gauging how evolved (or formal) an 

o Vital sign #1
Is cybersecurity ingrained into your organi-
zation’s culture and day-to-day operations? 

o Vital sign #2
Do you maintain an inventory of all hard-
ware and software in the ICS, and do you 
follow a formal process for controlling 
changes to them? 

o Vital sign #3
Are only necessary inbound and outbound 
communications between your ICS and 
other plant systems allowed? 

o Vital sign #4
Are network access controls in place to 
prevent unapproved devices from being 
connected to the ICS? 

o Vital sign #5
Are your workstations and other devices 
hardened for security? 

o Vital sign #6
Does your supply chain program require 
product developers in the supply chain 
(suppliers, their suppliers, etc.) to use 
security best practices? 

o Vital sign #7
Is confidential ICS data protected from dis-
closure, and is critical data protected from 
tampering?

o Vital sign #8
Are all users authenticated and authorized 
using credentials (e.g., name and pass-
word) that follow best practices? 

o Vital sign #9
Once they have gained access, can users 
access only the resources they need? 

o Vital sign #10
Is the control system capable of detecting 
security breaches, and are there formal 
processes for handling breaches and asso-
ciated security vulnerabilities? 

https://www.isa.org/intech/20180206
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I
SA’s Standards and Practices Depart-

ment annually publishes 10–15 new or 

revised standards and technical reports 

that improve the safety, cybersecurity, and 

efficiency of industrial processes. Each 

year the department’s governing body, 

the ISA S&P Board, presents department-

level awards in recognition of outstanding 

efforts that have resulted in these docu-

ments or in other significant outcomes for 

an ISA standards committee.

For 2017, the fol-

lowing individuals 

were announced as 

award recipients by 

Maurice Wilkins, 

PhD, of Yokogawa 

and 2017–18 vice 

president of ISA’s 

S&P Department, 

for their expertise and leadership in de-

veloping several key documents:

ISA-TR18.2.7, Alarm 

Management When 

Utilizing Packaged 

Systems

Provides guid-

ance on how to in-

tegrate packaged 

systems into a ba-

sic process control 

system–based centralized alarm system. 

The technical report addresses various is-

sues that can arise when ISA-18.2-2016 

work processes are applied to facilities 

where packaged systems are used, pro-

viding guidance on how to successfully 

apply ISA-18.2 in those situations

Graham Nasby, City of Guelph Water Ser-

vices, ISA18 Working Group 7 co-chair

Joseph S. Alford, consultant, ISA18 Working 

Group 7 co-chair

John E. Bogdan, J Bogdan Consulting

Bill Hollifield, PAS Global

Darwin E. Logerot, ProSys

Leila Myers, ILS-Automation

Bob Weibel, TiPS Inc

ISA-TR84.00.09 , 

Cybersecurity Re-

lated to the Func-

tional Safety Life-

cycle

Sets forth guid-

ance on integrat-

ing the cybersecu-

rity life cycle with 

the safety life cycle as they relate to safety 

controls, alarms, and interlocks, inclusive 

of safety instrumented systems. 

Hal Thomas, exida, ISA84 Working Group 

9 chair

David L. Bennett, Phillips 66

John D. Day, Air Products and Chemicals

David A. Deibert, Air Products and Chemicals

Eloise L. Roche, SIS-Tech Solutions

Nagappan Muthiah, Wood Automation 

and Control

ISA-TR84.00.08 , 

Guidance for Ap-

plication of Wire-

less Sensor Tech-

nology to Non-SIS 

Independent Pro-

tection Layers

Addresses wire-

less technology-

based sensors that are used in indepen-

dent protection layers (IPLs) providing a 

risk reduction factor of less than or equal 

to 10 (non-SIS IPL) by the authority hav-

ing jurisdiction (typically the owner/op-

erator or local regulatory authority) and 

establishes guidance for their use in the 

process sector.

Kevin Klein, Chevron ETC Process Auto-

mation, ISA84 Working Group 8 co-chair

Greg LaFramboise, consultant, ISA84 Work-

ing Group 8 co-chair

Ted Schnaare, Emerson, ISA84 Working 

Group 8 co-chair

ISA-TR100.20.01, 

Common Network 

Management: Con-

cepts and Terminology

Provides an over-

view of the princi-

ples and concepts 

of common net-

work management 

(CNM), the related terminology, and the 

expected benefits from adopting a CNM 

standard.

Herman Storey, Herman Storey Consult-

ing, ISA100 Working Group 20 co-chair 

Patrick Kinney, Kinney Consulting, ISA100 

Working Group 20 co-chair

Patricia E. Brett, Honeywell

Dr. Penny Pei Chen, Yokogawa

ISA-RP105.00.01, 

Management of 

a Calibration Pro-

gram for Industrial 

Automation and 

Control Systems

Sets forth the 

basic framework 

for developing and 

maintaining a consistent calibration pro-

gram for industrial automation and con-

trol systems, including instrumentation 

used in safety instrumented systems. 

Jim Federlein, Federlein & Associate, 

ISA105 chair

Leo Staples, Automation Solutions Advisors

For information on viewing or obtaining 

the documents listed above, visit www.

isa.org/findstandards. For information on 

ISA standards, contact Charley Robinson 

(crobinson@isa.org). n
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Site Unit Zone Unmitigated  
risk (no 
counter
measures)

Mitigated 
risk (exist
ing counter
measures)

Adjusted risk  
(proposed  
counter
measures)

1. Anywhere 1. Remote 1. Employee 
remote access

8 6 3

2. Corporate HQ 1. Corporate 1. Enterprise 7 5 4

3. Terminal 1. Admin. building 1. Plant business 5 4 3

2. Truck loading 1. Process control 8 6 5

3. Safety 10 6 4

5. Wireless 6 4 3

3. Tank farm 1. Process control 9 7 4

5. Wireless 6 4 3

3. Pumping 
station

1. Admin. building 1. Plant business 5 4 3

2. Pump house 1. Process control 8 5 4

3. Safety 10 6 4

3. Tank farm 1. Process control 8 6 5

5. Wireless 6 4 3

I
ndustrial control system (ICS) cyberse-

curity is critical to companies that spend 

millions of dollars assessing and miti-

gating ICS cybersecurity risks. This is great 

news for brownfield systems, but how do 

we make sure that greenfield projects do 

not install new ICSs with cybersecurity vul-

nerabilities and gaps? Cybersecurity does 

not happen by accident—it must be con-

sciously designed into the system.

Integrating cybersecurity into an ICS re-

quires a project life-cycle approach. First, you 

must justify the project. The relationship be-

tween process safety and ICS cybersecurity is 

compelling for companies, especially if they 

fall under process safety regulations, such as 

OSHA process safety management (PSM). 

Preventing cybersecurity incidents that could 

cause costly lost production or extended ser-

vice interruption follows and finishes with 

adherence to industry best practices and 

standards. The mission to “stop the bleed-

ing” requires proactive integration and re-

coups losses on the bottom line.

Business challenges include acquiring 

buy-in from senior and project manage-

ment, and support from engineering, pro-

curement, construction (EPC), vendors, 

system integration (SI), and relative opera-

tions. Collective buy-in guarantees minimal 

impact on project scheduling.

For reference, a typical ICS cybersecurity 

life cycle for existing systems has five phas-

es: vulnerability/gap assessment, risk assess-

ment, a mitigation plan, implementation, 

and auditing. Integration of cybersecurity 

into the ICS project life cycle consists of: 

n front-end engineering with a cyber-

PHA (detailed cybersecurity risk assess-

ment methodology)

n detailed engineering with cybersecu-

rity requirements specifications and 

design reviews

n cybersecurity factory acceptance test-

ing (CFAT) and cybersecurity site accep-

tance testing (CSAT)

n security management, monitoring, and 

incident response

Front-end engineering begins with ICS 

cybersecurity risk assessments, which are 

compliant with industry standards like ISA-

62443-3-2. While conformance to stan-

dards is sufficient enough for many organi-

zations, other factors, such as risk reduction 

per dollar spent, investor and regulator due 

diligence, and documenting to manage-

ment, justify certain actions taken or not 

taken. An ICS cybersecurity risk assessment 

is meant to link a cybersecurity event and 

a true process hazard; a cyberPHA does so 

by connecting vulnerabilities and threats to 

consequences and likelihood of occurrence, 

accounting for existing countermeasures. 

The result gives management a road map 

highlighting a ranked set of risks, prioritized 

recommendations, and a mitigation plan.

If you want cybersecurity designed into 

your system, you must define your require-

ments and communicate them to all in-

volved parties in the form of cybersecurity 

requirement specifications (CRSs). The CRS 

includes requirements for the monitoring 

and security of zones and conduit bound-

aries, and for hardening end points like ICS 

asset management, malware prevention, 

and access control. Include key stakehold-

ers in the design review and have focused 

discussion about satisfied cybersecurity 

requirements and issues to document.

Conduct CFAT and CSAT on site to evalu-

ate the cybersecurity of a system. The op-

erating company should accept this before 

delivery and startup. CFAT and CSAT ensure 

the verification of cybersecurity require-

ments and proper configuration of security 

settings, the operating system, and antivirus 

software. Additionally, detection systems 

should be cleared as operational and able 

to identify and report events. Cybersecu-

rity robustness testing must also be verified 

with discoveries on present vulnerabilities, 

Integrating cybersecurity into a greenfield ICS project 
By Krish Sridhar, PE, GSEC

Example of an ICS risk profile

CyberPHA

Front-end
engineering

Cyber
design

review(s)

Detailed
engineering

Cyber req
spec

Construction

Cyber FAT

Commission

CyberSAT

Run and 
maintain

Security 
management 

monitoring and 
incident 
responseTypical ICS cybersecurity life cycle
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CCST question

What standard that defines quality policy and 

procedures is recognized as the “de facto”  

requirement for doing business in Europe?

A. ISA-12.12.01 C. NFPA 70

B. ISO 9000 D. CENELEC

CCST answer

The correct answer is B, ISO 9000. ISO 9000 is a set of standards developed in Europe 

that covers many aspects of quality management. The standard named ISO 9000 is ti-

tled: ISO 9000:2015: Quality management systems – Fundamentals and vocabulary. ISO 

9000 has also been adopted widely in the U.S. as the baseline for quality management.

One standard in the ISO 9000 family is ISO 9001:2015: Quality management systems – 

Requirements. This is the standard for which organizations apply for certification. An organi-

zation applying for ISO 9001 certification is audited based on an extensive sample of its sites, 

functions, products, services, and processes. ISO 9001 certification is administered by qualified 

certification bodies.

The other answers are electrical standards, not quality standards. ISA-12.12.01 is the ISA 

standard for the use of nonincendive electrical equipment in hazardous locations. NFPA 70 

is generally referred to as the National Electrical Code. CENELEC is the European Committee 

for Electrotechnical Standardization.

Reference: Goettsche, L. D. (Editor), Maintenance of Instruments and Systems, Second 

Edition, ISA, 2005.

INTECH JANUARY/FEBRUARY 2018       41

Certification Review | association news

resilience to storms, and intrusion tests to 

verify firewall configuration. Tests in the 

latter coincide with the system under test, 

which establishes network boundaries and 

scope, the collaboration of CSAT and CFAT, 

verified configuration, and a punch list fol-

low through.

Consider vendor-recommended settings 

for each control system platform: identify 

vendor best practices, modify default set-

tings, review overall vendor hardening cri-

teria, and review architecture and apply the 

data flow requirements.

The final life-cycle phase necessitates 

maintenance with the trifecta of security 

management, monitoring, and incident 

response. Security management is devel-

oped through governance policies aimed at 

sustaining the cybersecurity risk posture of 

ICS. Special consideration must be given to 

asset management, patch management, 

system backups and change management. 

Monitoring is the detection of abnormal 

activity, host and network intrusion detec-

tion, and periodic auditing. 

To summarize, the benefits of integrating 

cybersecurity into the ICS project life cycle are:

n a common understanding of cyberrisk 

and securing that risk

n verification that security is properly 

implemented

n an operations staff security that is pre-

pared to manage, monitor, and respond 

to security incidents before startup

In every stage of the project life cycle, 

transparency is essential, especially when 

future projects hinge on a clear vision of 

success. Practical goals aligned with CFAT, 

CSAT, and postcommissioning are a starting 

point. In summation of that, a team should 

consist of subject-matter experts from ICS 

cybersecurity, information technology in-

frastructure, process control, and project 

management. Assigning an ICS cybersecu-

rity lead who works closely with all stake-

holders from start to finish, with frequent 

communication along the way, ensures a 

successful cybersecurity program. n
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Krish Sridhar, PE, GSEC (krish.sridhar@
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control systems with aeSolutions (www.
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CAP question

The purpose of an industrial control system 

alarm system audit is all of the following 

except:

A. Identify new points that should be added 

to the alarm list.

B. Check that the alarm system is meeting the documented alarm system objectives.

C. Ensure that alarm shelving and out-of-service procedures are followed.

D. Verify that alarm monitoring reports are active and up to date.

CAP answer

The correct answer is A, identify new points that should be added to the alarm list. 

Answers B, C, and D are all examples of alarm system auditing functions listed in 

ANSI/ISA-18.02. There are many more tasks that should be performed in an alarm 

system audit, including verifying that the alarm history is current, verifying that the 

management of change (MOC) processes have been followed, and verifying that all 

documented alarms are active and match the master alarm database.

Answer A is not an alarm system auditing function. The identification of points that 

need to be added to the alarm database begins with a management of change pro-

cess. The MOC process is used to ensure that candidates for the alarm system meet 

the documented definition of an alarm (rationalization) and are assigned the proper 

classification and prioritization in the alarm system.

Reference: Trevathan, Vernon L., A Guide to the Automation Body of Knowledge, 

Second Edition, ISA, 2006.

ISA Certified Automation  
Professional (CAP) program

Certified Automation Professionals (CAPs) 

are responsible for the direction, design, 

and deployment of systems and equipment 

for manufacturing and control systems.

ISA Certified Control Systems 
Technician (CCST) program

Certified Control System Technicians  

(CCSTs) calibrate, document, trouble-

shoot, and repair/replace instrumentation 

for systems that measure and control 

level, temperature, pressure, flow, and 

other process variables.

http://www.controlsys.org
mailto:krish.sridhar@aesolns.com
mailto:krish.sridhar@aesolns.com
http://www.aesolns.com
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Craft brewing was born of a do-it-yourself 

(DIY) countercultural mentality that pushed the 

boundaries of style, brand, and quality beyond 

accepted norms. Many of the people making 

craft beer are not process engineers, but instead 

come from a variety of careers and are looking for 

a different path. Most have a keen entrepreneur-

ial spirit, an independent streak, and a love of the 

art of brewing. They come to craft brewing with 

different motivations, and think differently than 

many of their counterparts in other industries.

At Badger Hill (figure 1), we enjoy craft brew-

ing because we manufacture fun, making a 

product that is not a commodity. Our custom-

ers want us to be craftspeople—innovative and 

different—which is exactly what we want to be 

as a company. Our people understand this, and 

we are always looking for new ways to improve.

But, craft brewers are also manufacturers. We 

know we need to deliver product reliably enough 

to be financially sustainable, which means deal-

ing with many of the same problems as more 

traditional manufacturers. The expression of the 

craft and the capital to innovate is made possible 

through good manufacturing processes. Cus-

tomers expect consistency, and operations must 

comply with appropriate regulations. We need to 

learn from other companies, so we can focus on 

new problems rather than ones already solved.

This desire for continuous improvement has 

been a core tenet at Badger Hill since the begin-

T
he growth of craft brewing has changed 

the whole American beer paradigm by 

separating the market from the tradi-

tional “big three.” From 2004 to 2015, annual 

craft beer and ale production industry-wide 

grew fivefold to 25 million barrels, while sales 

of traditional brews declined.

By Michael 

Koppelman

Wireless pressure  
tracking propels  
brewer’s success

Figure 1. Badger Hill’s people come from a variety of backgrounds, but are all 

committed to creating innovative products for beer lovers to enjoy.

https://WWW.ISA.ORG/
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Inferring information from data
The interesting part is seeing what information 

can be inferred from all the data. What can you 

learn if you are willing to spend some time look-

ing at the data? Inference provides information on 

behavior, which can relate to a person or a process, 

and generates four main benefits for Badger Hill:

l self-documents human activities by captur-

ing indications of process steps

l creates information useful for training by illus-

trating current versus ideal practices

l provides secondary and tertiary information 

on top of primary functions, useful for risk 

management

l shows where efficiency can be improved 

through long-term analysis

What does this all mean in actual practice? 

How did we recognize the potential, and how 

have we realized these benefits?

More than just level
The first use of the pressure transmitter was as a DP 

level instrument on the cold-liquor tank, which is 

the initial stage for the fresh water to be used for a 

new batch. In the initial data (figure 2), there was 

normal data scatter, but in some areas, it was much 

more pronounced. While this might have been 

written off as an instrument malfunction, we real-

ized that these areas coincided with feeding steam 

into the hot-liquor tank heat exchanger.

The cold- and hot-liquor tanks are next to each 

other and have interconnecting pipes. Heat-

ing water in the hot-liquor tank involves feeding 

steam through a heat exchanger immersed in 

the water. If too much steam is being fed into the 

heat exchanger, steam bubbles form in the water, 

which shake the tank and rattle the piping. This 

shows up on the pressure transmitter mounted on 

the cold-liquor tank. So, from this scatter we were 

able to infer that the steam regulation to the hot-

liquor tank heat exchanger was set incorrectly.

This was an interesting realization, but it be-

ning. Each improvement extends our vision, ex-

posing us to new technologies and applications. 

When we stir in DIY and Internet of Things (IoT) 

applications with these technologies, interest-

ing things start to happen.

Some may find it daunting to take risks and 

experiment with the new IoT and wireless au-

tomation technologies, but it is possible to start 

small and succeed. The sensors and transmitters 

gathering operational data are the starting point. 

These technologies are scalable, making it easy 

to start small and grow.

Rolling our own data historian
Badger Hill does not have a traditional superviso-

ry automation system or a process data historian. 

Like many craft brewers, ours is largely a manual 

operation with basic programmable logic con-

trollers driving motors, valves, and pumps—and 

only a modest amount of instrumentation. When 

we installed the first wireless pressure transmit-

ter, our initial step was to figure out the best way 

to extract data and post it to the cloud for analysis 

and archiving.

This meant getting to know Modbus, an amaz-

ingly forward-thinking protocol given its age, 

which was not familiar to us. Two wires provide 

remote data access and automation for dozens 

of devices. It can also be extended transparently 

over TCP/IP. Our first tests did just that using an 

industrial wireless gateway that bundled all of the 

transmitters into a single virtual Modbus network.

As our first experiment, we installed a pressure 

transmitter on our cold-liquor tank (a brewing 

water storage tank) to measure the differential 

pressure (DP) level and post it to the cloud. Given 

the low cost of cloud storage, we started gather-

ing data continuously.

The data is requested by a simple Modbus 

master hosted on a $20 Arduino-like chip called 

a Particle Photon. It reads the response and 

posts it to a cloud-based database using a REST-

ful interface over HTTP. For data analytics, we 

have pretty graphs on the Internet, and we can 

download the data for analysis. In the future, we 

would like to tap into the big data capabilities of 

companies like Google or Amazon. New compa-

nies, such as Initial State and Meshify, also exist 

with this type of application in mind.

We also have Modbus capabilities in our tem-

perature controllers, brewhouse, keg filler, can-

ning line, and centrifuge. We are slowly bringing 

more data sources into our analysis. Security 

is and should be a concern, but the cloud is no 

worse, and probably better, than what can gener-

ally be achieved in-house by companies like ours.

AUTOMATION BASICS

Figure 2. The scattering 

in the continuous level 

plot of the cold-liquor 

tank showed a steam 

flow problem in the hot-

liquor tank. This was one 

of the first recognitions 

of the information avail-

able through inference 

from data collected by 

a Rosemount 3051 wire-

less pressure transmitter.
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cess in real time. If any values diverge 

from recognized norms, we know some-

thing is going wrong with the batch.

We can use this information for train-

ing as we look at the characteristics of the 

most effective batches and most effective 

brewers. Positive deviations from normal 

operations can be captured and analyzed, 

so we can duplicate improvements.

Making this kind of thing happen is 

not complex or expensive. It is the re-

sult of several technological approaches 

working together:

l continuously logging critical process 

variables, with perpetual data reten-

tion using the cloud

l data collection and reporting using 

small, cheap, replaceable devices with 

powerful capabilities

l strategically placed process instruments

l the ability to recognize when useful 

information can be inferred from all 

the data

The lesson for process engineers is that 

you should not be afraid of looking for 

valid inferences. These are not guesses if 

they are informed by the data. Data, by 

itself, does not help. Information comes 

from understanding the data and seeing 

what it is telling you. Insight comes from 

understanding the information and us-

ing it to improve what you are doing to 

gain competitive advantage. n

ABOUT THE AUTHOR

Michael Koppelman (michael@badgerhill-

brewing.com), former head brewer, is cur-

rently the CTO of Badger Hill Brewing in 
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astrophysics from the University of Minne-

sota Twin Cities, and a BA in music from the 

Berklee College of Music in Boston.

These profiles document each step 

and put the process in a form suitable 

for comparing it to similar batches. 

This provides 90 percent of the infor-

mation we were recording manually, 

and provides it in greater detail. When 

we lay profiles from multiple brewing 

days on top of each other (figure 4), we 

can see a high degree of consistency 

with these manual processes. This 

suggests we have a good recipe, and 

our brewers know what they are do-

ing. It also shows us that the process 

does not need to be adjusted on the 

fly, which gives us a basis for plans to 

automate the process. This allows us 

to build our craft brewers’ know-how 

into our automation.

We manage risk by watching the pro-

came clear that much more was possible 

when looking at more complex opera-

tions (figure 3). The process of starting a 

new batch of beer in the hot-liquor tank 

follows a set series of steps outlined in 

the recipe. Usually we try to make two 

batches, one after the other, over 20 to 

25 hours to use energy more efficiently. 

The hot- and cold-liquor tanks interact 

as water needs to be heated, and the first 

batch is cooled by transferring its heat to 

the second batch. The graph shows the 

levels on both tanks superimposed with 

the same time scale. It is easy to see the 

changes as liquid moves between the 

two tanks. By following the profile, it is 

possible to see each step in the process 

and identify changes. So how do we use 

this information?

AUTOMATION BASICS

Figure 4. Multiple brewing batches can be compared, illustrating how consistently the 

recipe can be applied, and how individual brewers approach their craft.

RESOURCES

Brewers Association

www.brewersassociation.org/statistics/

national-beer-sales-production-data

“Brewing Quality Beer while Increas-

ing Production Efficiency”

www.emerson.com/en-us/industries/automa-

tion/food-beverage/beer

Figure 3. Watching the level indications from the hot- and cold-liquor tanks during a 

brewing process shows each step, documenting overall operation.
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Tips and Strategies for Managers | executive corner

tenance crews can schedule repairs when it makes 

the most economic sense.

Workforce upskilling: Obviously, you cannot expect 

an employee who is used to doing manual tasks to 

be proficient in advanced analytics and critical prob-

lem solving right away. The good news is that there 

are innovative training formats today that can greatly 

accelerate workforce development. With both high-

fidelity training environments that immerse students 

in real-world scenarios and on-demand expertise, it is 

possible for operators to gain years of experience in 

just months. They can immediately put the concepts 

they learn to work on the plant floor.

Mobility: To tap the full power of all these new 

tools and technologies, it is essential to put them 

in the hands of employees wherever and whenever 

they need them, securely, of course. This idea is key 

to enabling collaborative workflows. If control room 

operators need to ask a process engineer how to 

solve a problem or make a step change to improve 

performance, they can do so from halfway around 

the world with secure mobile applications. These 

applications provide process data and analysis to 

both parties in real time.

Change management: A recent survey conducted 

by Emerson and IndustryWeek found that 47 per-

cent of respondents saw change management as 

the biggest challenge to their operational efficiency 

programs. An automation supplier that can bring 

together the right strategies, tools, and expertise 

will help manufacturers address this problem by sim-

plifying the institutionalization of operational best 

practices. Consulting will play a central role in this 

process, especially as knowledge and experience be-

comes easier to share with customers remotely.

Bright future

Automation innovations are bringing unprecedent-

ed opportunities to evolve performance in each of 

these areas of transformation. Companies and em-

ployees who embrace the rapidly changing digital 

landscape will achieve the greatest success. Every-

one has skin in the game. Employers need to offer 

education and upskilling opportunities, and employ-

ees need the confidence and commitment to learn 

new skills and embrace change. By adopting these 

methodologies and putting power in the hands of 

workers to use technology investments today, man-

ufacturers can put themselves on the path to achiev-

ing top-quartile performance in any market. n

O
ver the past 30 years, advances in automa-

tion have done fantastic things for the man-

ufacturing sector in terms of reliability, safe-

ty, and operational efficiency. But today, despite all the 

hype about the promise of the Internet of Things, the 

industry has reached a point where those gains are 

leveling off. Manufacturers cannot simply “efficiency 

their way” to top-quartile performance any longer.

In this environment, managers have the relentless 

pressure to do more with less. Do they cut back on 

staff and ask more of the workers they keep? Will the 

sensational headlines claiming that automation kills 

jobs come true? These reports routinely miss the big 

picture. History has taught that while technology can 

unsettle the current nature of work, disruption con-

sistently brings new opportunities for value and net 

employment growth, not loss.

New era of productivity

Capitalizing on these opportunities means not only 

investing in technology, but also fundamentally 

transforming the way you do business. But while it is 

clear manufacturers understand the need to evolve, 

many struggle to find a predictable path forward.

To take the next step to game-changing perfor-

mance, manufacturers should focus on implement-

ing technologies that empower the assets that will 

be the biggest driver of success in the future: their 

people. By analyzing the organizational behaviors 

of top-quartile industry performers, we have identi-

fied five essential competencies that are critical to 

helping workers achieve this digital transformation: 

automated workflow, decision support, workforce 

upskilling, mobility, and change management.

Automated workflow: One of the best ways to 

create bottom-line impact is to eliminate repetitive 

tasks and allow employees to focus on the excep-

tions to normal operations. They can solve problems 

and identify opportunities for value creation. For 

example, electronic logbook applications that auto-

matically capture detailed records of user activity and 

track tasks during work shifts let operators access a 

historical knowledge base, which can help them plan 

work priorities and facilitate collaboration.

Decision support: Enabling workers to be more 

productive means arming them with actionable in-

formation for faster, better decision making. This 

might mean using predictive intelligence to trou-

bleshoot the root cause of an impending pump 

failure. With better insight into asset health, main-

Empowering the digital workforce of the future 
By Mike Train
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Pressure instrument calibration requires accuracy and repeatability. The 729 automatic 

pressure calibrator automatically generates precise test pressures, compensates for 

leaks, and automatically documents the pressure calibration process to help meet com-

pliance and regulatory requirements.

With the portable 729, technicians input a target pressure, and the calibrator 

automatically pumps to the desired set point while the internal fine adjustment control 

stabilizes the pressure at the requested value. The device has automatic pressure gen-

eration and control for multiple tests to 300 psi (20 bar, 2 MPa). Calibration documen-

tation is done using defined templates for transmitters and switches. Input the starting 

and ending test pressures and number of test points, and the calibrator documents the 

applied pressure, measured mA, and percentage error for each test point. The bright 

graphical display flags test results that are out of tolerance in red. 

Fluke, www.fluke.com

Low-power output

The company added a 1–5 VDC low 

power output option to the PMP71 pres-

sure transmitter that draws only 17 milli-

watts of power at 9 V. This draw makes 

the PMP71 suited for battery- and solar-

powered applications, such as remote oil 

and gas wellheads, offshore platforms, or 

pumping stations where low power con-

sumption is critical.

The PMP71 measures absolute and 

gauge pressure of gas, steam, or liquid 

and has built-in algorithms to calculate 

level, volume, and mass of liquids. Mea-

suring spans are available in ranges from 

–6 psi to +6 psi up to –15 psi to 10,500 

psi. For safe operation at process tem-

peratures up to 752°F, it has a piezoresis-

tive measuring cell and a metallic welded 

process isolating diaphragm. The PMP71 

has ATEX, FM, CSA, NEPSI, and IECEx ap-

provals and is suitable for use in up to 

SIL 3 hazardous applications. The voltage 

output version is available with the CSA 

C/US XP approval in North America.

Endress+Hauser, www.endress.com/en

Digital pressure sensors
EPS-series sensors are available with measuring ranges 

from vacuum up to 5,800 psig. Selectable engineering 

units, such as bar, mbar, kPa, MPa, inches of water col-

umn, and inches of mercury, can be shown on the digital 

display. The series withstands extreme shock and vibration 

and incorporates a combination of overpressure, burst 

pressure, and stability for each measuring range.

Encased in a stainless-steel housing, the EPS-series sensors have an IP67 ingress pro-

tection rating, and achieve their atmospheric pressure reference at the four-pin M12 

electrical connection. The standard ¼” NPT male process connection allows direct instal-

lation without requiring extra fittings. With no moving parts, such as pistons or springs, 

that can stick or break, two solid-state switch outputs are an alternative to mechanical 

pressure switches. On certain models, the second output can be configured as a scalable 

analog signal, turning the unit into a combination pressure switch and transmitter. The 

built-in two-color digital display indicates the measured pressure and switch set points.

AutomationDirect, www.automationdirect.com

Pressure and  
vacuum gauges
The adjustable red/green zone dial face 

on the pressure and vacuum gauges 

cues when a system is out of green-

zone operation. Dial-face adjustability al-

lows companies to apply a unified visual 

warning system across a range of pro-

cesses for quicker recognition of issues. 

Red indicator bands on the high and low 

end of the green zone delineate the up-

per and lower boundaries of safe operation for each pressure or vacuum system where the 

gauge is applied. The red band, covering the entire out-of-specification zone on the dial face, 

makes deviations from acceptable conditions visible. This type of monitoring/warning system 

is suitable for all personnel, including those new to the plant.

Festo, www.festo.com

Automatic pressure calibrator

https://WWW.ISA.ORG/
https://www.guta.com/buy/?utm_source=gh&utm_medium=gh&utm_campaign=summer
https://www.endress.com/en
https://www.automationdirect.com/
https://www.festo.com/
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classifieds

Sample of Jobs Available at Jobs.isa.org
See more at Jobs.isa.org, where you can search for available jobs or advertise positions available within your company. ISA 
Members post resumes at no charge.

datafile

COM-TABLET: COMPLETE HART COMMUNICATOR!

The COM-TABLET is a complete 
HART Communicator for the Tablet 
PC.  It includes the Tablet PC loaded 
with the DevCom2000 Smart Device 
Communicator Software, the HM-
BT-BAT-ER Bluetooth HART Modem, 
complete DD library, and a hard 
plastic carrying case.

All components installed, setup, and 
ready to go!

ProComSol, Ltd, Process Communications Solutions
Tel. 216.221.1550; Fax 216.221.1554
sales@procomsol.com; www.procomsol.com
Toll Free 877.221.1551

Datafiles list useful literature on products and services that are available 
from manufacturers in the instrumentation and process-control industry.  
To receive free copies of this literature, please contact each manufacturer 
via their provided contact information.

Instrumentation and control  

systems technician

City of Ann Arbor: The technician will 

inspect, install, upgrade, maintain and 

repair electrical and electronic equip-

ment and systems for water treatment 

and wastewater treatment facilities and 

associated collection and distribution 

equipment, systems, and components. 

The successful candidate will have a high 

school diploma or equivalent and a jour-

neyman electrician or federal license . . . 

see more at Jobs.isa.org.

Senior manufacturing engineering

Arthrex Manufacturing: The engineer, 

based in Ave Maria, Fla., will design, 

develop, and implement automated 

device assembly, packaging, and label-

ing processes to produce cost-effective 

quality medical device products and 

systems. He or she will provide manu-

facturing engineering expertise to 

create, document, and implement re-

quired procedures and documents. A 

bachelor’s degree, preferably in indus-

trial, manufacturing, or mechanical 

engineering, is required. The success-

ful candidate will also have seven or 

more years of manufacturing process 

improvement experience and preferably 

medical device manufacturing or FDA-

regulated environment experience . . . 

see more at Jobs.isa.org.

Director, cell therapy process 

development

Casebia Therapeutics: The company 

seeks a process development leader to 

deliver life-changing therapeutics to 

patients. He or she will lead the devel-

opment of manufacturing processes for 

cellular therapies based on the compa-

ny’s gene-editing technology. The ideal 

candidate for this Cambridge, Mass., 

position will have strong hands-on tech-

nical experience with cell-based biolog-

ics and associated technologies in a 

GMP-compliant system. An MS or PhD 

in a relevant scientific discipline and ten 

or more years of relevant experience is 

required . . . see more at Jobs.isa.org.

Product applications engineer

NEXTracker: The engineer will be based 

in Fremont, Calif., and will manage 

product applications through the sales 

process. The engineer will be responsi-

ble for both configuring existing track-

er products to meet customer needs 

and identifying requirements for new 

products. A BS in mechanical engineer-

ing, two-to-four years of mechanical 

or structural engineering experience 

in solar trackers, PV panels, or other 

ground-mounted solar tracking sys-

tems, and strong presentation skills are 

required . . . see more at Jobs.isa.org.

Cybersecurity compliance engineer

Johnson Controls: The successful candi-

date will be the compliance subject-mat-

ter expert, coaching product manage-

ment and development organizations in 

technical cybersecurity requirements. A 

bachelor’s degree in compliance, regu-

latory affairs, engineering, IT, or other 

technology-related discipline is required 

. . . see more at Jobs.isa.org.

FastMaint CMMS 
Your FAST TRACK to maintenance management™ 

For Utilities, Manufacturing Plants, 

Industrial & Commercial Facilities 

Fast to setup. Easy to use. From US$ 995 

Download 30-Day Trial/ Web Demo 

www.smglobal.com  (919) 647-9440 
SMGlobal Inc, 5448 Apex Peakway #308 

Apex, NC 27502 USA 

Maintenance Management 

Software/ CMMS 

Plus Maintenance Books, 

Tips & Training 

http://smglobal.com
http://Linkedin.com/in/evytrost
mailto://Controls@nerinc.com
http://www.NERINC.com
http://www.procomsol.com
mailto://sales@procomsol.com
https://jobs.isa.org
https://jobs.isa.org
mailto:sales@procomsol.com
https://procomsol.com/
https://jobs.isa.org
https://jobs.isa.org
https://jobs.isa.org
https://jobs.isa.org
https://jobs.isa.org
https://www.smglobal.com/
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ISA volunteer leader lessons learned

By Jim Keaveney

hold ourselves—and each other—accountable to en-

sure that the volunteer-staff relationship is cohesive 

and collaborative. Drucker nailed it when he observed 

that culture eats strategy for breakfast. As volunteer 

leaders, we all need to contribute to a culture of trust, 

collaboration, and continuous improvement. The 

Change Cycle by Ann Salerno and Lille Brock is an 

excellent read on surviving and thriving during organi-

zational change. The bottom line is that building and 

leading effective teams is always hard work. 

My top two reasons for deciding to step up to a 

volunteer leadership role are:

Reason 1: Understanding and mastering the tech-

niques to be an effective volunteer leader or commit-

tee member enhances skills you need to be successful 

on the job. The 

time commit-

ment pays divi-

dends in terms 

of developing a 

wider profession-

al network for 

technical issues 

and professional 

guidance. Be sure 

that your com-

pany really un-

derstands these 

advantages, so it 

buys into supporting your time investment and com-

mitments. Make no mistake about it, ISA welcomes 

and needs more new volunteers. There are many ways 

for you to contribute, including technical standards 

development, governance, and image and member-

ship, to call out a few.

Reason 2: Contributing is what it is all about! We 

as automation professionals make the world a better 

place. As your professional organization, ISA helps 

make our world safer (cybersecurity, alarm manage-

ment, safety instrumented systems) while increasing 

productivity (workforce development, standards best 

practices). Be proud of this fact, and make sure that 

your management, friends, and families all know 

that you are making a difference.

If I had to choose just two words to wrap things 

up, one would be gratitude for the opportunity to 

learn from so many in my volunteer leader role. The 

other would echo the call from Jean Luc Picard, the 

fictional Star Fleet officer from the Star Trek franchise, 

and challenge each of you to engage! n

I
would like to share the top two lessons I learned 

as an ISA leader and the top two reasons to be-

come a volunteer leader.

Lesson 1: Volunteer leadership or a committee 

role is like work with one key difference—no one 

directly reports to you! Indirect influence and team 

building are the keys traits required to be an effec-

tive leader or committee member. Volunteers are 

not paid to behave in a certain way, but an effec-

tive team sets expectations and engagement guide-

lines. Failure to learn this lesson will earn an “F” for 

frustration. It is important to find the right fit for 

volunteers with different competencies and diverse 

perspectives to build a team culture of inclusion. 

At the board level, the composition should best re-

flect the type of 

society that we 

strive to become. 

Patrick Lencioni’s 

book, The Five 

Dysfunctions of a 

Team, should be 

required reading 

for any associa-

tion volunteer.

Lesson 2: It is 

all about trust; the 

foundation of any 

good team is ex-

ploring change and new approaches to old problems. 

Involving all in healthy discussions leads to higher qual-

ity results. With trust, team members are not afraid to 

be vulnerable and are willing to express their views 

and collaborate to resolve differences. Trust empow-

ers us to help other volunteers become better team 

players and embrace change in the form of continu-

ous improvement. A trust culture is the cornerstone 

of any organization, including ISA. I still cringe when 

I hear, “If it is not broken, why fix it?” President John 

Kennedy wisely noted that the best time to repair a 

roof is when it is not raining. It is rare that we have 

those light bulb “aha” moments, and we really need 

to drive improvement incrementally.

Trusting the various committees and task forces 

to do their jobs builds a strong organization. Board 

members or committee chairs need to stay focused 

on overall strategy and avoid micromanaging.

Volunteer leaders also need to trust and respect 

staff partners who hold the “institutional memory” 

of the organization. As volunteer leaders, we must 

the final say | Views from Automation Leaders
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Leak Detection and Repair/Fugitive  
Emissions Symposium (LDAR)
Training: 5 & 8 March • Conference: 6–7 March
Galveston, TX, USA

Analysis Division Symposium (AD)
Training: 22 & 26 April • Conference: 23–25 April
Galveston, TX, USA

Power Industry Division Symposium (POWID)
Training: 25 June • Conference: 26–28 June
Knoxville, TN, USA 

Water/Wastewater and Automatic  
Controls Symposium (WWAC)
Training: 6–7 August • Conference: 8–9 August
Bethesda, MD, USA

Food and Pharmaceutical Industries Division 
Symposium (FPID)
Training: 15 October • Conference: 16–17 October 
Montreal, Québec, CA

International Instrumentation Symposium (IIS)
Training: 15 October • Conference: 16–17 October 
Montreal, Québec, CA

Process Control & Safety Symposium  
and Exhibition (PCS)
Training: 5 November • Conference: 6–8 November
Houston, TX, USA

ISA’s unbiased technical conference programming provides access  

to worldwide experts and content on the latest technologies, trends, 

real-world challenges, and industry updates needed to remain 

competitive in today’s marketplace.

Mark your calendars and make plans to attend  

an ISA technical conference program in 2018!

2018 ISA Division 
Symposia

EP50-8145-0917

Find developing program details at:
www.isa.org/events

Great
locations!

Awesome
content!

ISA technical conference

https://www.isa.org/events


Automation & 

Control Freak? 

Same here.

We carry more automation & control brand names 

than any other distributor in North America.  

It’s true – we checked.

© Allied Electronics & Automation, 2018 alliedelec.comGet your A&C fill at 1.800.433.5700

http://alliedelec.com
http://alliedelec.com


See the possibilities at inductiveautomation.com/ignition

The Unlimited Platform for SCADA  

and So Much More

https://inductiveautomation.com/ignition


  

  

  

  

  

Discover the Unlimited Solutions 

You Can Create with Ignition

Download Ignition for free at:

inductiveautomation.com• Unlimited licensing

Connect, design, and deploy 

without limits:

• SCADA, IIoT & MES on  

   one platform

• Totally cross-platform

• Built on open IT standards

• Installs in minutes

https://inductiveautomation.com/
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