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14 HART integration supports
industrial digitalization
By Ted Masters

The vision of industrial digitalization, Industry 4.0,
and the Industrial Internet of Things requires inte-
gration with IT and OT systems to be successful.
WirelessHART and HART-IP developments help deliver
the benefits of intelligent devices with digital com-
munications while preserving existing infrastructure,
training, control system, and operational investments.

FACTORY AUTOMATION

18 The next generation of
MTConnect applications

By Russ Waddell

The MTConnect standard enables manufacturing
equipment to provide data in open structured XML
formats for predictive analytics. It facilitates a wide

Breaking Closed range of new applications for industry, using manu-

facturing data sources to support more efficient op-
h '-t -t b d erations, improved production optimization, greater
arC 1 eC ure On S productivity, and increased profits.

By Bill Lydon

COVER STORY

The Open Process Automation™ Forum is a new “coali- SYSTEM INTEGRATION

tion of the willing” of end users and their key suppliers 22 At the intersection Of

throughout the industries that use process control. They

are defining a standards-based, open, secure, multi- alal‘ms and Safety Systems

vendor, interoperable autorr’1at|on and cpntrol architec- By Lee Swindler, Ron Carlton, and Richard Slaugenhaupt
ture to leap ahead of today’s DCS offerings.
Some alarms are designed to be part of the larger

safety instrumented system. In fact, some become
specific layers of protection. These deserve special

SPECIAL SECTION: CYBERSECURITY . L
treatment during the alarm rationalization process to

34 CheCk]ng Cyb ersecurity retain the functionality the safety planners envisioned.
vital signs
By Lee Neitzel AUTOMATION IT
It is difficult to determine how well your ICS is 206 Remote access to automa-
protected against cybersecurity attacks without .
a full cybersecurity assessment. However, you tlon SYStem Components
can gain valuable insights into your ICS's cyber- By Jonathan Griffith
security readiness through a self-check. Remote access to local automation components can

be securely provided by two types of VPNs, each of
which this article examines and evaluates.
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Perspectives from the Editor | talk to me

IoT requires ‘systems

thinking’

By Bill Lydon, InTech, Chief Editor

hould Internet of Things (IoT) in-

vestments focus on narrow busi-

ness outcomes? Keeping loT de-
ployments simple by focusing on a single
narrow application is being sold as a way
to apply new technologies. These can be
worthwhile investments, but only focus-
ing on narrow applications may put you
in the position of “not seeing the forest
for the trees.” Basically, if you look at spe-
cific narrow applications one at a time, you
might not realize that a group of separate
“trees” go together to make a “forest.”
If everyone strictly followed this logic, no-
body would have invested in a distributed
control system or a factory automation
system. A major value that automation
professionals bring an organization is sys-
tem-level thinking, analysis, and applica-
tion. Rather than focusing too closely on
one item, taking an overall systems view
provides a broader perspective. Generally,
this will reveal a whole forest you could
not see before because you were too
close, and focusing on the trees.

The influx of innovative and lower-cost
technology provides a range of new tools for
taking a systems-level approach to manu-
facturing and process operations to increase
productivity and efficiency. The ISA95,
Enterprise-Control System Integration, and
ISA88, Batch Control, series of standards are
two strong examples of models for apply-
ing system-level thinking that have yielded
increased quality, productivity, and efficiency
for manufacturers worldwide. It is worth
noting that these standards are being ap-
plied using loT and other new technology
in new architectures, including Industry 4.0.

The system-focused thinking of automa-
tion professionals is critical for the future
success and existence of many manufac-
turing organizations. Manufacturers world-
wide have realized low labor cost is not a
winning strategy, and this is leading to
greater adoption of automation, with loT
accelerating applications. There is a revolu-

tion going on with a much wider and grow-
ing range of automation options today driv-
en by technology advances and lower-cost
solutions. It is analogous to what happened
in the computer industry with the shift from
mainframe and minicomputers to PCs that
enabled small- to medium-size companies
to leverage computing to be more competi-
tive. Manufacturers throughout the world
are automating to stay competitive and
profitable. The alternative is to be overtaken.

Lack of knowledge, more than actual
budget constraints, is a major barrier
when these types of changes occur. It is
easy to do things the way they have al-
ways been done as competitive producers
with lower prices take away business. It is
easy to say they are “giving away the busi-
ness” rather than seeking to understand
the changing competitive landscape.

The automation professional’s challenge
is to first evaluate production operations
to understand the greatest points of in-
efficiency, including existing overall pro-
duction processes. Lean manufacturing
concepts, value engineering analysis, and
logistics analysis are great tools to uncover
opportunities for improvement. It is advis-
able to use these foundational methods on
an ongoing basis for continuous improve-
ment. Automation professionals armed
with the results of these types of analy-
sis then need to educate themselves on
new solutions available through Internet
searches, webinars, and industry events.

As illustrated by the changing land-
scape in the computer industry over the
years, the established automation suppli-
ers may not offer the best solutions to be
competitive. Too often manufacturers rely
on the suppliers they have used for years.
This is a very narrow lens for viewing
what is possible to be more competitive.

Members of ISA have great opportuni-
ties to participate in forums and standards
groups to share ideas, concepts, and experi-
ences with other automation professionals. m
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he Open Process Automation™ Forum

(OPAF), launched in November 2016, is

defining a standards-based, open, secure,
multivendor, interoperable control architecture
to satisfy the technical and business require-
ments of process industries. A major driver for
this effort has been the widespread call for accel-
erating the modernization of automation tech-
nology, along with an ecosystem of suppliers
that can leverage the latest technology in ways
analogous to the evolution of the computer, tele-

communications, consumer electronics, mili-

tary defense, and avionics industries.

OPAF is a forum of The Open Group, which is
a consensus-based standard group of end users,
suppliers, system integrators, standards orga-
nizations, and academia with the mission to
develop the Open Process Automation Standard
(O-PAS). Don Bartusiak, ExxonMobil Research
and Engineering, chief engineer, process con-
trol, and co-chairman of The Open Group Open
Process Automation Forum project, has framed
the issues by asking three thought-provoking
questions:

e Would you accept your Verizon cell phone if
it could not talk to a phone with AT&T, Sprint,
Vodafone, or another carrier?

e Would you accept having to rewrite all your
Word documents, spreadsheets, and presen-
tations if you switched your home computer
from a Dell to an HP?

e Would you accept that you must have a dedi-
cated router from your Dell PC, a second
router for your Apple computer, a third router
for your Samsung phone, and a fourth router
for your iPhone?

His conclusion is that this is the state of pro-
cess automation control systems today. Con-
trol systems are so tightly coupled functionally
that end users cannot integrate best-in-class
solutions. They are trapped by the current
closed architectures with highly gated vendor-
managed partner ecosystems.

History

The root of the OPAF initiative was a corporate
project at ExxonMobil to understand how the
company would compete in the future, recog-
nizing the significant shifts in technology as
enablers for new competitors worldwide. This

FAST FORWARD

COVER STORY

e The goal is to create a process automation
industry standard that generates an ecosys-
tem of suppliers using the latest technology.

o The new standard drives change that paral-

led the company to an .

' lels the evolution of the computer, telecom-
understanding  that munications, consumer electronics, military
open interoperable defense, and avionics industries.
process automation e A new coalition of end users throughout

systems would be re-

quired to compete. defining the standard.

User survey

The problem of replacing legacy systems is

prevalent throughout the industry and reflect-

ed in the results of a Frost & Sullivan survey. It
asked distributed control system (DCS) users:

“What are the top five issues with current dis-

tributed control system architectures?” The big-

gest issues were:

e The difficulties associated with replacing a
DCS are significantly higher than those as-
sociated with replacing or upgrading other
computer-based systems (68 percent agreed).

e The cybersecurity models for currently avail-
able DCSs will be difficult to adapt to future
cloud-based services or managed cybersecu-
rity services (61 percent agreed).

e The pace of innovation for DCSs is typically
slow compared to other information technol-
ogy (IT) systems (61 percent agreed).

e DCSs at my facility/organization require re-
placement in large part due to system obso-
lescence (inability to integrate with newer
equipment or systems) (54 percent agreed).

e DCS compatibility between generations is
poor (even if the supplier stays the same) (53
percent agreed).

Note: The results are based on 53 survey com-
pletions and 13 interviews.

Birth of OPAF

ExxonMobil approached The Open Group to
initiate a new open standards activity for the
process control industry. From March to Sep-
tember 2016, ExxonMobil and The Open Group
staff worked to build a “coalition of the willing”
comprising end users throughout industries
using process control and their key suppliers.
During this time, the organizations built interest
and identified potential participants via public
outreach meetings, webcasts, and face-to-face
conversations. As the incubation work proceed-
ed, it became clear that there was interest from

the industries using process control are

INTECH JANUARY/FEBRUARY 2018 9




COVER STORY

at least seven different industry sec-

tors that use similar systems from the

same community of suppliers in their
process manufacturing environments.

These sectors included food and bev-

erage, mining and metals, oil and gas,

petrochemical, pharmaceutical, pulp
and paper, and utilities.

The Open Group described, through
its blog, a few things that quickly be-
came very clear during the first mem-
ber meeting:

e There are common pain points span-
ning multiple sectors (such as aging
control systems and the need for more
rapid technology insertion), which the
proposed standards effort can address
to the benefit of customers.

e There are similar pain points shared
by suppliers in current business
models.

e The supplier community is eager
to work collaboratively on an open
standard for process control.

e The participants had a common un-
derstanding that a “win-win” out-
come, benefiting end users and sup-
pliers, is essential. The members of
the forum are keen to deliver this.

Adjacent industry example

At the 2016 ARC Orlando Forum, Den-
nis Stevens of Lockheed Martin, and
Future Airborne Computing Envi-
ronment (FACE™) (part of The Open
Group) consortium business working
group (BWG) chairman, described how
standards have improved avionics and
other critical military applications. He
shared how the FACE software standard
coupled with the OpenVPX hardware
standard have spawned a multivendor

OpenVPX in avionics enables multivendor
systems.
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interoperable ecosystem that has low-
ered cost, shortened project execution
time, and improved functionality.

These are not ordinary products.
They have to meet stringent specifica-
tions enabled in many ways by rugged
electronic components developed for
consumer products requiring higher
durability and higher computing pow-
er, including cell phones and personal
fitness devices.

ExxonMobil proof of concept
ExxonMobil engaged Lockheed Mar-
tin to build a prototype process con-
trol system based on standard hard-
ware and software. Don Bartusiak,
co-chairman of The Open Group
OPAF and ExxonMobil Research and
Engineering, chief engineer, process
control, commented on the prototype
progress: “Currently a proof-of-concept
prototype by Lockheed Martin is in
their facilities in Owego, N.Y., and is
operational. There are two variants of
the proof of concept. One runs against
a simulated plant with emulated in-
struments. The other runs against
a real, college lab type process with
water tanks in series, sensors, control
valves, and pumps. We are proceeding
directly to the design of the prototype
system for initial field trials on the
basis of The Open Process Automation
Standards in progress.”

Organization

During the comprehensive first meet-

ing, the members discussed the scope

of the standards effort, while also creat-

ing the forum organization, and identi-

fied leadership roles for the forum and

for specific work groups. The top Open

Group Open Process Automation Fo-

rum leadership is:

e Director: Ed Harrington, The Open
Group

e Co-chair: Donald Bartusiak, Exxon-
Mobil Research and Engineering,
chief engineer, process control

e Co-chair: Trevor Cusworth, Schnei-
der Electric, VP, global account exec-
utive — ExxonMobil
This initiative has come a long way

in a short time. Jim Hietala, vice presi-

dent, business development and se-

curity for The Open Group, manages
the business team, security and risk
management programs, and standards
activities. He characterizes the prog-
ress: “The Open Group is happy with
the development of the Open Process
Automation Forum, which now has
109 members including most of the
major control systems suppliers, and
significant end user representation
from oil and gas, chemicals, pulp and
paper, pharmaceuticals, and mining
and metals. We are also pleased with
the pace of progress in the forum,
which started in November 2016, and
now has technical, business, stan-
dards body interface, and enterprise
architecture work groups; numerous
subgroups, including conformance;
and numerous technical subcommit-
tees all formed, meeting regularly, and
making rapid progress.”

Ed Harrington, The Open Group
OPAF director, commented on his role
as the primary interface between the
members of the forum and The Open
Group. His roles include meeting orga-
nization and facilitation, as well as en-
suring that The Open Group processes
are followed, and all legal and vendor-
and technology-neutrality guidelines
are enforced.

The business working group is very
active, noted Harrington, “The first
formal deliverable of the forum is the
Open Process Automation Business
Guide, due for publication in January
2018. The Business Guide is targeted
at mid- and senior-level management
in both the supplier and user commu-
nities that make up the process auto-
mation ecosystem. The value propo-
sitions are key for both the end user
and supplier communities. It takes a
business—as opposed to technical—
perspective to describe the vision,
mission, and scope of the forum’s
effort. The guide has seven business
use cases from the oil and gas, pet-
rochemical, specialty chemical, pulp
and paper, mining and metals, and
biopharmaceutical vertical industries.
It includes a description of the future-
state process automation ecosystem
and the business approach used to
achieve that. Later in the year, the fo-
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rum will publish a “snapshot” of the
first version of the technical standard.
This document will give industry par-
ticipants a strong indication of where
the forum is heading from a formal
technical standard perspective. This
will allow industry participants not di-
rectly involved with the forum’s stan-
dard development process to review
and comment on its direction.”

Business Guide

The Business Guide is a business ref-
erence for senior stakeholder leader-
ship. It describes the vision, mission,
and scope of the OPAF and details
several vertical industry use cases. It
also describes the envisioned future
ecosystem and the approach to reach-
ing that future through the develop-
ment of a “standard of standards.” The
co-chairmen working on the guide are
Darren Blue, Cloud Platforms, Health,
and Silicon Photonics Groups senior
controller at Intel Corporation, and
Eugene Tung, West Point site IT lead,
Merck Sharp & Dohme.

Technical working groups

Hietala and Harrington say the tech-
nical working groups are all working
in parallel to facilitate development of
the standard. Harrington commented,

Open Process Automation™ Forum

Project management

Standards body interface
working group

]
¥ o |
Requirements management SC

PLEL LT LT T T T T T
H =

Enterprise architecture

working group group

“The technical working group sub-
committees are working diligently to-
ward their aspects of standardization.”
Asked if these groups are working on
high-level requirements at this point,
Harrington responded that they are “a
little bit beyond that with the business
working group having come up with a
couple of hundred identified require-
ments to the point that the technical

Technical working

p Technical architecture SC

b Info model & standard config. SC
b Application framework SC

b Connectivity framework SC

b Security architecture SC

b Physical platform SC

e Systems & network management SC
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utilize them on a holistic
basis. We are planning to
publish a snapshot, then
target releasing a version
of the standard six months
later,” he said.

Jim Hietala emphasized,
“It is not a serial process,
not just doing the business
guide and then shifting
to the technology. Those
things are going on in par-
allel. Along with the enter-
prise architecture working
group, a conformance sub-
committee has been spun
up and started to meet
around developing a con-
formance program that will
be available in close prox-
imity to when the standard
comes out.”

Harrington  described
The Open Group process where any
member organizations of the group
are free to participate to whatever de-
gree they feel appropriate with as many
people as they are willing to commit.
“However, when it comes down to ar-
riving at consensus, that is determined
by the members of The Open Group
Forum with each organization having
one vote.”

“We may find some white spaces we are going to have
to fill in, but for the most part we want to take existing
standards and integrate and utilize them on a holistic basis.”

people have a fairly detailed technical
architecture.”

“The plan is, and we are really push-
ing this in the second quarter of 2018,
to publish publicly what we call in The
Open Group a snapshot of where we're
heading as far as the specifics of the
standards are concerned. Remember
what we are trying to do here, and why
we are able to move it so quickly; we are
not trying to invent new standards if at
all possible. We may find some white
spaces we are going to have to fill in,
but for the most part we want to take
existing standards and integrate and

—Harrington

I asked if independent labs will be
used for the conformance testing. Hi-
etala responded, “that is all still to be
determined.” He said there is “a lot of
blocking and tackling about what’s the
right policy.” Hietala explained how the
UNIX program, which The Open Group
administers, works—vendors run a
conformance test and submit results,
providing a self-certification to the
standards. “The goal is having products
in the market that are certified to work
conformant with a standard, so cus-
tomers can identify a trademark and
say they want a product that conforms

INTECH JANUARY/FEBRUARY 2018 1
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to that standard, delivering interoper-
ability when it is installed.”

I asked about safety. Harrington re-
plied that “safety system standards,
at least for this first go around, are off
the table; it is not part of what we are
standardizing.” Bartusiak explained,
“Given the requirements of the ISA-
84 and IEC 61151 standards that there
shall be separate and independent
combinations of sensors, logic solv-
ers, and final elements to achieve re-
quired safety integrity levels, the Open
Process Automation Forum decided
that safety instrumented systems were
outside of its scope.”

Sensors and controllers

I asked if the standard intended to deal
with the controller and sensors. Har-
rington explained, “We are dealing with-
in the controller. As a matter of fact, this
includes the wire to the end devices. One
of the big things the Exxon Mobils, the
Shells, and other organizations through-
out the world are complaining about is
when upgrading systems, they end up
having to move wires, which is a major
cost. There is a subcommittee within
the technical working group headed up
by Alex Johnson, system architect — Next
Generation Systems of Process Auto-
mation at Schneider Electric, looking at
the physical aspects.”

Control and sensor network
standards?

I asked if the group intends to create
a new industrial automation protocol,
and Harrington clarified, “The OPAF
Connectivity Framework will not be a
new protocol. It will reference one or
more existing standards. The techni-
cal working group is currently evaluat-
ing OPC UA to determine if it meets or
exceeds the OPAF requirements for the
Connectivity Framework.”

Standards groups engagement

Because the intent is to leverage exist-
ing standards, I asked how OPAF will
determine which standards to include
in the new specification. Harrington
described the process, “Standards to
be adopted are being driven by the
technical working groups, and then
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the standards body interface working
group will develop the relationship
and be responsible for the relationship
between the other standards bodies. At
this point in time there have been no
specific standards that have been posi-
tively set in stone.”

Hietala commented, “There has been
a little bit of a chicken and egg in terms
of The Open Group staff to put these
relationships in place—needing to be
driven by the standards liaison working
group telling us which organizations
make sense.”

Harrington describe the process of
using technical committee members,
“we are relying on the expertise of the
members of the forum who happen
to be participating in the standards
efforts.” The technical working group
committees define for the standards
body interface working group the
standards they would like to use as
part of The Open Process Automa-
tion Standard. Harrington described
the point of contact with other stan-
dards organizations, “Most times we
work on a shared liaison basis where
we will have an elected member of

The Open Group in 2017 specifically
to get engaged with the very exciting
initiative called The Open Process
Automation Forum. OPC Foundation
recognizes the positive influence of
the end-user community and the sup-
pliers collaborating together in The
Open Process Automation Forum.
This initiative will clearly define the
future of process automation and tie
together all of the legacy systems with
the systems of tomorrow. Great ef-
forts are being made to make sure that
systems are being architected that
are truly open and will have timeless
durability. It’s very important to lever-
age the right technology for the right
business cases when you are develop-
ing truly open hardware and software
systems for the future. OPC UA is de-
liberately architected for complete
protocol independence, platform in-
dependence, operating system inde-
pendence, and vendor neutrality. We
see this as the key infrastructure that
the open process automation should
be able to leverage easily to tie togeth-
er the systems of the past with the sys-
tems of the future.”

“Great efforts are being made to make sure that systems
are being architected that are truly open and will have

timeless durability.”

our forum represent what it is we are
trying to do to the standards orga-
nization we are trying to deal with.”
Typically, this is a formal relationship
with a memorandum of understand-
ing. He noted the standards body in-
terface working group leads are from
Schneider and Siemens, based on the
thought that the vendors are much
more knowledgeable on the details of
standards than users.

OPC Foundation

The OPC Foundation is currently the
only standards organization outside
of The Open Group that is a member
of OPAE Thomas Burke, OPC Foun-
dation president, commented on the
relationship, “OPC Foundation joined

—Harrington

System integrators

Discussing system integrators, Har-
rington said, “We have a liaison
with CSIA, and an OPAF member
from Lockheed Martin is our liaison
with them.” Discussing the relation-
ship with Jose M. Rivera, CEO, Con-
trol System Integrators Association
(CSIA), he commented, “The vision
for the future of process control sys-
tems by OPAF is based on the con-
cept of openness. This translates
into significant changes in the busi-
ness models of the various stake-
holders, including independent sys-
tem integrators. Through a formal
relationship, CSIA and OPAF have
been collaborating, specifically on
the development of a business guide
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document. A CSIA task force has
shared its views to ensure that the
roles and responsibilities of control
system integrators, a key part of the
automation business ecosystem, are
adequately represented. Through
this collaboration, CSIA has made its
members aware and excited about
the OPAF initiative.” CSIA, founded
in 1994, is a not-for-profit, global
trade association that advances the
industry of control system integra-
tion. It has more than 500 member
companies in 27 countries.

What is at stake?

The industrial automation industry
has dramatically lagged in the adop-
tion of technology. A major reason
for this has been closed ecosystems.
Many vendors have partner programs
that are promoted as “open,” but they
are highly gated, bureaucratically
controlled, and closed systems for
noncompetitive offerings. As in the

computer, telecommunications, and
consumer electronics industries, this
closed approach is not sustainable.
The dramatic technological changes,
the rise of open systems in the com-
puter industry, and the increasing
implementations of Internet of Things
advancements—with greater reliabil-
ity, performance, and cost efficiency—
is changing the landscape of system
components.

Users should absolutely think about
what they need to be competitive in
their industries in the long term on
the global stage. The intent of devel-
oping this new open process control
architecture standard is to create an
alternative. m
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HART integration supports industrial digitalization

By Ted Masters

HART, FDI, and OPC UA collaboration simplifies applications

INTECH JANUARY/FEBRUARY 2018

he vision of industrial digitalization, Indus-
try 4.0, and the Industrial Internet of Things
(IIoT) requires integration with informa-
tion technology (IT) and operations technology
(OT) systems to be successful. WirelessHART and
HART-IP can be used to deliver the benefits of in-
telligent devices with digital communications for
Industry 4.0 and the IIoT while preserving existing
infrastructure, training, control system, and op-
erational investments. Simplifying the bridging of
information between IT and OT is the goal of the
ongoing collaboration between the FieldComm
Group and the OPC Foundation. They want to
advance open information integration and enter-
prise data exchange, and streamline application
engineering. The FieldComm Group has an of-
ficial agreement with the OPC Foundation, cre-
ating a joint working group to develop OPC UA
information models for process. At the 9 Novem-
ber 2017 NAMUR annual con