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Honoring a Man by 
Building on His Legacy
By Renee Bassett, InTech Chief Editor

In this issue (p. 8), we mark the pass-
ing of one of the most recognized and 
widely published names in industrial 

process control: Francis “Greg” Shinskey, 
holder of 18 patents and author of more 
than 100 published papers and seven sem-
inal books, died peacefully in September at 
the age of 89.

Although the first versions of the pro-
portional-integral-derivative (PID) controller 
were used almost 100 years ago, Shinskey 
spent almost 50 years detailing the PID’s 
uses for different applications. Known as 
“the genius behind feedforward control,” 
he won numerous awards over his long 
career, including the ISA Life Achievement 
Award in 2008.

Shinskey’s legacy lives on in the many he 
instructed and inspired. “He showed how 
the PID is the best controller for handling 
unmeasured process input (load) distur-
bances, and also how the PID can handle 
interactions by relative gain analysis (RGA), 
decoupling feedforward signals and valve 
position control,” says Greg McMillan, in 
an article in Control Design.

“Sigifredo Nino, a Shinskey protégé, has 
continued his legacy, particularly in using 
RGA in refineries, and my entire career, 
except for an occasional dabbling in model 
predictive control, has been to make the 
most out of PID control,” says McMillan. 
“My 2015 Momentum Press book Tuning 
and Control Loop Performance, Fourth 
Edition seeks to build on what I learned 
from Shinskey, confirming revelations by 
test cases to show what a PID can do em-
ploying often underutilized key features.”

McMillan also honors Shinskey through 
his ISA standards-related activities. A 
few years ago, noting that most of the 
capability of the PID is underutilized,  
McMillan spurred the formation of 
ISA5.9, Controller Algorithms and Per-
formance. This ISA working group func-
tions under the ISA5 committee, Docu-
mentation of Measurement and Control 
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A digital twin with simple 
dynamic process simulations 
could enable automation 
engineers to . . . improve 
existing PID controllers.

Perspectives from the Editor | talk to me

Instruments and Systems, and seeks to 
clarify the algorithms used in industrial 
control systems and aid in their selection 
and application to improve manufactur-
ing processes.

Participation in the group by leading 
experts has been exceptional, reports 
McMillan, and a 137-page ISA 5.9 tech-
nical report titled PID Algorithms and 
Performance has been issued for general 
review and comment by the committee. 
Ultimately, automation engineers could 
use the report to increase knowledge and 
appreciation of PID control. A digital twin 
with simple dynamic process simulations 

could enable automation engineers to 
build their foundation of knowledge and 
improve existing PID controllers, he said.

Key ISA 5.9 contributors—McMillan, 
Yamei Chen, Pat Dixon, Mark Darby, 
Cheri Haarmeyer, Peter Morgan, Sigi-
fredo Nino, Russ Rhinehart, Michel Ruel, 
Nick Sands, Jacques Smuts, Hunter Vegas, 
and others—also plan a series of writ-
ings that will build on Shinskey’s impres-
sive body of work and ensure that his 
knowledge continues to be shared.

Many people learned control engi-
neering from Greg Shinskey. And thanks 
to the efforts of ISA volunteers, many 
more will. “The depth and extent of 
knowledge in his books will never be ap-
proached and may be lost to future gen-
erations,” says McMillan. “I am trying to 
keep his legacy alive.” n



8       INTECH DECEMBER 2021       WWW.ISA.ORG

F rancis Gregway 
“Greg” Shinskey, 
of North Tonawa-

nda, N.Y., was born 
29 October 1931, and 
passed away peacefully 
in North Smithfield, R.I., 
on 25 September 2021. 
He was 89.

Shinskey graduated 
from the University of 
Notre Dame in 1952 with 

a BS in chemical engineering and as a commissioned naval 
officer. He served two years in the U.S. Navy during the Korean 
War before beginning his career with Olin Chemical Company in 
New York. In 1960, he hit his stride with The Foxboro Company 
in Massachusetts, where his stellar career as a control systems 
engineer spanned more than three decades.

Shinskey was not only an expert, but an innovator and vision-
ary. In The Foxboro Company, 1908–2008, 100 Years, Jack Authe-
let writes that Shinskey is “considered by many in the industry 
as the genius behind feedforward control,” and that he retired 
“as the most recognized, widely published name in the industry, 
holder of 18 patents, author of more than 100 published pa-
pers on process control and seven books that became standards 
within the industry.”

The prolific industry author shared his expertise as a frequent 
lecturer and in the seminal textbook Process Control Systems, 
published by McGraw-Hill and used in college courses across the 
country. He penned Feedback Controllers for the Process Indus-
tries after he retired. His materials continue to be used, carrying 
on his legacy of mentorship.

Shinskey was the recipient of many prestigious awards in his 
lifetime. He was one of the first two Bristol Fellows—he and Hoel 
Bowditch were honored simultaneously—named by The Foxboro 
Company. From ISA, Shinskey earned the Donald P. Eckman Award 
in 1983, the Albert F. Sperry Award in 1988, the status of Fellow 
in 1990, and the Life Achievement Award in 2008.

“I often thought that there was nobody that had more impact on 
forwarding the mission of ISA during my lifetime than Greg Shinskey,” 
said Peter Martin, a retired executive from Schneider Electric, which 
had previously acquired Invensys and, before that, Foxboro. “ISA 
was like the automation and control leader of industry, and Greg 
was the control leader of industry. If I think back during my career, 
there are probably only a few names that come up that are even 
close to that. He kind of set the path for them.”

Martin adds, “Greg was also probably one of the world’s lead-
ing controls people around distillation columns, which are par-
ticularly tricky to control. Even after he retired, he would monitor 
the distillation columns of Petro-Canada from his barn.” Shin-
skey’s own bio made brief mention of his contributions in the 

application of feedforward controls and relative gain analysis, 
as well as nonlinear and self-tuning controllers with deadtime 
compensation.

Martin recalls encountering Shinskey for the first time in the 
1970s. “When I first joined Foxboro, Greg Shinskey was the per-
son. Everybody said, ‘Oh, have you met Greg Shinskey?’ He was 
almost a demigod at that time. It was fascinating, because when 
he walked in the room, everybody just got quiet: ‘Here comes 
Greg. Let’s see what Greg has to say.’ Certainly, he was an engi-
neer, probably the ultimate engineer—he graduated from Notre 
Dame, and he really knew his stuff. But the thing that surprised 
me was what a complete ‘gentle man’ he was, in the truest 
sense of the word. He was just about the nicest person you’d 
ever meet.”

Authelet shares the same sentiment. “He was very humble. 
He was incredibly talented in his contributions to the products 
being developed by The Foxboro Company and was held in 
great esteem in the industry and different industrial groups, but 
he himself was very quiet and unassuming.”

Indicative of Shinskey’s ability to transfer his knowledge via 
books, Martin recalls, “As smart as he was, he was just such a 
good teacher. When I came in, I was not a control engineer, so I 
had a lot of questions. He’d just take the time, and he’d explain 
it. Very often people who know the most can explain it the sim-
plest. They know it so well that they can just tell it to you, and 
Greg could explain things in such a simple way. I learned control 
engineering from Greg.”

While his curiosity and scientific mind afforded him and The 
Foxboro Company much success, at the same time Shinskey 
was an artistic soul and beloved family man of great faith who 
was highly active in his church and community. For years, he 
had a column in the local newspaper, of which Authelet was 
the editor, called “God in Our Lives.” Says Authelet, “It was 
nondenominational—just comments about faith-based people 
and the choices we make and the lives we live and how do we 
care for each other. It was just remarkable in and of itself.”

Shinskey took great pleasure in his historic Foxboro, Mass., 
farm home built in the 1770s. He also enjoyed oil painting, hik-
ing, gardening, and his self-restored 1959 Morris Mini bicycle. 
Peter Martin recalls him wearing his Harris tweed jacket, riding 
that bicycle from building to building to talk to customers or 
teach a course if the weather was right.

Says Authelet, “Greg was definitely a very unusual indi-
vidual. Incredibly, incredibly talented, yet asked absolutely 
nothing for himself. But he lived his faith, and that took him 
to the heights.”

Shinskey continued to serve as an independent consultant 
when he retired in 1993 to Sandwich, N.H., with his wife, Eliza-
beth. He is survived by his three daughters, five sons, 17 grand-
children, and five great-grandchildren, as well as his brother 
and two sisters. n –By Lynn DeRocco

In Memoriam:
Francis “Greg” Shinskey

industry update | News from

Greg Shinskey, “the genius behind 
feedforward control,” circa 1975.
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News from | industry update

The 2021 Ignition Community Confer-
ence (ICC) was another high-energy 
and informative event—the compa-

ny’s second held virtually. Under the theme 
“Evolve to be Smarter, Faster and Stronger,” 
the September event billed itself as “taking 
virtual networking to the next level” with an 
interactive video chat platform. Attendees 
could start video chats in virtual rooms with 
a simple point-and-click and make conversa-
tions public or private.

In his opening keynote, the founder and 
CEO of Inductive Automation, Steve Hecht-
man, discussed the importance of the com-
pany keeping a finger on the pulse of the 
business: “I started the company to address 
pain points experienced as a system integra-
tor,” he said, citing his 25 years of experi-
ence in that segment of industrial automa-
tion. “Without experience as an integrator, 
how could you run an industrial software 
company?” He emphasized the company’s 

commitment to collaboration, sharing and 
working with the industrial automation 
community to improve the industry.

The ICC conference again featured the 
Discover Gallery, showcasing a wide range 
of interesting applications. The annual Igni-
tion Firebrand Awards recognized system 
integrators and industrial organizations 
that use the Ignition software platform for 
projects that include human-machine inter-
face, supervisory control and data acqui-
sition, manufacturing execution systems, 
and the Industrial Internet of Things (IIoT).

The system integrator panel this year 
included Brian McClain, business develop-
ment manager for Corso Systems; Cody 
Warren, senior controls engineer for 
Tamaki Controls; Dustin Wilson, senior 
project manager for Phantom Technical 
Services, Inc.; Jake Hall, business devel-
opment manager for Feyen Zylstra; and 
moderator Shay Johnson, sales engineer 

Event Review: Ignition Community 
Conference 2021

Inductive Automation took virtual 
networking to the next level at its 2021 
Ignition Community Conference.

for Inductive Automation. 
One of the topics addressed by the 

panel involved the digitization of work in-
structions. Digital information and work-
process instructions for machine setup 
and operation are becoming important to 
bring on new workers that can be effec-
tive quickly, they said. This is valuable for 
every manufacturer grappling with the 
labor shortage and skills gap. In addition, 
this simplifies cross training of existing 
workers on new systems and platforms. n
–By Bill Lydon

The Future of Automation: CODESYS Tech Talk Fall 2021

The CODESYS Corporation North 
America hosted a distinguished live 
speaker panel during its October 

CODESYS Users Conference and Tech Talk 
Fall 2021 event. The goal was to provide the 
latest insights on the “future of automation 
and the changes in automation communica-
tion and IIoT integration.” Panelists included 
Albert Rooyakkers, CEO/CTO from Bedrock 
Automation; Jose Rivera, CEO from CSiA; 
Don Bartusiak, president of CSI; Brandon Wil-
liams, cofounder of CPLANE.ai; and Dieter 
Hess, CEO of CODESYS Group. The modera-
tor of this panel was Bill Lydon, automation 
industry expert, consultant, and Automation.
com contributing editor. Here is an excerpt 
of some remarks by panel participants. Visit 
Automation.com for a full report.

Don Bartusiak: Industries that are not 
embracing digital technologies are not very 
appealing to the very people, the digital 
natives, who companies need to make the 
digital transformation. Companies have to 
show an appealing career perspective to 
people coming out of college who are math, 

computer, and communications oriented, or 
they all will go to tech companies. You have 
to give them a workplace where they feel 
productive, and if you’re a manufacturing 
company that doesn’t do that, you’re not 
going to get the talent you need to survive.

Albert Rooyakkers: You need a blend of 
old and new with several generations. We 
have people on our team who are in their 
60s, 70s, and 20s. You need the mix and 
match of the wisdom and historical per-
spective of automation in addition to the 
young talent who are digitally astute. When 
the new talent is exposed to the real-world 
production and physics, they gain a broader 
understanding and appreciation of industry. 
Putting the young and experienced talent 
together can help the younger generation 
get excited about the industry, factory and 
process automation. I don’t think it’s hard to 
find people who not only are smart, inno-
vative, and flexible, but also have a curious 
mind that’s willing to learn new things.

Dieter Hess: It is really about combin-
ing the abilities of people who are able to 

create a software architecture with people 
who know how processes and machines 
work. It is unbelievable what you can do if 
you combine both together.

Jose Rivera: As things get more com-
plex, we will have to rely more and more 
on diverse good working teams.

Brandon Williams: Modern and open sys-
tems provide an incredible toolkit that is a 
broader canvas, removing a lot of closed sys-
tem barriers and enabling creation of new 
applications. The application of AI, analytics, 
and other open features using a container or 
virtual machine inside a control system with 
access to an OPC UA data flow in real time 
unlocks opportunities that cannot be realized 
today with proprietary closed systems. I think 
it will be somewhat like the Renaissance 
with new tools and platforms that are going 
to unlock creativity.

Don Bartusiak: To be successful in the ap-
plication of AI and other technologies, in my 
experience you need collaboration between 
the data scientist and people with domain 
knowledge; one or the other is not sufficient. n



Restarting after two years without 
a physical trade fair, the organiz-
ers of Germany’s Hannover Messe 

2022 trade fair focused on transformation 
and their next event’s themes of digitaliza-
tion and sustainability. At an October press 
conference, Deutsche Messe AG, Hannover, 
spokesman Onuora Ogbukagu recognized 
how the digital Hannover Messe offerings 
provided during the pandemic helped the 
event and its exhibitors to reach a broader 
audience through linking the physical trade 
fair with new digital products. Hannover 
Messe is dedicated to providing important 
content for industry in both the physical 
trade show and virtual worlds going for-
ward, he said.

Jochen Köckler, PhD and CEO of Deutsche 
Messe AG, which puts on the event, noted 
the “continuous stream of innovations to 
improve industry” that Hannover Messe has 
showcased for the past 70 years: “Industrial 
innovations that manufacturing organiza-
tions can implement for competitive survival 

and continued prosperity. This is even more 
compelling today with the most profound 
industrial digitalization and sustainability 
transformation challenges occurring, includ-
ing resource efficiency, carbon neutrality, 
and sustainability.”

Köckler emphasized, “We face the great-
est transformation since industrialization to-
wards a resource-saving, climate-neutral, 
and sustainable industry.” He discussed 
the importance of collaboration between 

industry, innovators, and politicians to 
achieve sustainability goals.

“Hannover Messe provides a unique 
event bringing together industry, tech-
nological innovators, and politicians par-
ticipating in constructive discourse to col-
laboratively explore major issues seeking 
clarity, creating ideas, and setting new di-
rections,” he said. Hannover Messe is the 
showcase for products industry will use to 
become carbon neutral and sustainable, 
and “digitalization and sustainability will 
be the driving force for Hannover Messe 
topics for years to come.”

Portugal is the official partner country of 
Hannover Messe 2022. As Germany’s third 
most important trading partner, Portugal 
will showcase its focus on engineered 
parts and solutions, digital ecosystems 
and energy solutions, and clusters of ex-
cellence such as mechanical engineering, 
metal, mobility, aeronautics, textiles, tech-
nical plastics, production technologies, 
and renewable energy. n –By Bill Lydon
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For the inaugural event of the Trel-
leborg Sealing Solutions Women 
Influencers program, seven wom-

en in the manufacturing, technology, 
and supply chain industry participated in 
a virtual panel discussion about how to 
bridge the gap for women in their fields, 
particularly in aerospace.

The discussion, moderated by Sudha 
Chandrasekharan, general manager of 
the Trelleborg Sealing Solutions facility 
in Denver, Colo., U.S., and Greg Jones, 
director of Trelleborg Sealing Solutions 
Aerospace Hub Americas, explored the 
panelists’ leadership philosophies and 
their views on gender diversity and in-
clusiveness in manufacturing, technol-
ogy, and supply chain roles.

Participants voiced their opinions on 
common misconceptions about wom-
en in leadership and how to overcome 
them, the importance of mentorship 
programs, and the value of being bold 

in the workplace. 
Panel participants 
also shared sto-
ries about their 
successes and the 
challenges they 
have faced in their 
academic and ca-
reer journeys. 

C h a n d r a s e -
kharan, the cata-
lyst for the Women 
Influencers program, said, “The strongest 
women are those who build each other 
up. If we want to see more women lead-
ers, it’s important for women to develop 
a strong supportive network of mentors. I 
am delighted to see this program take off 
and watch the partnerships form between 
women influencers.”

Panelists included Heather Castle-
man, senior director of strategy and 
marketing, Trelleborg Sealing Solutions; 

Hannover Messe 2022 Plans Focus on Digitalization and 
Sustainability

Onuora Ogbukagu said the physical trade  
fair will be combined with digital for 2022.

Nancy Getz, product line director, Trel-
leborg Sealing Solutions; Kathy Ham-
rick, financial analyst, Boeing; Tara 
Heller, ITAR compliance manager, Mag-
pul Industries Corporation; Tricia Heller, 
director of compliance, IP, and brand 
protection, Magpul Industries Corpo-
ration; Honorata Hencel, regional di-
rector, Poland Boeing Global Services; 
Kelsie Soneson, director of project 
management, IHS. n

Trelleborg Launches Women Influencers Program
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Industrial Digital Transformation: What Makes a 
“Top Company”? 
By Greg Gorbach

been at it for some time, but the best understand 
that the successful, ongoing transformation relies 
not only on getting the technology right, but also 
on empowering the right people to guide, interpret, 
and leverage the technology.

Another massive driver for digital transformation 
is the pressure companies feel to become more sus-
tainable and significantly change their operations to 
address climate, environmental, and circular econ-
omy concerns. Leading companies recognize that 
they cannot make these changes quickly and effec-
tively—or maybe at all—without substantial digital 
transformation.

Determining the top 25
So, who are the real leaders in digital transformation? 
Advisory Group has been conducting research de-
signed to identify them and is releasing a new report. 
For this research, digital transformation was defined 
as: “The integration of digital technology into all 
areas of business, fundamentally changing the way 
companies operate and deliver value to customers. 
The organization is typically charged to innovate and 
improve across multiple dimensions such as: digital/
disruptive technologies, culture and leadership, op-
erational agility, workforce engagement, customer 
experience, environmental, social and governance, 
and competitive performance.”

While it is not straightforward to identify lead-
ers in such a complex space, ARC has developed a 
rigorous process based on financial performance, a 
community-intelligence-based ranking system, and 
software and sustainability data. Publicly available 
financial information, ARC primary and secondary 
research, data from ARC’s market database, and the 
opinions of members of ARC’s community of end 
users were all factored into a report and ranked list. 
The Top 25 Industrial Companies in Digital Transfor-
mation report will be released in January. Think your 
company is doing digital transformation well? ARC 
would love to hear about it! n

Industrial innovation is accelerating, and leading 
companies have their transformation initiatives 
well underway. Digital champions are leading 

designated teams that focus on resilience, disrup-
tive technologies, remote work, autonomous oper-
ation, sustainability, the circular economy, climate 
change, and other critical business-level objectives. 
We all hear anecdotes about companies that have 
had success with machine learning, augmented 
reality, robotics, additive manufacturing, data 
management, autonomous operations, cloud and 
edge, Internet of Things (IoT), or other core trans-
formational technologies, but who are the leaders 
in digital transformation and what makes them so?

Leading companies take a strategic approach, in-
tegrating digital technology throughout their value 
chains. Design and engineering, production opera-
tions, maintenance, logistics, supply chain, business 
systems, customers, products, and organizational 
structure are subject to innovative change as pro-
cesses are examined and updated and new tools 
and technologies are deployed.

The core business model by which a company 
produces or offers services to the marketplace can 
be replaced by new business models that leverage 
cognitive analytics, digital twins, predictive technol-
ogies, or other technologies that enable the com-
pany to expand its worldview and embrace com-
petitive excellence as a goal. Companies thereby 
move beyond production efficiency to a much more 
dynamic, responsive, and resilient business model.

To be sure, digitalization in production, whether 
known as Industry 4.0 or smart manufacturing, 
plays a crucial role in opening new opportunities 
for highly flexible, fast, and high-quality production 
systems. Top companies know that “digital” cannot 
be bolted on. They must intimately weave digital 
together with their internal and external process-
es. Traditional organizational silos must be broken 
down; multifunctional teams must innovate around 
customers, processes, and employees; and work-
force hesitancy must be addressed and overcome.

In one form or another, software is key to digital 
transformation. For industrial companies, there is 
a correlation between investment in software and 
transformational technologies and corporate valua-
tion. Software powers digital transformation, neces-
sity drives innovation, and the whole cycle is acceler-
ating year after year. Many leading companies have 

Tips and Strategies for Managers | executive corner
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the signal and the direction. Another attribute of 
a wave is its power. Under certain conditions, one 
can estimate the distance to the sensor by measur-
ing how strong or weak the signal is.

Making the attack real
For the jammer, Nozomi used a software-defi ned 
radio (SRD) module. These devices are programma-
ble signal processing devices that allow modulation 
and demodulation of a signal. To identify and jam 
the LoRaWAN signal, Nozomi used a localization 
strategy based on the strength of the LoRa signal, 
and a jamming attack that activates when the sen-
sor sends data. For the localization, Nozomi used 
the received signal strength indicator (RSSI) value.

The jammer attack consists of two phases:
1. Detection of the LoRa signal. Nozomi used a se-

ries of band-pass fi lters to check the available 
channels in the LoRa range. This allowed moni-
toring of multiple channels to capture any pos-
sible packet transmission.

2. Jamming the LoRa signal. This involves sending a 
burst of energy to the frequency to be jammed. 
This results in the destruction of the LoRa sig-
nal. The legitimate gateway is forced to drop the 
packet, and valuable information is lost.

Results of the tests
Packets were either dropped or the cyclic redundan-
cy check of the packet was invalid. This meant part 
of the packet was received from the gateway, but it 
was malformed so the gateway could not validate it 
and was forced to drop it.

Nozomi used drones to apply this approach in 
the real world. A drone can move across any terrain 
and gain adequate altitude to receive the signal. The 
RSSI can be accurate after a few measurements in 
the same general location by averaging the values. 
An attacker could select a random location close to 
a facility within a 5 to 10 km radius. Once within the 
receiving area of the LoRa signal, an attacker can 
take multiple measurements to establish a good av-
eraging RSSI value. The process must be repeated in 
at least two arbitrarily selected locations if they are 
not the same point. The fi nal stage is to approach 
the sensor and activate the selective jammer.

Nozomi reported that lab simulations prove attacks 
like these can occur. Those who would do harm may 
not be far behind. Find out more at www.nozomi-
networks.com/blog/the-long-range-disruption-of-
industrial-iot-lorawan-networks. �

A potential network vulnerability has emerged: 
Attackers can target Industrial Internet of 
Things (IIoT) networks by using drones to by-

pass physical barriers. These drones can be equipped 
with signal jamming technology to automatically 
locate and disrupt part of the industrial communica-
tion infrastructure.

Nozomi Networks Labs investigated the likelihood 
of attacks against the low-power radio frequency 
WAN (LoRaWAN) technology used in IIoT networks. 
The company’s research focused on the viability of 
discovering the transmission frequency of the IIoT 
network and jamming the signal to disrupt network 
communication. The results revealed potential attack 
vectors that industrial security professionals should 
consider as technology matures.

LoRaWAN wireless technology is based on low-
power, wide-area networks (LPWAN). LoRaWAN is 
an open standard promoted by the LoRa Alliance 
(https://lora-alliance.org), mostly for IIoT deployments. 
Technology usage includes devices that benefi t from 
wireless communication and have requirements for 
long-distance communication and low power con-
sumption, such as intelligent utility meters.

A downside to LoRaWAN is that LoRa sensors are 
susceptible to interference attacks that can make the 
LoRa signal unavailable to the recipient. Such an attack 
would not be pragmatic because of the long-distance 
applications in which these sensors can be placed, 
and because of countermeasures from modulation 
(such as frequency hopping). But Nozomi wanted to 
test whether signals could be made unavailable.

Jamming the signal
LoRa sensors send a few countable packets per day, 
usually in a predefi ned time range, which allows the 
LoRa packets to be timed. Another approach is to 
initiate an attack when the sensor starts its transmis-
sion with the goal of sending the jamming signal the 
moment the transmission starts from the sensors to 
disrupt the payload. Nozomi Networks Labs used the 
second approach because it has an advantage over 
frequency hopping. However, the jammer must be 
close enough to the sensor to jam the signal.

Locating a device from a radio signal can be eas-
ily done. Any wave that propagates in a medium 
has a specifi c direction as it distances itself from 
its source. By using an array of antennas, one can 
derive the source location of a signal. Such an ap-
proach would need the proper synchronization of 
devices to calculate the time difference of arrival of 
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Improve Predictive 
Models

Inaccurate or overlooked alerts on manufacturing data can 
be reduced with proper data handling when developing 
and deploying predictive models.

Advanced Analytics
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Data analytics, and specifically predic-
tive analytics, are meant to reduce the 
number of alarms for process improve-

ments, trend forecasting, and predictive main-
tenance. However, deploying predictive analyt-
ics often leads to excessive nuisance alarms, a 
common problem in process manufacturing 
control rooms.

Process engineers typically spend days or 
weeks reducing and eliminating nuisance 
alarms to ensure control room operators re-
spond with the correct vigilance to the critical 
alarms that could cause safety incidents or qual-
ity deviations. Predictive analytics help drive 
data-driven decisions for process improvement 
and optimization, but data and insights must 
be handled properly.

Predictive analytics 101
Predictive analytics are a method of data analy-
sis whereby future projections of data are esti-
mated as a function of modeled historical data 
sets. Some common techniques for creating 
predictive forecasted data include regression, 
event or profile, and classification.

Regression uses a quantifiable model applied 
to historical data and extrapolated for new or 
future data. Event or profile predictions denote 
when a particular data trend is preceded by a 
pattern or shape of the data. Classification pre-

dictions leverage nor-
mal data in a model 
to detect anomalies or 
abnormalities in the 
new data (figure 1). 
Each of these methods 
requires a model to be 
trained on historical 
data, with the model 
then used to predict 
future data or events.

 Predictions have three potential outcomes: 
an accurate prediction, a false positive, or a false 
negative. An ideal model uses accurate data as 
an input to accurately predict issues well in 
advance. False positives occur when the model 
predicts a nonexistent issue. False negatives 
occur when the model predicts normal opera-
tion and overlooks an issue.

In practice, most predictive analytics display 
some amount of the two false error types, be-
cause every possible combination of inputs to 
and outputs from the model are unlikely to be 
known and accounted for in the model. False 
negative errors can result in significant cost to 
the organization for missing issues, and false 
positive errors often cause unnecessary adjust-
ments or maintenance. Psychological costs are 
also incurred, because operators change behav-
iors due to a loss of trust in the model results.

FAST FORWARD
l Models are often used to predict process 

plant problems before they occur.

l The quality of these predictive models, and 
the input data supplied to them, can be 
greatly improved with advanced analytics.

l The result is more accurate predictions fur-
ther into the future, giving process plant per-
sonnel information to improve operations.

Figure 1. Predictive 
analytics models create 
a projection of future 
data, typically based on 
a quantifiable method 
such as regression.
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Regardless of whether the predic-
tive analytics algorithms used are 
transparent, open-source formula, or 
proprietary and compiled algorithms, 
all methods require historical data for 
training and fitting the predictive mod-
el. Making sure the historical input data 
to the models is understood, cleansed, 
contextualized, and well prepared for 
modeling is critical for deploying accu-
rate predictive models.

Leveraging hybrid first principles 
models
Most predictive analytics models are 
empirical, meaning that the quanti-
tative model algorithm is fitted to the 
data using the method best fitting the 
data. Therefore, if the training data 
portrays a linear relationship between 
variables, a linear regression is used 
for fitting the model. However, inher-
ent noise within data sets, complex 
relationships among variables, and 
even the selection of the specific data 
set used for model training can all 
result in a training data set that is not 
representative of all data available. For 
example, a training data set may show 
a linear trend, resulting in selection of 
a linear model; whereas the full data 
set may show curvature or edge ef-
fects that suggest a higher order model 
should have been applied.

A better method is to use first prin-
ciples engineering equations that 
describe the relationships among 
variables. These first principles equa-
tions are laws or theorems taught in 
engineering education or published in 
literature. They were derived from ana-
lyzing significant amounts of data.

For example, the performance of a 
filtration membrane can be analyzed 
by membrane resistance, which is 
described by Darcy’s law to be a linear 
direct relationship with the transmem-
brane pressure and linear inverse rela-
tionships with the viscosity and flux. 
Alternately, a chemical reaction with 
a known nth order power law equa-
tion would indicate that an nth order 
polynomial fit should be taken for the 
concentration of the components to 
describe the change in concentration 
over time.

Understanding and applying first 
principles models typically has two 
major benefits. First, the predictive an-
alytics models are often dimensionally 
reduced by default. In the Darcy’s law 
example, multiple parameters, such as 
pressures, flow rates, surface area of the 
membrane, and viscosity, are reduced 
to a single membrane resistance vari-
able (figure 2).

Second, the model fit is more likely 
to represent data outside of the training 

window, as the engineering principle 
should hold true beyond the training 
data range in most cases. Overfitting is a 
major concern with model development, 
as it often degrades results. Leveraging 
specific relationships with a basis in en-
gineering laws based on first principles 
addresses this issue, because it avoids us-
ing a higher order model than necessary.

Reducing noise with data cleansing
Oftentimes, data cleansing is related 
to removing invalid or not-a-number 
data before running it through an al-
gorithm, but there are many more con-
siderations to improve the model and 
reduce false alerts. Process data often 
has inherent noise in the data set that 
causes a noisy model output, which 
triggers false alerts from small spikes in 
the data. These alerts can be minimized 
through data cleansing methods such 
as smoothing filters to eliminate or 
reduce the noise present in the model.

Numerous smoothing filters ex-
ist, with the most common types be-
ing low-pass filters such as the Loess 
method, Savitzky-Golay method, or a 
moving average filter. Applying these 
filters to the process data reduces the 
noise in the model inputs, resulting in 
a model with reduced noise that is less 
likely to trigger a false alert by oscillat-
ing above the alert limit. In addition to 

Figure 2. An 
advanced analytics 
application, such as 
Seeq, can leverage 
Darcy’s law on a 
tangential flow 
filtration system. 
Three pressure 
sensors, three 
flow rate sensors, 
viscosity, and the 
surface area of the 
membrane were 
dimensionally 
reduced to a mem-
brane resistance 
soft sensor that can 
be regressed and 
projected into the 
future to deter-
mine the appropri-
ate maintenance 
period.
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signal smoothing, other types of data 
cleansing include outlier removal, time 
shifting data to adjust for process dy-
namics, and eliminating data that is 
not relevant, such as when the process 
is not running.

It is important to note that when 
data cleansing methods such as signal 
smoothing, time shifting, or outlier re-
moval are applied to the training data, 
those same methods should be applied 
online to the live data when the model 
is operationalized. Failing to apply the 
same logic to the live data set as the train-
ing data set can result in a completely dif-
ferent set of false positives or false nega-
tives. The model is trained on clean data 
and then applied to noisy data.

Similarly, persons developing predic-
tive models of time series data should 
understand historian data archiving 
methods such as compression. Training 
data is typically post-compression data 
in the data historian, but online or live 
data may be precompression. Applying a 
model trained on post-compression data 
to precompression live data can cause 
lack of model fit issues, resulting in nu-
merous false positives and negatives.

Providing context for alerts
Predictive analytics models are often 
not applicable 24/7. A certain model 
may only be applicable when a par-

ticular product is being produced, in 
a specific mode of operation, or even 
simply when the equipment is running. 
The most common time for models to 
falsely alert is immediately after a pro-
cess change, which is when operators 
are often flooded with nuisance alarms.

As part of the model development 
process, determine which sections of 
the process make sense for alerts, and 
which ones do not. From there, build 
context to automatically segment or 
suppress alerts during time frames that 
are not periods of interest.

A common method of providing con-
text to reduce false alerting is to sup-
press alerts during equipment startup, 
shutdown, or product changeovers. 
Additionally, model alerts occurring 
within a certain period of time after a 
manual adjustment to a process set 
point are often segmented into a sepa-
rate visual indicator instead of a noti-
fied alert. Those deviations are expect-
ed until the process returns to steady 
state at the new set point (figure 3).

Understanding model validity
Analogous to alerts not being valid dur-
ing all modes of operation, models are 
not valid for all possible input param-
eters. A predictive analytics model is 
only able to predict situations that the 
model has been trained upon. For ex-

ample, if a predictive quality model was 
created for a reaction with training data 
between 40°C and 60°C, it cannot reli-
ably predict what the quality will be if 
the reaction temperature is 70°C.

Models are only valid in the range of 
the process inputs provided to the pre-
dictive model. For continuous processes, 
this generally is distilled down to upper 
and lower static limits for each model 
input, whereas batch processes require a 
batch profile of inputs that could adjust 
over time. It is important for the model 
to build in checkpoints for valid process 
input ranges to avoid causing false alerts 
when the model is not valid.

Oftentimes, the results of predic-
tive analytics models are displayed to 
operators through dashboards of the 
results, which include alerts or notifi-
cations. However, these operators are 
typically not responsible for model 
development or understanding when 
the model is valid or invalid. Therefore, 
it is up to the model developer to input 
that information and make sure the op-
erators are aware of these conditions.

The modeler can decide the best 
method for dealing with model valid-
ity. Some common approaches are to 
create boundaries around each of the 
input signals represented by most of 
the training data. For example, a setting 
of ±2 standard deviations is commonly 

Figure 3. False 
alerts during 
product change-
over can be easily 
suppressed to a 
visual indicator us-
ing Seeq and not 
notified to opera-
tors as alarms.
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used to account for 95 percent of the 
training data, which is then turned into 
static limits for continuous processes, 
or reference profi les for batch processes 
(fi gure 4).

Excursions from these model valid-
ity bands can then be used to suppress 
model results, along with associated 
alerts to operators, when the model is 
not valid. The model developer should 
be notifi ed of these excursions, so he or 
she can extend the training data to ex-
pand the model validity range.

Transferring knowledge from R&D
One limitation with predictive models is 
the amount of data available about the 
process to build the predictive model. 
Since predictive models require a breadth 
of input parameters to create a wide va-
lidity range to predict future events, new 
processes are often at a disadvantage in 
the quantity of data available.

However, it is important to realize that 
in most cases, the data does not have to 
be data from the same equipment, size, 
or manufacturing site. Although some 
parameters will be affected by process 
confi guration and scale up, a research 
and development (R&D) organization 
typically attempts to minimize the im-
pact of scale up. Therefore, process data 
from R&D laboratory experiments, or 
even manufacturing at other sites, can 
often be used for model development.

One of the advantages of R&D labo-

ratory experiments is that oftentimes 
there are design of experiments (DoEs) 
executed on the process, with a wide 
range of process inputs tested. These 
DoEs provide data regarding additional 
failure modes and wider process pa-
rameter ranges than would typically 
be observed in the manufacturing en-
vironment. Using R&D data alongside 
available manufacturing data provides 
a much greater model validity range, 
along with more accurate model devel-
opment to reduce false positives or false 
negatives.

Errors will always occur, even when all 
the correct engineering procedures are 
followed for model development. These 
will increase, along with a decrease in 
confi dence in the accuracy of the mod-
el, as the time horizon for predictions 
increases. Despite these diffi culties, 
employing the techniques and tips de-
scribed in this article will substantially 

decrease false positives and negatives, 
with corresponding improvements to 
plant operations and maintenance. �

All fi gures courtesy of Seeq
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in time were sup-
pressed.
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Industrial  
Autonomy on 

the Horizon

Continuous-process industries are 
at an inflection point regarding 
what they can do with automation, 
making now an ideal time to address 
inefficiencies and hazards.

By Joe Bastone The era of the remote workforce has 
brought to light a cross-industry need for 
resilient, futureproof industrial control 

systems supporting more efficient, sustainable, 
and safe manufacturing plants. Through the inte-
gration of autonomous software and technolo-
gies along the production line, and the innova-
tion of process control systems, plant operators 
can achieve long-term operational benefits.

Ongoing advancements in process automa-
tion have enabled users to create steady-state 
and dynamic models for plant and control de-
sign, assess equipment performance and trou-
bleshoot issues, evaluate process design, and 
resolve operating problems. By using software, 
including advanced control and alarm manage-

ment, industrial organizations have optimized 
industrial processes to improve business results 
and safety. This progress has also provided great-
er visibility into process risk—notably, advanced 
control-defined optimal limits and rigorously 
executed controls to maintain those limits.

Today, the introduction of new digital tech-
nologies at the plant and enterprise levels has 
the potential to augment people and processes 
to an unprecedented degree. Advanced func-
tions, such as artificial intelligence and machine 
learning, are changing how people work in in-
dustry.

Autonomous control systems fulfill the grow-
ing need to streamline plant communications, 
provide support for the next generation of 
industrial workers, and gain a more compre-
hensive view of process inefficiencies. Autono-
mous solutions enhance workforce safety and 
performance while reducing environmental im-
pact and operating costs with more adaptable 
and accessible system assets.

Process industries have never been under 
greater pressure to meet production targets, 
minimize costs, and maximize asset efficiency, 
all while ensuring health and safety. Moving 
forward, companies in these sectors will need 
to better align production strategies with mar-
ket demand to maximize revenue growth. They 
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must also embrace the adoption of digital tech-
nologies to drive efficiency and make invest-
ments in plants to reduce carbon footprints. 
From safety to sustainability and productivity to 
reliability, the hurdles presented in the remote-
work environment amplified the need for more 
resilient, interconnected plants.

Yet even as industries grapple with structural 
changes, and as societies and economies pivot 
to the “new normal,” process industry compa-
nies themselves have a window of opportunity: 
Now is the time to adapt strategies and technol-
ogies to help reduce disruption to operations 
and achieve new levels of performance and 
profitability.

Current state
Automation systems in continuous-process 
plants are constantly evolving due to competi-
tive industry pressures, customer demands, exter-
nal events, and security requirements. Like it or 
not, most existing systems have changed as a 
result of numerous small actions taken over the 
years. A control system originally installed 25 
years ago may include a patchwork of small addi-
tions made over time, leading to a system that 
is difficult to maintain because of all its unique 
quirks. Only some system owners take a strate-
gic lifecycle approach to their control systems. 
Others are typically reactive, making changes 
only as needed to correct problems.

Many industrial sites also suffer from the lack 
of a consistent philosophy in integrating various 
plant subsystems. The prevailing information 
technology (IT) focus on the operational technol-
ogy (OT) space has only exacerbated this problem.

In addition, the cur-
rent generation of ex-
perienced industrial 
engineers, operators, 
and technicians is in 
the process of retiring. 
As these workers leave 
the plant, they take 
with them valuable 
tribal knowledge of 
the control system de-
sign and evolution, the 
production processes, and the associated control 
strategies. This departure is causing the loss of 
their collective know-how. Recruiting workers to 
backfill retirements is just one part of addressing 
this industrial skills gap. Once new employees 
are on site, they must be trained efficiently so 
they can up-skill quickly and produce results.

All of these challenges set the stage for a new 
approach to the control system of tomorrow. 
The continuous-process industries are at the 
beginning of an inflection point regarding what 
they can do with automation solutions. Today’s 
objectives should be to leverage decades of pro-
cess know-how, find ways to integrate subsys-
tems and streamline communications, and 
become more flexible in how to work with con-
trol technology in general.

What is (and is not) industrial autonomy?
The topic of “industrial autonomy” is gaining 
significant interest, with many diverse views—
and compelling opinions—on what constitutes 
the autonomous operation of an industrial facil-
ity. According to a recent study by LNS Research, 

FAST FORWARD
l Ever-improving process automation technol-

ogy grows along with the industries and 
plants that employ it. 

l Current trends and events, including remote 
working due to the pandemic, highlight the 
need for systems and people to be able to 
function autonomously.

l Increased efficiency and safety inform built-
for-today autonomous processes and result 
in higher profitability and quality.

AI-generated guidance, 
such as that found 
in Experion Highly 
Augmented Lookahead 
Operations (HALO), 
equips operators with 
advanced tools for en-
hancing performance.
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approximately 50 percent of industrial transformation lead-
ers have an autonomous plant initiative formalized, and an 
estimated 41 percent of these leaders are accelerating their 
autonomous plant efforts because of the global pandemic. 

The world of industrial autonomy is a crucial part of what 
ultimately comprises Industry 4.0, which will enable industrial 
assets and operations with robust adaptive capabilities. Au-
tonomous control systems will respond without operator in-
teraction to situations within a secure, bounded domain that 
was not preprogrammed or anticipated in the system design.

Industrial autonomy lets industrial companies harness in-
novative technologies to create a true digital transformation 
of operational strategies. Because digitization is not a one-
step process, understanding a facility’s capabilities, digital 
maturity, and state of operations is crucial in identifying its 
next steps in the industrial evolution.

It is apparent that industrial process plants can move on 
a trajectory toward industrial autonomy and make similar 
step-change improvements in benefits by harnessing new 
technology. In an industrial environment, the trend toward 
autonomous operation is truly focused on optimal advanced 
sensing and automation technology in plants.

Industrial autonomy is about leveraging technology for 
better situational awareness. It is about allowing a system to 
take an optimal action that achieves desired outcomes in the 
best way possible. And those outcomes are better produc-
tion, improved quality, more reliable operation, and a much 
more efficient workforce.

Industrial autonomy helps automate a host of plant floor 
tasks and verify that they are performed flawlessly and con-
sistently. Most importantly, autonomous operations can 
mean moving humans out of unsafe environments without 
inhibiting their access or view to process information.

Levels of autonomous operation
When considering the wide range of operational tasks involved 
in a typical process plant, from the control room to the field 
to planning and scheduling, it appears that fully autono-
mous operations may be out of reach for many companies. 
The process industries will, however, continue to deploy 
more intelligent, semi-autonomous subsystems that allow 
the plant workforce to focus on higher-level tasks, even while 
simultaneously making the operation safer, more reliable, 
and more efficient.

To move toward autonomy in industrial processes, it is 
important to look at what can be fully automated, what ele-
ments will require human supervision, and which areas will 
remain manual. Once this clarity is established, it is possible 
to set a path to autonomy following six progressive levels:

Manual operations. With traditional manual operations, 
every aspect of the plant enterprise, including instructions 
and paper-based recordkeeping, is performed manually. 
Here, no automatic actions occur, with operations relying 
on humans to make all decisions and perform all functions. 
Most industrial sites began with significant human interven-
tion required to run and maintain the operations.

Controlled and optimized operations. Given the widescale 
adoption of control systems and advanced control software, 
many industrial process facilities fall into the category of con-
trolled and optimized. But just because most are in this cat-
egory does not imply that most excel at it. Often an abundance 
of control loops are still running in manual mode or tuned 
incorrectly. Control loops running manually or those that are 
poorly tuned hinder optimization of the process. A large per-
centage of sites also have advanced control models that do not 
reflect current process dynamics or equipment performance, 
leading to poor results. In extreme cases, this situation can 

Resilient opera-
tions will reallo-
cate the control 
application to 
available system 
resources, ensuring 
operations con-
tinue undisturbed, 
with no interven-
tion required by 
operations. Sample 
screen is an Ex-
perion PKS HIVE 
system view. 
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result in sites giving up on advanced control altogether. Ad-
vanced control and optimization must be viewed as a lifecycle 
solution—one that is continually kept up to date.

Intelligent operations. The shift to intelligent operations 
is the essence of Industry 4.0. It is all about software analyt-
ics—collecting data, analyzing it, getting recommendations, 
and taking specific action. Companies can use digital twins 
to compare current process and equipment performance 
against expected performance. The benefit of using a model-
based approach is that process and equipment performance 
is evaluated according to known or physical characteristics 
of plant processes. Users can model changes in the plant and 
current behavior, see if models are delivering the expected 
results, and employ the digital twin to close the loop between 
process dynamics and process design.

Remote operations. Once process operations are opti-
mized and intelligent, users can think about leveraging the 
power of remote operations. From remote project execution, 
service, and support to centrally located remote operations 
centers, these capabilities are an opportunity to improve 
workforce efficiency, collaboration, and problem solving, 
and to effectively serve multiple sites or projects. Remote 
operations centers are used extensively in the industrial 
world, particularly in areas with distributed assets.

Resilient operations. Now, more than ever, plant owners re-
quire robust technology to help them withstand faults without 
having a large number of workers on site. They need resiliency 
measures such as backup power systems to keep equipment 
operating. Being resilient means that when failures do oc-
cur, the system or operation continues to run normally, and 
recovery is automated. There are many examples where this 
method occurs—for instance, in process automation systems 
with redundancy. Control systems are typically built with re-
dundant controllers. If a controller fails, the redundant part-
ner takes over, ensuring normal operations. At the same time, 
this controller is now nonredundant, and a process upset 
will occur if the controller also fails. Resilient operations 
will reallocate the control application to available system re-
sources, ensuring that operations continue undisturbed, and 
that system resiliency is maintained, completely automated, 
with no intervention required by operations. 

Autonomous operations. Ultimately, the destination of 
autonomous operations is enabling every day to be the best 
day of production and all staff to become experts in their as-
signed roles. The journey to autonomy is characterized by 
making use of all available digital technologies to realize ad-
vances in safety, reliability, and efficiency.

For the most part, the far upstream oil and gas business is 
one of autonomy—wellheads and pipelines are largely un-
manned. By reducing the physical presence of people on an 
offshore platform to the few times it is absolutely necessary, 
operating companies can dramatically improve human safe-
ty while lowering operating costs. The mining industry is also 
rapidly moving toward autonomy, substantially decreasing 
the number of people at often very remote process locations 
in favor of centralized operations.

Although the aforementioned maturity model does have a 
natural sequence and evolution—it is recognized that most 
facilities will have a varying degree of capability at each 
level—plant operators might find that there are manual 
procedures for some operations, and they also have pieces 
of equipment that operate largely autonomously. So, it is in-
structive to assess existing capabilities at each level.

Trending toward the future
The trends are unmistakable: Autonomy is a critical technol-
ogy that will lead process industry operations into the future. 
As technology moves beyond automation, autonomy and au-
tonomous systems will bring improvements in many areas.

The latest developments around industrial autonomy pro-
vide a timely response to several key industry trends, includ-
ing the desire for post-COVID-19 preparedness and resil-
ience, growing operational complexity, the aging industrial 
workforce, and upskilling needs.

Regardless of an enterprise’s current tools, design, or tal-
ent, integrating autonomous solutions at any level of pro-
duction serves as a catalyst for increased operational perfor-
mance by addressing safety, efficiency, and reliability issues 
to help promote business continuity. An unencumbered 
vision is necessary to plot the incremental steps to achieve 
a more autonomous future. This vision requires investing in 
automation systems in a strategic and consistent manner 
with the total lifecycle of the plant in mind. n
Images courtesy of Honeywell Process Solutions
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Extreme OT Data Makeover

Address challenges to quality 
operational data by paying attention 
to four key data aspects.

By Oliver Wang

Industrial digital transformation had its 
beginnings in the Industry 4.0 initiative, 
unveiled in Germany in 2013. Since then, 

industrial digital transformation has morphed 
into an imperative that underpins business vi-
tality. However, according to the 2020 Industrie 
4.0 Maturity Index in Industry released by the 
German National Academy of Science and En-
gineering (Acatech), more than 90 percent of 
businesses are still only in early stages of indus-
trial digital transformation.

Most fi rms are still grappling with how to 
record and aggregate data generated by their 
operational technology (OT), equipment, and 
workforce. Such OT data is still far from deliv-
ering what the decision makers at most busi-
nesses initially hoped for. Their vision is hav-
ing big data analysis results—completed and 
readily available—right on their screens, so 
that business insights can be implemented to 
lower cost, increase effi ciency, or drive busi-
ness model innovation. Companies still have a 
long way to go to get industrial digital transfor-
mation to this level.

Why are companies still behind in the in-
dustrial digital transformation race? One of the 
main reasons is that big data analytics, artifi cial 
intelligence (AI), and other innovative technol-
ogies are only implemented in the later stages of 
digital transformation. But if you do not obtain 
enough data in the early stages, then even the 
smartest AI or machine learning solution will 
have little value for you.

As we know, in the industrial digital transfor-
mation landscape, data comes mostly from OT 
environments—for example, a drilling well in 
the middle of a desert baking at temperatures of 
40°C to 50°C, an oil pipeline system stretching 
for hundreds of kilometers in a freezing area, or 
a transportation system of a fast-moving and vi-
brating train. It does not require a huge stretch 
of one’s imagination to perceive how diffi cult 
it is to capture data from these harsh environ-
ments.

Hence, kick-starting a transformation initia-
tive fi rst requires a failproof strategy on how 
to accurately capture OT data from industrial 
automation equipment. Furthermore, this is-
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sue requires deep thinking. OT data has shifted 
from monitoring-oriented to optimization-
minded—looking not just at the present but 
also to the future. Errors in data collected from 
its sources may lead to defects in subsequent 
analyses.

Therefore, the focus can longer be just captur-
ing “stable data.” Overcoming obstacles to qual-
ity data is the deciding factor of any transforma-
tion program’s success. Industrial automation 
and business professionals need to pay atten-
tion—early in the digital transformation pro-
cess—to four key pillars of data quality: acquisi-
tion, preparation, transmission, and security.

Challenge: Insufficient data
One of the challenges to data quality is insuf-
ficient data. This is mostly because automation 
systems were not designed for data analysis. 
Even in cases of data transmissions on a shop 
floor, data is tapped to support control equip-
ment operations only, which is not enough by 
any measure for distilling business insights.

For example, a factory may have a bottle-
neck machine on its production line through 
which everything gets made or processed. If the 
machine goes down, the entire line shuts down. 
To minimize downtime, the plant needs to pre-
dict which key components inside the machine 

could fail and purchase the replacement com-
ponents in advance. However, these devices sel-
dom provide data regarding their key parts and 
components. Therefore, the company needs to 
install sensors in them and convert the gener-
ated analog signals to digital ones via remote I/Os. 
The digital signals can then be sent to servers in 
the upper layer or to the cloud to enable predic-
tive maintenance. This demonstrates the capa-
bility, or attribute, of OT data acquisition.

In this scenario, only 
one machine needs to 
be worked on. If you are 
dealing with an entire 
factory with myriad com-
munication protocols, it 
goes without saying that 
the complexity of conver-
sion will be much great-
er. Because OT systems 
are typically used for a few decades or more, 
equipment from various vendors is often ap-
plied in the same system. Moreover, each piece 
of equipment has its own proprietary hardware 

FAST FORWARD
l Most firms are still grappling with how to record and aggregate data 

generated by their equipment, systems, and workforce.

l Before trying to source OT data, consider data acquisition, data prepa-
ration, data transmission, and data security.

l Armed with these four capabilities, high-quality OT data can lay a 
solid foundation for transformation.

OT data has shifted from 
monitoring-oriented to 
optimization-minded—
looking not just at the present 
but also to the future.
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OT cybersecurity (right column) prioritizes very different values compared to IT cybersecurity.

ple, with the help of Modbus-to-BACnet 
industrial protocol gateways, a heating, 
ventilation, and air conditioning system 
can obtain Modbus remote terminal 
unit data through the BACnet protocol.

Challenge: Meaningless data
The next challenge to data quality is 
unusable data. Equipment-generated 
data comes in the form of raw data or 
values. Information technology (IT) or 
business analysts cannot make use of 
the data as is, and manual data pro-
cessing inevitably inhibits real-time 
response. If OT data is converted into 
meaningful IT values first, data can 
then flow in the edge-to-cloud archi-
tecture seamlessly and quickly.

OT data is structured as a series of 
time-related digits, each representing an 
event that happens to a specific device 
or sensor at a specific time, for example, 
the current magnitude of a certain motor 
every 10 seconds in the past seven days. 

Contrarily, IT data is database-residing 
data with rigorous structures and de-
scriptions that must be given a meaning 
before being applied for various analy-
ses. Of the OT data mentioned previ-
ously, only the numbers 7 and 10 are 
shown, and preprocessing is required to 
provide the data with complete mean-
ings (dates, seconds, etc.) by adding the 
missing context. Only then can further 
analysis be conducted.

In addition, for the sake of control 
precision, OT equipment often produc-
es a piece of data in intervals of a sec-
ond or a millisecond. If every piece of 
raw OT data is transmitted to an IT sys-
tem, the IT system will be overwhelmed 
and not able to do anything purposeful. 
Even worse, sending meaningless data 
to the cloud not only reduces operating 
efficiency but also increases data trans-
mission and storage costs.

To tackle these problems, smart 
Internet of Things devices are used to 
regulate the frequency of data distribu-
tion. In doing so, OT systems can work 
in alignment with the needs of IT sys-
tems, such as uploading data once an 
hour, or processing data on the OT side 
first and only uploading it when a big-
ger deviation is observed. It takes these 
steps to excel at OT data preparation.

Challenge: Incomplete data
Digital transformation calls for more 
diverse and real-time data, and con-
sequently, much more OT data to be 
transmitted. Although OT networks tra-
ditionally transmit data to meet control 
requirements, industrial digital trans-
formation necessitates data transmis-
sion for analysis and decision making.

Take the smart factory as an exam-
ple. To achieve zero failures, produc-
tion lines must be able to provide im-
mediate feedback every step of the way. 
When an aberration is detected—a sign 
of a problem in the previous station—
the next station will instantly notify the 
previous one of the problem to prompt 
immediate reset, preventing small devia-
tions from piling on top of each other 
and ultimately causing failures. In 
other words, lots of data will have to 
move through OT networks, including 
control information and defect images. 

design, communication interface, and 
communication protocol to deliver 
operational availability.

If the equipment works indepen-
dently, this silo approach is effective 
for ensuring system reliability and 
optimal performance. However, data 
silos will have formed over time. For 
instance, two production lines in the 
same plant may use different pro-
grammable logic controllers (PLCs) 
from two different vendors, each with 
its own communication language for 
the respective PLC. When seeking to 
aggregate data from different systems 
across multiple silos, a factory will find 
each system speaks its own language.

Fortunately, the market is aware of 
this problem. Many solutions are avail-
able, such as implementations of con-
sistent and open standards like OPC UA 
or industrial protocol gateways to allow 
the extraction of data from a machine 
using an unfamiliar protocol. For exam-

OT data’s reach has expanded from controlling end devices to making business decisions.
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At the same time, a new challenge will 
emerge: How does the factory avoid 
obstructing OT control data transmis-
sion with the addition of IT data?

Why is this a concern? It is because 
industrial Ethernet networks, the most-
used industrial networks, do not have 
real-time control mechanisms for mass 
data. The proposed solution has been 
to have two separate networks for send-
ing images and control commands. The 
advantage is the two streams of data do 
not compete for network bandwidth; the 
disadvantage is the cost of network im-
plementation and maintenance doubles. 
Time-sensitive networking (TSN), the 
new-generation Ethernet, is designed to 
schedule transmissions according to the 
importance of the data, ensuring impor-
tant data reaches the device at the sched-
uled time. This is what robust OT data 
transmission capability entails.

In addition, environmental distur-
bances, such as extreme temperatures 
or electromagnetic waves generated 
during the startup of a device, can 
cause network disruptions and the po-
tential for data to be lost. Contingency 
plans should be made for all kinds of 
incidents to avoid losing data in transit 
during disturbances.

As an illustration, when a wired or 
wireless network is down, the network 
backup mechanism can immediately 
activate another section to resume 
transmission. Or, when the network is 
temporarily congested or disconnect-
ed, a certain amount of the latest data 
can be stored locally to ensure the data, 
if lost, will be retransmitted or retrieved 
to avoid delivering fragmented data.

Challenge: Vulnerable data
OT data becomes not trustworthy 
mostly from cybersecurity issues. In 
the past, OT systems did not need to 
be Internet connected and could be 
protected simply through physical 
controls, such as limiting access to an 
operational area or banning the use of 
USB sticks and personal computers. As 
industrial digital transformation takes 
off, Internet access becomes essential.

With increased connectivity, all vul-
nerabilities are suddenly laid bare to 
ruthless computer viruses or thrust 

onto the radar of profiteering hackers, 
providing channels to invade systems 
or disrupt operations. With cyberat-
tacks becoming common, data se-
curity and cybersecurity are emerg-
ing as required items on every digital 
transformation agenda. To safeguard 
production capacity and keep produc-
tion lines safe from data-tampering at-
tempts, companies must pay attention 
to OT data security.

A misconception among businesses 
is that mature IT security solutions 
can be directly replicated in the OT 
world. In reality, security tools meant 
for IT environments are not entirely 
fit for OT system protection. For ex-
ample, because OT devices do not run 
the operating systems compatible with 
antivirus software, installing it on OT 
systems is out of the question. Further 
complicating the antivirus situation is 
the importance of capacity availability 
in OT environments; the fear that pro-
duction capacity will be hurt by data 
packets being wrongfully blocked has 
kept many machines away from anti-
virus software solutions.

Another OT data security issue is the 
fact that many manufacturers have de-
ployed all devices on the same intranet 
for the sake of connection stability and 
convenience. However, once ransom-
ware breaks into that environment, it 
can easily spread throughout the entire 
system. It is thus recommended to se-
cure OT environments in three incre-

mental stages: endpoint security, cyber-
security, and security management.

To enhance OT data security capabil-
ity, industrial firms should:
• Apply intrusion protection system 

(IPS) technology to OT automation 
devices to secure critical infrastruc-
ture. An industrial-grade IPS moni-
tors data flowing in and out of critical 
devices, segregates malicious traffic, 
and notifies administrators the instant 
an anomaly is detected.

• Take advantage of network layering 
to curb ransomware attacks. Firms 
will benefit from upgrading their 
Ethernet switches to managed Ether-
net switches and activating the layer-
ing feature to divide an OT network 
into segments.

• Use network management software to 
overcome the interoperability hurdles 
among various OT communication 
protocols to effectively spot faulty or 
risky devices via visualization.

Use the four OT data capabilities
As the old saying goes, do not put the 
cart before the horse. It is critical to 
get your priorities straight in industrial 
digital transformation. Do not let poor-
quality raw data undermine the results 
of your big data analyses.

Before trying to source OT data, con-
sider where you are in terms of data ac-
quisition, data preparation, data trans-
mission, and data security. Armed with 
these four capabilities, you will be able 
to tackle the challenges head on and 
leverage high-quality OT data to lay a 
solid foundation for transformation. n
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By Jon F. Monsen, 
PhD, PE F or many years, the author has used, 

and promoted the use of, control valve 
installed flow and gain graphs as part 

of the control valve selection process (references 
1–3). For all those years, the author has had the 
benefit of being associated with a valve manu-
facturer with a publicly available control valve-
sizing application that included installed flow 
and gain graphing capability. Users who pre-
ferred other brands of control valves, and thus 
those manufacturers’ control valve-sizing applica-
tions, were hesitant to learn to use a new applica-
tion to take advantage of the graphing capability.

 Recently, the author published an article that 
included detailed instructions for constructing a 
Microsoft Excel worksheet (www.control-valve-
application-tools.com) that generates installed 
flow and gain graphs in conjunction with valve-
sizing calculations made with any valve-sizing 
application. This makes it practical for anyone 
to incorporate graphing installed flow and gain 
into their valve selection process (reference 4). 

This article explains how to use control valve in-
stalled gain calculations. 

Figure 1 is an example of a properly sized valve 
compared to an oversized valve. One valve man-
ufacturer suggests the following gain criteria for 
installed gain within the specified flow range:
• Gain > 0.5
• Gain < 3.0
• As constant as possible
• As close to 1.0 as possible
• Gain (max) / Gain (min) < 2.0.

Extremely low gains are undesirable, because 
a low gain means when the valve moves, the 
flow does not change by much. It might not be 
as obvious why high gains are undesirable. An 
audio amplifier with a high gain may be desir-
able. But control valves are mechanical devices, 
and parts that move while in contact with each 
other tend to stick when not moving. If a valve, 
because it tends to stick when not moving, can 
only be positioned within 2 percent of the desired 
position and has a gain of 4, the flow can only 

A worksheet that calculates control valve 
installed gain can be part of any control valve 
selection process.
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be adjusted within 8 percent steps, which may 
not be desirable. The reason for limiting the 
gain change within the required flow range to 
2:1 is so it will be easier to tune the controller 
for stable and fast response throughout the re-
quired flow range.

To calculate and graph the installed flow and 
gain using the reference 4 worksheet, the pro-

cess model and the worksheet require the fol-
lowing information about the process:
• The minimum design flow, Q

min

• The maximum design flow, Qmax

• The valve inlet pressure at the minimum  
design flow, P

1 minQ

• The valve inlet pressure at the maximum  
design flow, P

1 maxQ

FAST FORWARD
l An Excel worksheet makes it practical to 

include the graphing of installed flow and 
gain in the valve selection process.

l Extremely low gains are undesirable, because 
a low gain means that when the valve 
moves, the flow does not change by much.

l Pump selection affects installed gain and 
installed flow.
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Figure 1. Control valve installed flow and installed gain characteristics comparing a properly sized 3-inch valve and an oversized 6-inch 
valve in the same system. Emphasis is added to show the portion of the graphs that fall within the user’s specified flow range between 
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• The valve outlet pressure at the mini-
mum design flow, P

2 minQ (calculated 
from the user’s input of the valve 
pressure drop at the minimum design 
flow, DELTA P 

minQ)
• The valve outlet pressure at the maxi-

mum design flow, P
2 maxQ (calculated 

from the user’s input of the valve 
pressure drop at the maximum design 
flow, DELTA P 

maxQ).
The values of P

1 and P2 at the mini-
mum and maximum design flow need 
to be obtained by an analysis of the 
frictional pressure losses and static 

pressure changes in the system up-
stream and downstream of the control 
valve (references 5–6).

Reference 4 prompted several inqui-
ries as to what applications would be 
candidates for installed flow and gain 
graph analysis. Below are some of the 
most common.

Surprising results
Figure 2 shows a user’s Excel control 
valve-sizing worksheet. The calculated 
C

V
 range appears to show a 6-inch seg-

ment ball control valve would be oper-

ating at about 20 percent to 78 percent 
open from the minimum design flow to 
the maximum design flow. An installed 
flow and gain calculation yielded sur-
prising results (figure 3).

The installed flow graph shows the 
minimum specified flow intersecting 
the installed flow graph at 20 percent 
relative travel, and the maximum de-
sign flow intersecting the installed flow 
graph just a bit below 80 percent rela-
tive travel, which agrees with the user’s 
calculation. What the user’s calculation 
did not show is 95 percent of the valve’s 
fully open flow is at the maximum de-
sign flow, leaving no safety factor at the 
high end.

At about 60 percent travel (relative 
travel of 0.6), the installed flow graph 
starts rounding off to a much shallower 
slope. This fact is identified on the in-
stalled gain graph where the installed 
gain drops to below 0.5, emphasizing 
the fact that changes in valve position 
would have only a small effect on flow 
in the system. The gain change from 
the maximum design flow (Q/Q

max) 
and the maximum gain on the graph is 
greater than 4:1, making it difficult to 
tune the controller for fast and stable 
control. It turned out the problem lies 
with the user’s pump choice.

Reference 4 does not include the 
ability to graph what is happening to P

1

and P2, and thus the pressure differen-
tial available to the valve. However, the 
reference 4 worksheet has a tabulation 
of P

1 and P2, so constructing a graph 
of P

1 and P2 versus relative valve travel 
was simple. In the installed pressure 
level graph, as valve relative travel 
approaches 0.8 (80 percent valve trav-
el), the pressure drop available to the 
valve decreases rapidly.

Different pump, different valves
The user found a pump with a slightly 
higher and flatter head curve. A new 
analysis of the upstream system gave 
the revised values of P

1 and DELTA P 
shown in red in figure 4. Putting these 
new values of P

1 and DELTA P into the 
user’s valve-sizing program and into 
the reference 4 worksheet gives the 
graphs of figure 4. The valve is now op-
erating between 25 percent and 75 per-

About 20% to 78% open

Control valve sizing: Liquid

Metal seated V-port segment valve
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Figure 2. User’s calculation of required valve CV at maximum and minimum design flows 
and valve manufacturer’s CV table for a 6-inch segment ball valve.

Figure 3. Installed characteristics of the valve proposed in figure 2.
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cent travel. The maximum design flow 
is now at slightly less than 80 percent of 
the fully open flow, giving ample safety 
factor at the high end of the range. The 
installed gain graph is much flatter and 
well within the suggested limits.

Figure 5 is based on an application 
where the system designer recom-
mended a 10-inch segment ball valve 
after examining the installed flow and 
gain graphs and determining the seg-
ment valve was a good choice. The 
purchasing agent commented that 
a 10-inch high-performance butterfly 
valve would cost approximately one-
third less than the segment ball valve. 
The system designer agreed to inves-
tigate the applicability of a high-perfor-
mance butterfly valve, knowing the two 
valve styles have quite different inher-
ent flow characteristics. Segment ball 
valves tend to have a nearly perfect 
equal percentage characteristic. High-
performance butterfly valves tend to 
have an inherent flow characteristic 
between linear and equal percentage.

The upper right graph in figure 5 
compares the inherent flow character-
istics of the two valves being consid-
ered. The installed characteristics are 
linear between the design minimum 
and maximum flows. The installed 
gain of each valve meets the suggest-
ed gain limits between the minimum 
and maximum design flows. The gain 
of the segment valve is slightly closer 
to 1.0. The maximum gain change of 
the butterfly valve is 1.4:1, where the 
maximum gain change of the segment 
valve is 1.6:1. In this system, either 
valve would likely control satisfacto-
rily. In a system with different valve 
pressure drop versus flow characteris-
tics, this might not be the case.

Which pressure drop?
A question arose regarding the pres-
sure drop to use when sizing a control 
valve. Assuming a system that has al-
ready been designed, the sizing pres-
sure cannot be arbitrarily assigned, 
but the values of P

1 and P2 need to be 
obtained by an analysis of the friction-
al pressure losses and static pressure 
changes in the system both upstream 
and downstream of the control valve. 

The ideal situation is where the person 
selecting the control valve has a say 
in determining what the control valve 
pressure drop will be, most often by 
specifying the pump that will be used. 
Using an installed gain analysis of vari-
ous pumps that might be suitable can 
be helpful.

To demonstrate how this can be 
done, three possible pumps for the sys-
tem shown in figure 6 will be consid-

ered, and the one that allows satisfac-
tory controllability while minimizing 
energy consumption will be selected. 
Curves of P

1, the pressure just upstream 
of the valve, are shown for each of the 
three pumps, along with the power re-
quired by each at a normal flow rate of 
400 gpm. These curves slope downward 
in proportion to the flow squared from 
the 100 gpm pump head (45, 60, and 75 
psig, respectively, for pumps A, B, and 
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Figure 4. Installed characteristics of the valve with the revised figure 2 pump pressures 
shown in red.

Figure 5. Comparison of a segment ball valve and a high-performance butterfly valve in 
the same system. The installed gain of both valves is plotted on a single graph.
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C) to a pressure 10 psi lower due to the 
combined effect of the 5 psi pressure 
loss in the upstream piping and the 5 
psi decrease in pump head from 100 

gpm to 600 gpm stated in the figure. 
The curve for P

2, the pressure at the con-
trol valve outlet, starts with the 10 psig 
static head of the tank at very low flows 
and increases in proportion to the flow 
squared to 30 psig as the downstream 
piping and heat exchanger pressure 
losses increase to their 600 gpm values.

The control valve pressure drops (the 

difference between P
1 and P2) are indi-

cated in the figure by the arrows at the 
left side of the figure for 100 gpm and at 
the right side of the figure for 600 gpm. 

The analysis is performed based on 
using a segment ball valve. The graph 
in the lower left of figure 6 shows the 
calculated installed flow characteris-
tics. Keep in mind the installed flow 
graphs generated by the worksheet of 
the reference 4 graph is relative flow, 
so 1.0 is 100 percent of the fully open 
flow, which is different for each of the 

three cases. What is interesting is the 
installed gain graphs.

With the 17-hp pump, besides requir-
ing a more expensive 6-inch valve, the 
gain graph looks terrible. The installed 
gain is the highest of the three (meaning 
a larger flow error for the same valve posi-
tion error), it drops to 0.4 as it approach-
es the maximum design flow (the red 
vertical line at 1.0 on the Q/Q

max scale), 
and the variation in gain over the flow 
range is almost 7:1, much greater than 
the recommendation of 2:1. This is large 
enough that it would be difficult to come 
up with proportional-integral-derivative 
(PID) tuning parameters that would pro-
vide good and stable control over the en-
tire required flow range. The gain graphs 
of the 23-hp and 29-hp pumps fall within 
the recommended gain criteria, but the 
23-hp pump is the winner, because its 
gain is closer to 1.0, and it also is the more 
economical of the two to operate. n
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The ideal situation is where the person selecting the 
control valve has a say in determining what the control 
valve pressure drop will be, most often by specifying the 
pump that will be used.

Figure 6. Control valve installed gain analysis helps balance pumping energy and process controllability. 
Segment valve graphic courtesy of Neles
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Much of the focus of electrical and con-
trol panel designers is on selecting, 
arranging, and protecting internal 

components. After all, locating power and auto-
mation equipment in the fi eld, close to the loads 
and devices they serve, is the main purpose.

However, it is also important to properly select, 
design, and install components to make associ-
ated electrical connections. Even though wireless is 
becoming popular for certain types of communica-
tions, it is often still necessary to connect electrical 
wires using terminal blocks or other connectors.

Whether for commercial or industrial use, these 
panels and the associated connections can be in 
harsh environments, with extremes of tempera-
ture, liquids, chemicals, vibration, and more. To 
ensure that the electrical interfaces between pan-
els and fi eld wiring perform reliably for the long 
haul, panel designers need to consider the best 

connectivity options. Terminal blocks, connectors/
cordsets, and interface modules are the basics 
worthy of attention.

Classic connectivity: Terminal blocks
Terminal blocks have long been the standard way 
for landing fi eld wires—both individual conductors 
and multiconductor cables—into a panel. But that 
does not mean there has been a lack of innovation 
for this termination style. The major terminal block 
connection technologies (shown in fi gure 1) are:

Screw terminal. This traditional technology 
uses screws, with or without pressure plates, to 
terminate wires directly or via a crimp lug. A wiring 
cage can compress on bare wire or a ferrule, or a 
ring or fork lug can be connected to the wire and 
inserted under the screw. Users must torque the 
connection properly to ensure a long-lasting, posi-
tive connection. To prevent the wires from loosen-
ing over time, some manufacturers have designed 
the structure to lock the screws in place and be 
maintenance-free. The screw terminal method is 
universal, recognized globally, and can handle the 
widest range of wire sizes.

Spring clamp. This technology uses spring force 
on the conductor to provide maximum contact reli-
ability, even in high-vibration environments. A tool, 

Electrical Panel 
Connectivity

By Matt Hou

Figure 1. Push-in design terminal blocks are 
available in many confi gurations with a variety of 
connection technologies that reduce wiring labor 
compared with traditional screw terminals.

Terminal blocks, connectors/cordsets, 
and interface modules connect 
electrical and control panels to the 
outside world.
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• Fused, which is like the disconnect 
style, but the switch houses a fuse for 
downstream circuit overcurrent protec-
tion. It may also include an LED blown 
fuse indicator for troubleshooting con-
venience.

• Sensor/actuator, which is like the mul-
tilevel style but may also include a 
grounding connection. This is especial-
ly suitable for common multiconductor 
cable wiring that is often used for con-
nections with sensors and actuators.

Flexible connectivity: Circular 
connectors
Circular panel casing-mount connectors, 
and the associated molded-connector 
cordsets, have become the industry stan-
dard in many industries for connecting 
devices to electrical and control panels 
(fi gure 2). They reliably transmit signals, 
data, and power, while providing the 
physical fl exibility desirable for many in-
stallations. Furthermore, they offer a sim-
ple way to quickly disconnect circuits for 
service, making work safe and convenient 
for maintenance technicians.

Device connectors are designed to 
mount on the exterior casings of equip-
ment and panels, via threaded or precut 
holes, while maintaining the environmental 
rating. There are also PCB-mount versions 
in straight or right-angle confi gurations.

The associated cordsets have matching 
fi ttings—commonly in metric sizes M8 
or M12—and insert into the connector. 
The knurled fi tting is then tightened to 
secure and seal the connection. Cordsets 
are available with straight or right-angle 
ends, in male or female, as needed.

36       INTECH DECEMBER 2021       WWW.ISA.ORG

possible. This technology reduces wiring 
labor by at least 50 percent compared 
with traditional screw terminals, and it 
provides a durable connection, similar to 
spring cage technology. A tool is needed 
to remove a wire.

Larger-size conductors and higher-
power connections typically use screw 
terminals. Smaller conductor sizes for 
lower power and signaling applications 
work well with either spring cage or PID 
terminals. Many terminal blocks click on 
to standard DIN rails for easy and secure 
installation, but some traditional or larger 
sizes must be mounted to a backpanel. 

Users must also consider what func-
tional arrangements are needed. These 
could include:
• Feed through, the most common and 

simple type of terminal block. It is sin-
gle level and provides one wire-to-wire 
connection. Some types have multiple 
connections for one-to-two or two-to-
two connectivity.

• Multilevel, which is like the feed-
through style, but with two, three, or 
more isolated levels stacked together 
for substantial space savings.

• Grounding, where the terminals are 
electrically connected to the DIN rail or 
panel on which the terminal is mount-
ed. This provides a ground connection, 
without having to purchase and install 
a separate ground wire.

• Disconnect, which is like the feed-
through style but incorporates a knife 
switch to easily open (disconnect) the 
circuit without removing wires.

Figure 2. Circular connectors and cordsets 
provide reliable and fl exible connectivity 
options, even for the most challenging 
industrial conditions.

Figure 3. Interface modules (shown 
at the bottom and right of this 
picture) are a universal way for 
designers to provide compact and 
high-density connectivity, especially 
for control panel I/O signals.

usually a screwdriver, is needed to push 
open the terminal points as the wire or 
ferrule is inserted, but completing a ter-
mination is faster and easier than it is with 
a screw terminal. This type of connection 
is benefi cial to use in high-vibration en-
vironments such as railway and marine 
applications.

Push-in design (PID). PID terminals 
are also spring loaded and allow users 
to directly push in solid wires or stranded 
wires with ferrules without a tool. It is 
the fastest and most effi cient connection 

circuit without removing wires.
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Designers should ensure the materi-
als are rated for the environment. For in-
stance, nickel-plated die-cast fi ttings can 
withstand high humidity, large tempera-
ture changes, and vibration. PVC cables 
are best for solvent resistance and wash-
down environments, while PUR cables are 
better for the abrasion resistance often re-
quired in high-frequency movements, such 
as for robotic arms.

High density connectivity: 
Interface modules
Interface modules combine terminal blocks 
and connectorized cables to provide the 
highest possible connection density, and 
they are typically used for programmable 
logic controller and similar signaling and 
I/O module applications (fi gure 3). One wire 
harness connects between an I/O module 
and the interface module, with the interface 
module installed on a DIN rail. The harness 
may use industry-standard IDC, D-Sub, or 

MDR connectors as needed.
This connection method transfers any-

where from two to 40 signals as individual 
points, and it provides compact terminals 
for the fi eld wiring connection. Installers 
save signifi cant time on the panel side con-
nections and avoid installation errors.

Effective panel connectivity
Regardless of what combination of termi-
nal blocks, circular connectors, and inter-
face modules designers choose for panel 
connectivity, there is more to consider. 
All components should be recognized or 
rated by the proper agencies with regard 
to standards such as UL508, UL1059, and 
IEC 60947. These standards ensure the 
materials and component construction are 
suffi cient for industrial use. Furthermore, 
designers should think about usability fea-
tures such as color coding, along with easy 
provisions for marking and tagging.

Electrical and control panels are neces-

sary for almost any application using electri-
cal power or automation. By using modern 
connection options, designers can save sig-
nifi cant panel space and create equipment 
that is easy to fabricate, install, and main-
tain. Labor costs are reduced, and the right 
connection products provide improved reli-
ability, functionality, and safety throughout 
their lifecycles. �
Figures courtesy of Dinkle International
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ISA has announced that its new executive director will be 
Claire Ramspeck. She is the founder of Hobbs Barrett, a pri-
vate consulting fi rm that specializes in association manage-

ment with a focus on development, adoption, and dissemination 
of standards and other technical products and services. Prior to 
that, she built a successful career as the director of technology 
at ASHRAE, the American Society of Heating, Refrigerating and 
Air-Conditioning Engineers, and as the managing director of 
standards development at the American Society of Mechanical 
Engineers (ASME).

In addition to her 25-year history of leading standards and 
technology businesses within associations, Ramspeck also brings 
a wealth of volunteer experience, chairing and serving on several 
boards and committees for the American National Standards 
Institute (ANSI) and Underwriters Laboratory (UL.)

ISA President Steve Mustard, who chaired the executive search 
committee to recruit and select Ramspeck, highlighted her stan-
dards experience as a key factor in the committee’s decision. 
“Claire has an impressive history of collaborating with volunteers 
and subject-matter experts to develop standards, research, and 
other projects that meet the needs of industry,” said Mustard. 
“ISA’s value is rooted in our standards development, and we build 
our portfolio of market offerings around key standards that help 

industries lower costs, boost pro-
ductivity, and improve safety and cy-
bersecurity. Claire’s background will 
empower her to take ISA’s valuable 
content to the next level.”

ISA’s current executive director, Mary Ramsey, will retire at the 
end of the year. “The time I’ve spent with ISA has been a reward-
ing chapter of my career, and I’m grateful for the collaboration 
and support of our members, leaders, and professional staff,” 
said Ramsey. “We have been able to accomplish great things, 
including the creation of the ISA Global Cybersecurity Alliance, 
a group that continues to advance automation cybersecurity on 
the world stage. Given Claire’s focus on technology adoption, I’m 
confi dent ISA will continue to build on its considerable strengths 
and continue to bring value to the industries we serve.”

Ramspeck holds a BS in mechanical engineering from North 
Carolina State University and an MBA from Georgia State Uni-
versity. Before working with associations, she was a design 
engineering contractor for the Department of Energy through 
Bechtel Savannah River. Ramspeck has been honored with the 
Meritorious Service Award from ANSI and the Norman R. Har-
baugh Scholastic Achievement Award from the Georgia State 
University College of Business. �

ISA Names Claire Ramspeck 
New Executive Director

Each year, the ISA100 Wireless Compliance Institute 
(ISA100WCI), a subsidiary of ISA, presents the ISA100 Wire-
less Excellence In Automation Award to a global end-user 

company that has demonstrated outstanding leadership and 
innovation with ISA100 Wireless technology. Earlier this year, the 
ISA100WCI announced that the 2020 award had been presented 
to Fuji Oil Company, Ltd.

The company’s contributions and achievements in the pro-
motion of wireless instrumentation over the years through the 
ISA100WCI have been highly regarded in the industry. The com-
pany has improved safe operations and maintenance effi ciency 
by using ISA100 Wireless technology to visualize the operating 
status of existing refi nery facilities.

With the introduction of a wide variety of ISA100 Wireless 
products, Fuji Oil Company, Ltd., has achieved many results, in-
cluding safer operations and improved maintenance effi ciency 
through enhanced site monitoring and risk management. The 
company was also recognized for its efforts to promote wireless 
instrumentation by sharing on-site know-how to maintain the 
stable operation of wireless networks, and disseminating requests 
and feedback to wireless product vendors through ISA100WCI 

user seminars. Find out more 
at isa100wci.org.

The Fuji Oil Company, Ltd., 
Sodegaura Refi nery is located 
on the corner of Keiyo Sea-
side Industrial Zone in Tokyo 
Bay and has a production sys-
tem that can fl exibly respond 
to changes in product de-
mand. It produces various pe-
troleum products from crude 
oil from around the world, 
and supplies them domestically and internationally.

The company has various shipping facilities, such as sea shipping, 
tank truck shipping, rail shipping, and pipeline shipping. In particular, 
the marine shipping facility is equipped with one of the largest dedi-
cated piers in Japan, where 120,000-ton class tankers can directly 
land. Strengthening on-site monitoring through the introduction of 
wireless instruments has contributed to their safe operation, envi-
ronmental protection, and operational effi ciency, and is drawing out 
the strengths of the Sodegaura refi nery, according to the company. �

Fuji Oil Company Ltd. Wins ISA100 Wireless Award
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ISA and Endress+Hauser are collabo-
rating to provide expanded training 
and certifi cation course offerings to 

automation and instrumentation pro-
fessionals. ISA will offer select certifi ed 
training courses in conjunction with 
E+H’s instrumentation training courses at 
E+H’s process training units (PTUs) locat-
ed across the U.S. These 11 full-scale pro-
cess units provide hands-on experience 
with the types of confi gurations, opera-
tions, diagnostics, and troubleshooting 
found in modern process plants.

“We are thrilled to collaborate with 
Endress+Hauser and leverage the strengths 
of our respective organizations,” says Geri 
McGrath, director of global education 
and outreach at ISA. “The combination of 
Endress+Hauser’s PTUs and ISA’s training 
services offers increased workforce devel-
opment opportunities for industrial auto-
mation and control professionals.”

Through this collaboration, ISA will 
bring its renowned expertise in controls, 
valves, and drives to more students in a real-
world setting. ISA will send a representa-
tive to Endress+Hauser PTUs to teach its 
standards-based, vendor-neutral training 

using a seamless, holistic approach. This 
joint effort helps provide a one-stop shop 
where automation professionals can pro-
pel their education and careers forward.

“Combining a selection from the deep 
ISA training offering with the many choic-
es of instrumentation training provided 
at Endress+Hauser’s world-class PTUs pro-
vides a powerful set of options for instru-
ment technicians who need help with 
their professional development,” says 
Jerry Spindler, customer training manager, 
Endress+Hauser USA.

ISA has long provided certifi cation 
for automation professionals through 

its Certifi ed Controls System Technician 
(CCST) program. ISA and Endress+Hauser 
will focus on providing training for Level 
1 certifi cation, which affi rms that tech-
nicians possess extensive knowledge of 
calibration, maintenance, repair, and 
troubleshooting.

The two have also codeveloped an 
online assessment tool for identifying 
technical strengths and knowledge gaps, 
allowing individuals to develop a training 
plan to meet specifi c needs. The tool is 
based on ISA’s CCST Body of Knowledge, 
and will be offered through both the ISA 
and Endress+Hauser websites in 2022. �

ISA, Endress+Hauser Collaborate to Expand Training Offerings

Obtaining value from digital 
transformation is only possible 
if culture change is achieved,” 

said Dow Global Process Automation 
technology leader Paul Tomlin. His pre-
sentation, “Utilizing Digital Technology 
to Gain Competitive Advantage,” was 
the keynote speech of the ISA’s Digital 
Transformation Virtual Conference, held 
on 31 August 2021. The presentation set 
the tone for the day-long virtual event, 
highlighting current industrial automa-
tion operational paradigms, identifying 
opportunities in digitalization, and em-
phasizing the importance of user involve-
ment in digital transformation.

Tomlin, who has worked with Dow since 
2005 and has held his current title since 
2012, noted that industrial automation pro-
fessionals need to challenge their operating 
assumptions if they want to move forward 
into digital manufacturing. “When you’re im-
proving value in a plant, there are two levers 
you can pull: operating cost improvement or 
asset utilization improvement,” he said.

Tomlin highlighted several strategies 
for identifying opportunities: target spe-
cifi c pain points, plan to measure value, 
and engage champions. “Champions” 
can be executive leadership, plant lead-
ership, and operators, he emphasized. 
The operator, or end user, is the most 

important person to get onboard.
Before moving forward, consider user 

interface improvement, data platform in-
tegration, and connectivity. “The best way 
to get a person to adopt a tool is to make 
it substantially better than what they had 
in the past,” Tomlin said. Just because a 
new tool is available does not mean op-
erators will immediately adopt it. “Make 
sure the end user experience is very se-
riously considered in terms of building 
those tools, because that’s going to be 
a very important factor in adoption.” He 
also reminded listeners that digital tech-
nologies are a tool, an enabler. �
–By Melissa Landon

Dow Technology Leader Keynotes Digital 
Transformation Virtual Conference
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The ISASecure Program announced 
that Johnson Controls has earned the 
fi rst ISASecure Component Security 

Assurance (CSA) certifi cation for its smart 
building products featuring YORK YK and 
YZ centrifugal chillers. Industrial control sup-
pliers can earn ISASecure certifi cations for 
robust products that are free from recog-
nized liabilities. The ISASecure CSA certifi -
cation assures Johnson Controls customers 
that each chiller product meets the technical 
security requirements for industrial automa-
tion and control system (IACS) components, 
as defi ned in the internationally recognized 
ISA/IEC 62443-4-2 cybersecurity standards, 
and is developed in accordance with the 
internationally recognized ISA/IEC 62443-
4-1 cybersecurity standard.

The ISASecure program has provided 

IACS cybersecurity certifi cation for more 
than a decade, and has now demon-
strated the effectiveness of the ISA/IEC 
62443 family of standards for securing 
smart buildings technology. Cybersecu-
rity threats are rising, and businesses are 
considering the potential vulnerabilities of 
unprotected building infrastructures. 

“We understand what’s at stake for our 
customers,” said Jason Christman, vice 
president and chief product security offi cer, 
Johnson Controls. “That’s why Johnson 
Controls is committed to bringing cyber-
resilient building solutions to market. The 
ISASecure certifi cation recognizes this 
commitment and provides reassurance at 
a time when cyberthreats to operational 
technology are increasing.”

Johnson Controls received the ISASecure 

CSA conformance certifi cate from exida 
LLC, an ISASecure- and ISO 17065–accred-
ited certifi cation body. “Johnson Controls 
continues to demonstrate leadership in 
cybersecurity for smart buildings,” said 
Mike Medoff, director of cybersecurity 
certifi cation at exida. “The CSA certifi -
cation of Johnson Controls YZ and YK 
centrifugal chillers is an industry fi rst.” 
The company previously had earned the 
ISASecure Security Development Lifecycle 
Assurance (SDLA) certifi cation.

The ISASecure CSA certifi cation indi-
cates that the security capabilities of com-
ponents, such as software applications, 
embedded devices, host devices, and net-
work devices, conform to requirements 
in the ISA/IEC 62443 standards. The 
ISASecure SDLA certifi cation assures that 
Johnson Controls’ product-development 
security practices, including its OpenBlue 
platform, conform to the ISA/IEC 62443-
4-1 security lifecycle standard. �

ISA celebrated Cybersecurity Awareness Month with the debut 
of a dual-track Cybersecurity Standards Implementation Virtual 
Conference (CSIC). The 19 October event featured industrial 

cybersecurity specialists and other speakers hailing from Pfi zer, the 
NATO Energy Security Center of Excellence, the U.S. Department 
of Commerce, and the U.S. Forest Service to address operational 
technology (OT) cybersecurity issues.

This second annual CSIC again offered strategies for mitigating 
organizational threats and vulnerabilities through the use of the ISA/
IEC 62443 series of standards. ISA/IEC 62443, endorsed by the Unit-
ed Nations and globally recognized, was the centerpiece of many 
presentations. The ISA99 committee developed the ISA/IEC 62443 
series of standards to provide a fl exible framework to address and 
mitigate current and future security vulnerabilities in industrial auto-
mation and control systems (IACSs).

Track 1 kicked off with a keynote from Zach Tudor, associate labo-
ratory director of Idaho National Laboratory’s National and Home-
land Security (N&HS) directorate. His presentation was called “Ac-
tion Plan for ICS Competencies.” In his closing remarks, he offered 
a few key steps to move forward in OT environments: “We have to 
make sure everyone realizes that industrial cybersecurity is differ-
ent. . . . Collaboration is key; none of us is as smart as all of us…. 
We have to make standard curricular materials widely available.”

Track 2 introduced listeners to six panelists, including ICS Cyber-
security Advisor’s Johan Nye and OIT Concepts’ Eric Cosman, who 
participated in the 62443 Standards Update Panel Discussion.

Attendees who chose track 1 heard about Pfi zer’s plant fl oor cy-
bersecurity journey, observed a supply chain risk management panel 
featuring ISA President Steve Mustard, and learned about applying 
ISO/IEC 27001/2 and the ISA/IEC 62443 series in OT environments 
from Pierre Kobes of Siemens AG, among other great sessions. 
Track 2 listeners heard an ISA security update from Andre Ristaino, 
learned from Verve CEO John Livingston, and saw several technol-
ogy demonstrations and trainings.

Because this multifaceted event offered many choices, registered 
attendees were encouraged to come later and view what they 
missed in the following 30 days. A full list of all presenters can be 
found on the event’s website (https://virtualcsic.vfairs.com).

A related event, the Cybersecurity Standards Implementation Vir-
tual Conference – Middle East, is scheduled to debut 7 December, 
running live 8:00–14:00 GMT +3. Registered attendees will also be 
able to watch it later on demand. Information and registration links 
for all ISA virtual conferences and webinars are at https://isaautoma-
tion.isa.org/virtual-events-program. �

ISA Hosts Multitrack Cybersecurity Conference
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Johnson Controls Earns World’s First ISASecure 
CSA Certifi cation for a Smart Buildings Product



Peter Fuhr, PhD, was named a 
2021 ISA Fellow in honor of his 
pioneering work in networked 

sensor systems for structures, wireless 
technologies, and mobile platforms; and 
for designing secure integrated network 
architectures for petrochemical, pharma-
ceutical, and military needs.

He has been involved in industrial wire-
less, sensors, and secure systems for more 
than 30 years. He has served as a NASA 
space optical physicist, university profes-
sor, serial entrepreneur, and distinguished 
scientist at Oak Ridge National Labora-
tory (ORNL) (www.ornl.gov/staff-profi le/
peter-l-fuhr), where he is the technology 
director for the Unmanned Aerial Systems 
Research Laboratory. In the photo, he is 
shown standing in front of 5-GHz and 
60-GHz radio transceivers, which he uses 
for doing research and development for 
rural broadband communications.

Concurrently, Fuhr also is a professor 
of electrical engineering and computer 
science at the University of Tennessee, 
which allows him to help direct and par-
ticipate in graduate student doctoral re-
search. “I think I’m a teacher at heart,” 
says Fuhr. “I get asked how I know so 
much in the application space, specifi -
cally inside industrial applications. It’s all 
by being educated from people I’ve met 
through the International Society of Auto-
mation [ISA]. It may seem like [teaching 
is] only one way, but I’ve been getting 
taught, too—by friends, colleagues, and 
other individuals inside ISA.”

Fuhr is a technical instructor for ISA and 
is the former director of its Communica-
tion Division. He also served as the co-
chair of the Secure Infrastructure Controls 
Society, is the co-founder and past chair 
of the Wireless Industrial Networking 
Alliance, and co-chairs the Association for 
Advanced Agricultural Technology. 

Automation in space
In addition to the people he has met 
along the way, Fuhr humbly credits much 
of his success to being in the right place 

at the right time, including for his role 
as a space optical physicist. “I was very 
fortunate to go straight from school as 
a neophyte to work at NASA Goddard 
Space Flight Center and get trained on 
how to build a complicated automation 
system that’s up in space,” he says.

Two of the satellites he worked on are 
still in orbit. When he speaks of them, it 
seems like he is remembering a couple of 
old friends. “If the conditions are right, I 
can look up in the sky and every 90 min-
utes see the satellites go overhead. And 
that’s nice.”

He next had the opportunity to start a 
program in optical sciences at the Univer-
sity of Vermont, and he credits a support 
system there with helping to get him 
established in the technology area. Then, 
the timing was right for the professor 
“to start doing smart structures funded 
by the National Science Foundation, inte-
grating systems into an application area, 
putting sensors in hydro dams and nucle-
ar containment vessels, etc.” 

Flying sensors on drones
“Then came my introduction to ISA,” 
he adds, “where I got to meet so many 
people and hear about different needs. 
I was lucky to be educated by a lot of 
people in intersecting technologies. We 
put it all together. Now I’m the technol-
ogy director for our national lab’s drone 
activities, and we’re fl ying those [sensors] 
on drones.”

He is also a contributing member of a 
number of ISA, IEEE, and SPE work groups 
and committees. Fuhr’s R&D interests are 
broad but principally involve secure com-
munications, sensors, multidisciplinary 
applications, and control systems. He has 
embedded sensors into various structures 
worldwide, including buildings, dams, 
airplanes, hot air balloons, spacecraft, 
nuclear power plant containment vessels, 
and even humans. He has also deployed 
wireless systems in innumerable industrial, 
agricultural, underwater, underground, 
and even outer space settings.

“I’ve been 
lucky over 
the years to 
be on some 
pretty hot 
horses in technology, right at the fore-
front of different things,” says Fuhr. “Or 
to use a surfi ng analogy, it’s just riding 
the wave. Then you jump over to another 
wave—now let’s ride that technology ap-
plication for a while. That’s the thing: It’s 
all application. I’m an engineer. I have 
degrees in physics and electrical engi-
neering and mathematics, but I’m an ap-
plied engineer. That’s why we’re in this 
fi eld right here [see sidebar].”

His recent activities have included R&D 
pertaining to sensors and systems appro-
priate for environmental monitoring of 
fracking; water quality sensing for indus-
trial enterprises; sensing and communi-
cation systems for operation in harsh set-
tings, such as deep water, within nuclear 
reactors, and in corrosive environments; 
and examining the intricacies of printed 
electronics in an additive manufacturing 
(3D printing) environment.

A great visionary
Penny Chen, senior principal technology 
strategist at Yokogawa US Technology 
Center, says, “Peter has a great vision of 
what technology is to come, and when 
he believes that technology can make a 
difference in certain ways, he is just full 
energy, full effort. He goes for it. That 
also shows in his entrepreneurship.”

As a subject-matter expert (SME) for 
Smart Grid Secure Communications, Fuhr 
has written numerous briefs for the De-
partment of Energy, the FCC, and Con-
gress on electric utilities’ implementation 
of advanced technologies. He is a fre-
quent speaker and has served in a variety 
of capacities for technical meetings, sym-
posia, and conferences around the world.

In addition to authoring and present-
ing more than 800 technical journal and 
conference publications and presentations,

(continued on next page)

Meet 2021 ISA Fellow Peter Fuhr

Highlights & Updates | association news

WWW.ISA.ORG       INTECH DECEMBER 2021       41



Doug Mohr, U.S.
Zach A. Otto, U.S.
Jorge A. Vega, U.S.
Zachary Weber, Eagle River Water and 
 Sanitation District, U.S.
Seth Young, MillerCoors, U.S.

Level 3
Brian Bruner, Xcel Energy, U.S.
JD Glenn, Dorada Foods, U.S.
Michael John Sneddon, U.S.

Certifi ed Automation Professionals
Eric J. Anderson, U.S.
Alexander Cottengim, U.S.
Eric Kimball Jaime, U.S.
Muzammal Saud Khan, Pakistan
Sarbottam Pant, Meiden America, Inc., U.S.
Christian Djateu Pettang, DC Water & Sewer 
 Authority, U.S.

association news | Certifi cation

Level 1
Andrew Boone, U.S.
Sean Keane, MillerCoors, U.S.
Brad Koenig, Iowa State University, U.S.
Mansour Nasser Al Rifi , Saudi Arabia
Christian G. Ransdell, U.S.
Christian M. Smith, U.S.
Charles A. Thompson, U.S.
Thomas Michael Vigue, U.S.

Level 2
Ibrahim A. Al Meftah, Saudi Arabia
Danny Cooper, MillerCoors, U.S.
Justin Wade Davis, Transcanada, U.S.
Raymond J. Eye, M Davis & Sons Inc., U.S.
John Gowder, MillerCoors, U.S.
David Halter, MillerCoors, U.S.
Autumn D. Hansen, U.S.
Paul Kaczorowski, MillerCoors, U.S.
Jorge Maldonado, U.S.

New CAPs and CCSTs
The following individuals have recently passed either ISA’s Certifi ed Automation Profes-
sional (CAP) exam, or one of the three levels of the Certifi ed Control Systems Tech-
nician (CCST) exam. For more information about either program, visit www.isa.org/
training-and-certifi cation/isa-certifi cation.

Certifi ed Control System Technicians
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Industry innovator, ISA Fellow, and “the 
genius behind feedforward control” 
Francis Gregway “Greg” Shinskey died 

peacefully in September at the age of 89. 
“I often thought that there was nobody 

that had more impact on forwarding the mis-
sion of ISA during my lifetime than Greg Shin-
skey,” says retired Schneider Electric executive 
Peter Martin. “ISA was like the automation 
and control leader of industry, and Greg was 
the control leader of industry. If I think back 
during my career, there are probably only a 
few names that come up that are even close 
to that. He kind of set the path for them.”

Read more on page 8 or online at Auto-
mation.com. �

ISA Fellow, continued 
from p.41

In Memory of “The 
Genius Behind 
Feedforward Control”

Doing a Whole Bunch of Sensing
Automation.com caught up (remotely) with ISA Fellow Peter Fuhr, PhD, in the moun-
tains of Northwest Montana. His joy in doing what he loves was evident in the en-
ergetic, cheerful voice on the other end of the line and his easy laughter. “I’m with 
some of my colleagues working on a Department of Energy activity related to wild-
fi res associated with things like transmission lines and cracked insulators,” he said. 
“It’s just beautiful today—about 65 degrees, blue skies, light winds. We’re fl ying 
drones and doing a whole bunch of sensing and stuff like that. Just another day!”

The photos show Fuhr’s current activities in the fi eld. Even as ISA’s interview ended, 
his latest adventure was calling. “I’m going to go back out,” he said, “I want to fl y 
some more drones by the trees and water here. . . .”

Thermal images of R&D conducted in Montana by Fuhr and his team. Left: a 
thermal image of Fuhr about to launch a batch of handheld drones. Right: Image 
taken from a sensor-laden drone of a hydroelectric dam. 

Fuhr has been an expert witness 
in communications and sensor court 
cases; patented technical innovations; 
performed many technical assessments 
of companies soliciting venture capi-
tal funding; and has provided technical 
consulting services to companies large 
and small. He served as an SME for JP 
Morgan’s venture investment division, 
and, as a faculty member, founded and 
directed the Institute for Sensors and 
Wireless Networking.

He continues to be a technical reviewer 
for proposals submitted to various govern-
mental organizations, and routinely deliv-
ers technology overview and fundamental 
research presentations to cross-disciplinary 
audiences throughout the world.

Fuhr is the recipient of the Presidential 
Award for Excellence in Research and is 
a Senior Member of both the Institute of 
Electrical and Electronics Engineers and 
International Society of Automation. Find 
out more about ISA Fellows and other 
awards at www.isa.org/members-corner/
isa-honors-and-awards. �
–By Lynn DeRocco
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The ISA/IEC 62443 standards, Industrial 
Automation and Control Systems 
Security, have been officially desig-

nated as a horizontal series by the Geneva-
based International Electrotechnical Com-
mission (IEC), establishing primacy across 
the wide range of IEC standards projects on 
matters related to cybersecurity in industrial 
and related applications.

The IEC defines horizontal standards as 
those that are widely applicable and are to 
be used by all relevant committees to ensure 
consistency and coherence in IEC standards. 
The status is granted following an enhanced 
IEC review process and approval by the 
Standardization Management Board, which 
is responsible for the management and su-
pervision of IEC standards work.

The ISA/IEC 62443 standards are devel-
oped primarily by the ISA99 committee with 
simultaneous review and adoption by the 
IEC. ISA99 draws on the input of cyberse-
curity experts across the globe in developing 
consensus standards that are applicable to 
all industry sectors and critical infrastruc-
ture, providing a flexible and comprehensive 
framework to address and mitigate current 
and future security vulnerabilities in indus-
trial automation and control systems.

IEC horizontal status is the latest of sev-
eral notable recognitions in the ongoing de-

velopment and growing global application 
of the ISA/IEC 62443 series. These include:
n A decision by the United Nations Eco-

nomic Commission for Europe to inte-
grate the standards into its Common 
Regulatory Framework on Cybersecuri-
ty, which serves as an official UN policy 
position statement for Europe.

n An agreement at the request of the 
NATO Energy Security Center for Excel-
lence to establish official collaboration 
and exchange of information.

The IEC horizontal recognition also fol-
lows completion of several key stan-
dards in the ISA/IEC 62443 series:

n ISA/IEC 62443-3-2: Security Risk Assess-
ment for System Design, defines a com-
prehensive set of engineering measures 
to guide organizations through the es-
sential process of assessing the risk of 
a particular industrial automation and 
control system (IACS) and identifying 
and applying security countermeasures 
to reduce that risk to tolerable levels. The 
standard can be effectively applied across 
all industry segments and critical infra-
structure sectors that depend on secure 
IACS operations, providing guidance to 
all key stakeholder categories, includ-
ing asset owners, system integrators, 
product suppliers, service providers, and 

compliance authorities. 
n ISA/IEC 62443-4-1, Product Security 

Development Life-Cycle Requirements, 
which specifies process requirements 
for the secure development of products 
used in an IACS and defines a secure 
development lifecycle for developing 
and maintaining secure products. 

n ISA/IEC 62443-4-2, Technical Security 
Requirements for IACS Components, 
which provides the cybersecurity tech-
nical requirements for components 
that make up an IACS, specifically the 
embedded devices, network compo-
nents, host components, and soft-
ware applications.
Other standards in the ISA/IEC 62443 se-

ries cover terminology, concepts, and mod-
els; establishing an IACS security program; 
patch management; and system security 
requirements and security levels. All may be 
accessed at www.isa.org/findstandards.

In addition, ISA offers extensive train-
ing resources on cybersecurity, as well as 
safety, fundamentals, and other topics in 
industrial automation and control systems. 
Visit www.isa.org/training for information.

For more information on ISA99 and 
the ISA/IEC 62443 series of standards, 
contact Eliana Brazda, ISA Standards, 
ebrazda@isa.org. n

ISA/IEC 62443 Cybersecurity Series Designated 
as IEC Horizontal Standards

The ISA88 standards committee, Batch 
Control, will soon begin work in con-
cert with IEC SC65A on an update of 

Batch Control Part 1: Models and Terminol-
ogy. The standard, last published as ANSI/
ISA-88.00.01 in 2010, defines reference 
models for batch and related procedure-
oriented manufacturing as used in the pro-
cess industries and terminology that helps 
explain the relationships between those 
models and terms.

Leading the collaboration will be David 
Board of Rockwell Automation in the U.K. 

He will serve as both the chair of the ISA88 
committee and convenor of the related 
working group within IEC SC65A, which 
is MT 61512. Board has previously served 
as a working group leader within ISA101, 
Human-Machine Interface, for which he 
received an ISA Standards & Practices De-
partment Award in 2017 for his leadership 
in developing ISA-TR101.02, HMI Usability 
and Performance.

Following the revision of Part 1, work 
is expected to begin on updating the 
other standards in the ISA-88 series. 

These include:
n Batch Control Part 2: Data Structures 

and Guidelines for Languages 
n Batch Control Part 3: General and Site 

Recipe Models and Representation
n Batch Control Part 4: Batch Production 

Records
All of the ISA-88 standards may be ac-

cessed at www.isa.org/findstandards.
ISA88, like all ISA standards committees, 

is open to all who are interested. Please con-
tact Charley Robinson, crobinson@isa.org 
for information or to join ISA88. n

ISA88 and IEC to Collaborate in Updating ISA/
IEC Batch Standards



Author’s note: This is an excerpt of a new whitepaper available for download (www.isa.
org/isagca). It offers guidance for organizations familiar with ISO/IEC 27001 that are inter-
ested in protecting the OT infrastructure of their operating facilities based on the ISA/IEC 
62443 series. The paper describes the relationship between the ISA/IEC 62443 series and 
ISO/IEC 27001/2 and how both standards may be used effectively within one organiza-
tion to protect both IT and OT. 62443 does not require the use of an underlying informa-
tion security management system (ISMS). However it requires that, if the organization has 
an established ISMS, the security program in the OT environment should be coordinated 
with it. The whitepaper, and this article, are assuming an existing ISMS based on ISO/IEC 
27001/2. Other information security standards similar in scope to 27001 might be used 
effectively together with ISA/IEC 62443.

Many organizations (especially very large ones) have established policies and proce-
dures governing the information technology (IT) security in their office environ-
ments. Many of these are based on ISO/IEC 27001/27002. Some have attempted 

to address their operational technology (OT) infrastructure under the same management 
system, and have leveraged many IT/OT commonalities. 

Although it would be ideal to always select common controls and implementations for 
both IT and OT, organizations have had challenges in doing so, such as OT operator screen 
locking creating unsafe conditions, antivirus products that are incompatible with OT equip-
ment, patching practices that disrupt production schedules, and network traffic from routine 
backups blocking safety control messages. The ISA/IEC 62443 series of standards explicitly 
addresses issues such as these; this helps an organization maintain conformance with ISO/
IEC 27001 through common approaches wherever feasible, while highlighting differences in 
the approach of IT versus OT where needed.

44       INTECH DECEMBER 2021       WWW.ISA.ORG

ICS CYBERWATCH

Two Standards, 
One Integrated 
Industrial  
Cybersecurity 
Plan By Pierre Kobes

New ISAGCA whitepaper explains how 
to apply ISO/IEC 27001/2 and the ISA/
IEC 62443 series to secure operational 
technology environments.



62443-2-1

62443-2-4

62443-4-1
62443-3-3
62443-4-2

Asset 
owners

Service 
providers

Product 
suppliers

Establishment of 
security programs

Implementation of technical and 
procedural security measures

Development and maintenance of 
technical solutions with integrated 

security measures

Development of security capabilities in 
products and support with security 

guidelines and security updates

ISA/IEC 62443

addresses

addresses

addresses responsible for

responsible for

responsible for ensuring

Background
Scope of ISO/IEC 27001/2. The standard ISO/
IEC 27001 provides requirements for estab-
lishing, implementing, maintaining, and 
continually improving an underlying infor-
mation security management system and 
a list of commonly accepted controls to be 
used as a reference for establishing security 
requirements (ISO/IEC 27000, the glossary 
and introduction to the 27000 series, de-
fines the term control as “measure that is 
modifying risk”). In addition, ISO/IEC 27002 
provides further detailed guidance for orga-
nizations implementing these information 
security controls. It is designed for organiza-
tions to use as a reference for selecting con-
trols within the process of implementing an 
ISO/IEC 27001–conformant ISMS.

IT and OT. “IT” is the common term for 
the entire spectrum of technologies for in-
formation processing, including software, 
hardware, communications technologies, 
and related services. “Operational technol-
ogy” or “OT” is hardware and software that 
detects or causes a physical change, through 
the direct monitoring and/or control of in-
dustrial equipment, assets, processes, and 
events. Increasingly, IT products and systems 
are used in OT infrastructures, and recently, 
the advent of Internet of Things (IoT) and In-
dustrial Internet of Things has further blurred 
the IT/OT distinction. However, the main dif-
ference is that OT environments in general 
must comply with strict integrity, availability, 
and performance constraints due to the fact 
that operation outside of the constraints may 
affect health, safety, or the environment.

Scope of the ISA/IEC 62443 series. The 
scope of the ISA/IEC 62443 series of stan-
dards is the security of industrial automa-
tion and control systems (IACSs) used in 
OT infrastructures. This includes control 
systems used in manufacturing and pro-
cessing plants and facilities, geographi-
cally dispersed operations such as utilities 
(i.e., electricity, gas, and water), pipelines 
and petroleum production, and distribu-
tion facilities. The ISA/IEC 62443 series has 
also gained acceptance outside its original 
scope, for example in building automation, 
medical systems, and industries and applica-
tions such as transportation networks that 
use automated or remotely controlled or 
monitored assets.

Figure 1 is an overview of the scope of 
some core documents of the ISA/IEC 62443 

series. Part 62443-2-1 is targeted at orga-
nizations that are responsible for IACS fa-
cilities, which includes owners and opera-
tors (termed “asset owners” in the series). 
It provides requirements for asset owner 
IACS security programs. Note: The present 
document refers to the most recent version 
of part 62443-2-1, which is not finally ap-
proved as an international standard and 
may be subject to changes. It is not ex-
pected that these changes will impact the 
recommendations of this paper.

In addition, the ISA/IEC 62443 series 
provides conformance requirements for 
all entities supporting asset owners in the 
implementation of technical and proce-
dural security measures for the protection of 
operating facilities from cyberthreats. Part 
62443-2-4 provides security requirements 
for integration and maintenance service 
providers supporting asset owners in the 
development and operation of OT-specific 
technical solutions. Parts 62443-3-3 and 
62443-4-2 define requirements for security 
capabilities of systems and components, re-
spectively. Part 62443-4-1 includes lifecycle 
requirements for product suppliers for the 
development and support of products with 
adequate security capabilities. In addition, 
the ISA/IEC 62443 series includes guidance 
documents for specific issues like patch 
management and risk-based system parti-
tioning in zones and conduits.

A two-part approach to OT  
cybersecurity
ISO/IEC 27001/2 and the ISA/IEC 62443 
series address two complementary parts 
of an overall OT cybersecurity approach 

(figure 2). ISO/IEC 27001/2 standards have 
been broadly used for many years as a base 
for organizing the information security of 
organizations. The processes and overall 
management structure of organizations re-
sponsible for OT environments may be inte-
grated with an ISMS based on these stan-
dards, as will be described here. The ISA/IEC 
62443 series addresses specific needs of OT 
infrastructures and complements the ISMS. 
The OT infrastructure of operating facilities 
may be embedded in the IT infrastructure 
of the responsible organization or autono-
mously organized. In both situations, ISO/
IEC 27001/2 and the ISA/IEC 62443 series 
can be used for addressing complementary 
parts of an overall cybersecurity approach 
for OT environments.

ISO/IEC 27001/2 addresses the establish-
ment of an information security management 
system for the IT infrastructure of an organi-
zation. ISO/IEC 27001/2 specifies generic re-
quirements that are intended to be applicable 
to all organizations, regardless of type, size, 
or nature. The requirements for establishing, 
implementing, maintaining, and continually 
improving an ISMS are described in clauses 
4 to 10 of ISO/IEC 27001. Excluding any of 
the requirements specified in these clauses is 
not acceptable when an organization claims 
conformity to this standard.

In addition, ISO/IEC 27001/2 includes a 
set of controls addressing security topics 
that it requires to be given consideration in 
a comprehensive security strategy. In a risk-
based approach, an organization can ulti-
mately select controls from the list provided 
by ISO/IEC 27001/2 or from other control 
sets, or design new controls to meet specific 
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Figure 1. ISA/IEC 62443 addresses all entities involved in the protection of operating facili-
ties. Note: This represents the next edition of the ISA and IEC versions of part 62443-2-1, 
which is not finally approved as an international standard and may be subject to changes.



ISO/IEC 27001/2

Security Controls
(ISO/IEC 27001 Annex A and ISO/IEC 27002)

6.2.2 Teleworking

8.1.1 Inventory of assets

10.1.1 Policy on the use of cryptographic controls

9.1.1 Access control policy

11.2.9 Clear desk and clear screen policy

12.3.1 Information backup

Security Management 
(ISO/IEC 27001 clauses 4 to 10)

5.1 Leadership commitment

6.2 Information security 
objectives and planning to 
achieve them

5.3 Organizational roles, 
responsibilities and authorities

7. Resources/Competence/
Awareness/Communication/
Documented information

ISO/IEC 27001/2

ISA/IEC 62443
series

Information security of 
an organization

IT infrastructure
(Office environment)

OT infrastructure of operating 
facilities (OT environment)

addresses

addresses

needs as appropriate. The distinction be-
tween ISMS requirements and information 
security controls found in ISO/IEC 27001/2 
is illustrated by a few examples shown in 
fi gure 3.

The ISA/IEC 62443 series addresses spe-
cifi c needs required for cybersecurity in OT 
environments. The OT infrastructures of op-
erating facilities must fulfi ll specifi c require-
ments of integrity, performance, and avail-
ability to ensure operational continuity. Loss 
of operational continuity may, for example, 
manifest as an explosion, a blackout, or an 
incorrect formula or dose of a life-saving 
medicine. Many operating facilities imple-
ment dedicated safety systems to prevent 
operational conditions that would have 
health, safety, and environmental conse-
quences. Security requirements in ISA/IEC 
62443 are designed so they do not prevent 
or disrupt safe operation. 

Further, dedicated safety functions require 
unique protections, and therefore are sub-
ject to unique security requirements in the 
standard. As examples, the challenges men-
tioned above, often faced when extending 
existing IT security control implementations 
to OT, are addressed by 62443. The ISA/IEC 
62443 series includes requirements address-

ing various security topics to be handled in 
a comprehensive security program, in the 
same way that ISO/IEC 27001/2 includes a 
list of controls addressing these security as-
pects. The ISA/IEC 62443 requirements ad-
dress specifi c needs in the OT environment 
and complement the list of controls of ISO/
IEC 27001/2 by adding critical details rel-
evant to that environment.

ISO/IEC 27001/2 and ISA/IEC 62443 
should be combined to protect the OT infra-
structure of operating facilities. The above 
discussion shows how ISA/IEC 62443 aug-
ments ISO/IEC 27001/2 by incorporating 
specifi cs unique to the OT environment. 
However, ISA/IEC 62443 does not include 
all elements needed to secure OT. In par-
ticular, ISO/IEC 27001/2 provides ISMS re-
quirements and controls/guidance that are 
entirely common to IT and OT and are not 
found in ISA/IEC 62443. Therefore, a meth-
od for applying both standards to OT infra-
structure is recommended. The full whitepa-
per describes one such method. 

Comprehensive protection
ISO/IEC 27001/2 and the ISA/IEC 62443 
series complement one another for imple-
menting a comprehensive, risk-based, de-

fense-in-depth strategy for the protection 
of operating facilities including the contri-
bution of all entities:
� The combined requirements and con-

trols of ISO/IEC 27001/2 and 62443-2-1 
are the basis for asset owners to estab-
lish security programs and ensure the 
design and implementation of technical 
and procedural security measures.

� The requirements of ISA/IEC 62443-2-
4 are the basis for service providers to 
support asset owners by designing and 
maintaining technical solutions provid-
ing the required security capabilities.

� The requirements of ISA/IEC 62443-4-
1 are the basis for product suppliers to 
support asset owners and service pro-
viders by employing secure develop-
ment processes and providing guide-
lines and support for integrating and 
maintaining the security of products 
used in OT infrastructures.

� The requirements of ISA/IEC 62443-3-3 
and 62443-4-2 are the basis for provid-
ing product security capabilities neces-
sary for the implementation of pro-
tection schemes by asset owners and 
service providers.
To implement the approach, a mapping 

of the set of related ISO/IEC 27001/2 con-
trols to the elements of the security program 
of IACS asset owners specifi ed in 62443- 
2-1 is required. An organization may use 
the approach that relies on the structure 
of 62443-2-1 in security programs, or any 
other approach they fi nd convenient for 
merging ISO/IEC 27001/2 controls with 
62443-2-1 requirements. A reference map-
ping could be developed for this purpose 
as a commonly used resource, and ISA’s 
Global Cybersecurity Alliance (ISAGCA) is 
considering developing such a reference. 
Organizations could use such a mapping 
as a starting point for the development of 
their OT security programs and adjust it to 
their specifi c needs as necessary. �
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Figure 2. Scope of ISO/IEC 27001/2 and ISA/IEC 62443

Figure 3. Examples of ISMS requirements and security controls
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Sample of Jobs Available at Jobs.isa.org
See more at Jobs.isa.org, where you can search for available positions or advertise openings at your company. ISA 
members post resumes at no charge.

Principal site reliability engineer
Glowforge: The company, although based in Seattle, is a remote-
first company looking for an engineer to help manage and scale 
its growing infrastructure to ensure an outstanding experience 
for customers. The engineer will lead, mentor, and help grow a 
team of site reliability engineers to work with application devel-
opers; ensure services are properly instrumented, resilient against 
outages, and responsive to appropriate mediations; and partner 
with the product and data teams to ensure systems are appro-
priately provisioned. Qualifications include at least 10 years of 
combined professional experience in software development and 
system engineering, a relevant four-year degree, successfully 
managing the services of a web product, and comfort in various 
programming languages (including Ruby, Python, NodeJS, and 
Rust) . . . see more at Jobs.isa.org.

Assistant chief engineer
JLL: The engineer in Tampa, Fla., will supervise and direct main-
tenance staff and monitor the performance of their assigned 
responsibilities. The engineer will also check malfunctioning 
equipment and determine corrective action, provide training 
to expand the capacities of the operations staff, and supervise 
and implement the preventive maintenance program, including 
scheduling preventative maintenance with minimal disruption to 
building services, performing or delegating PM tasks, ordering 
parts, and maintaining inventory. The position requires two years 
of trade school in electrical system design, refrigeration, and 
HVAC and at least five years of experience in facility engineering 
maintenance . . . see more at Jobs.isa.org.

Electrical designer
Samuel, Son & Co.: CAID Automation, a division of Samuel, Son, 
& Co. in Tucson seeks solutions for challenging manufacturing 
processes by designing and building automated robotic systems. 
The electrical designer is responsible for the electrical engineer-
ing of control systems on automation equipment specific to cus-
tomer and project requirements. Specific duties include designing 
and developing electrical systems, supporting electrical techni-
cians, collaborating with other engineers and purchasing per-
sonnel, and preparing detailed working engineering drawings 
and schematics of electrical and pneumatic components and 
requirements. Requirements include an associate’s degree in a 
technical field, one to three years of experience, and strong ex-
perience in AutoCAD . . . see more at Jobs.isa.org.

Process engineering manager
Omeros Corporation: This position in Seattle is responsible for 
developing and supporting processes for the manufacture of 
protein-based therapeutics. The individual will work with inter-
nal and external resources for the development of these pro-

cesses and their transfer to clinical and commercial stage manu-
facturing plants. The successful candidate will manage technical 
relationships with CMOs responsible for manufacturing GMP 
drug substance for Omeros, be responsible for supporting CMC 
aspects of the company’s drug substances from development 
through manufacturing, and troubleshoot cell culture, fermen-
tation, and purification process and equipment challenges. The 
position requires a BS or MS degree in chemical engineering or a 
related scientific field, at least 10 years of biotechnology and/or 
pharmaceutical industry experience, demonstrated knowledge 
of cell culture and downstream protein processing and demon-
strated problem solving capabilities . . . see more at Jobs.isa.org.

System integration technician
Data-Linc Group: The company is looking for a candidate who 
has been in the automation industry for several years, has a 
demonstrated record of success with design and implementation 
of wired and wireless data communications systems (including 
PLCs), and is well-versed in the logical process of troubleshoot-
ing. We seek a team player who likes to tinker and solve prob-
lems. The technician will perform in network design and trouble-
shooting . . . . see more at Jobs.isa.org.
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HM-USB-ISO make it ideal for portable 
use.  Operating power is derived from 
the USB connection.  An easily installed 
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why I thought she would be a good fi t. With her 
permission, I introduced her to the search commit-
tee, and, after a rigorous search-and-evaluation 
process, Mary was chosen as the new ISA executive 
director. She brought skills in leadership, change 
management, and strategy development and ex-
ecution, and I will simply state that her achieve-
ments met all my expectations.

There are always opportunities and challenges 
moving an organization forward, but neither Mary 
nor any of us foresaw the world-changing COVID-19 
pandemic and its impact. She sought out opinions 
from throughout the organization and navigated 
that diffi cult challenge well.

Even more importantly, Mary understood that 
organizations need to periodically recalibrate 
based on member and industry needs, and she has 
done a great job of collaborating with staff and 
member volunteers to craft clear defi nitions of ISA 
guiding principles:
• Vision: Create a better world through automation.
• Mission: Advance technical competence by con-

necting the automation community to achieve 
operational excellence.

• Values: Excellence, Integrity, Diversity and Inclu-
sion, Collaboration, Professionalism.
The strategic objectives and programs that fol-

lowed this realignment have advanced ISA’s stature 
in industry. Mary will be leaving ISA at the end of 
2021 with the satisfaction of a job well done. She 
turns over an improved organization to the new 
ISA executive director, Claire Ramspeck. I invite all 
to join me in giving Mary a big thank you for a job 
well done and wish her well. �

The International Society of Automation’s 
current executive director, Mary Ramsey, will 
retire at the end of the year. She leaves 

behind her many accomplishments, including 
alignment of ISA’s goals, objectives, and actions, 
and the creation of the ISA Global Cybersecurity 
Alliance (ISAGCA). In my opinion, Mary Ramsey 
has done a great job as executive director, both 
by advancing ISA’s stature in the industry and in 
dealing with the unexpected COVID-19 pandemic.

A mix of serendipity and intuition let me play 
a part in Mary’s coming to ISA. I have been close 
to the organization ever since I was introduced to 
it as a young engineer at Johnson Controls in the 
1970s. A vice president who was an active mem-
ber recommended I join, and my fi rst formal con-
tact was attending an ISA three-day short course 
in 1975. The leading-edge topic was “applying 
microprocessors for control.”

I had known Mary professionally for many 
years—she had already had more than 20 years 
of experience in industrial automation when 
Schneider Electric promoted her into the role of 
senior vice president of its U.S. Industry Busi-
ness in 2012—when ISA began searching for a 
new executive director in 2017. At that point, I 
was aware Mary was available for another chal-
lenge, which was serendipitous. I then followed 
the advice given me years earlier by that Johnson 
Controls vice president who said, “To make things 
happen, it is important to have knowledge and 
respect your intuition.”

Serendipity and intuition explain my call to Mary 
Ramsey, during which I described the position and 

Mary Ramsey Has Advanced ISA, Creating a Better 
Organization 
By Bill Lydon

the fi nal say | views from Automation Leaders and
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Mary understood that organizations need to periodically 
recalibrate based on member and industry needs, and she has 
done a great job of collaborating with staff and member 
volunteers to craft clear defi nitions of ISA guiding principles.
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