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DIGITAL TRANSFORMATION

Digital Twins Enable the 
Autonomous Paper Mill
By Brad S. Carlberg, PE 

Creating dynamic process models for individual areas of a 
world-class kraft pulp mill can be challenging. The ability 
to import and export the actual control system configura-
tion to and from a digital twin has a range of benefits.
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Customization
By Jakob Dück

Customizing electromechanical interfaces to meet 
even the most unusual OEM requests is increasingly 
possible. Depending on the degree of individualiza-
tion required, modular design principles applied to 
connector products can provide convenient scalability 
and minimal customization.
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Measuring Power Quality
By Frank Healy

After turning off devices not in use, consider where 
energy waste arises to reduce energy consumption. 
Energy-saving studies can reveal where energy is 
being wasted due to the effects of harmonics and 
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28 From Alarm Floods to 
‘Highly Protected’ Status

   By Ryan Scofield, Tracy Blauvelt-Heilaman, and  

   Susan Chambers

The Solvay Novecare chemical plant needed a stron-
ger alarm management program to create a safer 
and more productive plant. So engineers sought help 
to create and execute a program that would relieve 
the sensory stress on operators, eliminate production 
delays, and improve plant safety.
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As they digitally transform, many 
plants are in the early stages of 
the journey from industrial auto-

mation to industrial autonomy,” says Kevin 
McMillen, president and CEO of Yokogawa 
Corporation of America. “The move to in-
dustrial autonomy has gained momentum 
due to the impact of COVID-19 and is at the 
forefront of efforts to improve worker pro-
ductivity, quality, and safety.”

McMillen says the results of digital 
transformation will “range from a con-
nected, empowered workforce to highly 
agile operations that can rapidly adapt 
and respond to market dynamics.” And 
he’s not alone.

In the AUTOMATION 2021 Special 
Report released this month, Auto-
mation.com’s Bill Lydon identifies the 
“digitalization dozen—12 trends mani-
festing the manufacturing digital revolu-
tion.” From edge computing to modular 
machine design to 5G wireless com-
munications and more, these trends are 
shaping industrial systems in profound 
ways. “The changes being enabled by 
both new technologies from outside 
the realm of traditional automation so-
lutions, as well as by proven tools and 
techniques expanded into new areas, 
will have impacts as transformational as 
the introduction of programmable logic 
controllers and distributed control sys-
tems a generation ago,” says Lydon. 

This second annual Automation & Con-
trol Trends Analysis ebook, produced by 
Automation.com and sponsored this year 
by Yokogawa, reveals a future leading to 
autonomous operations, such as those 
described in this month’s cover story 
(“Digital Twins Enable the Autonomous 
Paper Mill”). McMillen says that, accord-
ing to Yokogawa’s global process industry 
survey, “64% of end users expect to es-
tablish autonomous operations over the 
next decade.” He also agrees that the 
time is right for accelerated adoption of 

other technologies, such as open archi-
tecture, artificial intelligence and machine 
learning, cloud computing, the Industrial 
Internet of Things, and robotics.

Digital transformation requires the low-
cost implementation of change, such as 
the ability to make rapid, iterative, and da-
ta-driven innovations in plant operations. 
That might be best served by the quickly 
evolving “outcome-as-a-service” business 
model. “Although complete outsourcing 
of the operations and maintenance of an 
entire facility—such as process-plant-as-

a-service—is further in the future,” Mc-
Millen says, “smaller-scale initiatives such 
as equipment-, process unit-, feedstock-, 
or catalyst-performance-as-a-service are 
emerging.”

The COVID-19 pandemic has clearly 
helped the idea of industrial autonomy 
gain momentum as companies seek to 
improve worker productivity, quality, and 
safety, adds McMillen. “Outcomes will 
range from a connected, empowered 
workforce to highly agile operations that 
can rapidly adapt and respond to market 
dynamics. Plants that make these changes 
now will be ready for the next big disrup-
tion when it arises,” he says.

Sign up to receive the AUTOMATION 
2021 Special Report by visiting Automa-
tion.com/Trends2021 and let me know 
which of the Digitalization Dozen your 
organization is tasking you to apply and 
why. I want to know where you are on 
the journey from industrial automation to 
industrial autonomy. n

From Industrial Automation 
to Industrial Autonomy

By Renee Bassett, InTech Chief Editor

Perspectives from the Editor | talk to me ISA INTECH STAFF

CHIEF EDITOR 
Renee Bassett 
rbassett@isa.org

CONTRIBUTING EDITOR 
Bill Lydon 

blydon@isa.org

CONTRIBUTING EDITOR 
Charley Robinson 
crobinson@isa.org

PUBLISHER 
Rick Zabel 

rzabel@isa.org

PRODUCTION EDITOR 
Lynne Franke 
lfranke@isa.org

ART DIRECTOR 
Lisa Starck 

lstarck@isa.org

GRAPHIC DESIGNER 
Bonnie Walker 
bwalker@isa.org

ISA PRESIDENT 
Steve Mustard

PUBLICATIONS VICE PRESIDENT 
Joao Miguel Bassa

EDITORIAL ADVISORY BOARD
CHAIRMAN 

Steve Valdez 
GE Sensing

Joseph S. Alford PhD, PE, CAP
Eli Lilly (retired)

Joao Miguel Bassa
Independent Consultant

Eoin Ó Riain 
Read-out, Ireland

David W. Spitzer, PE 
Spitzer and Boyes, LLC

Dean Ford, CAP, PE 
IB Abel, Inc.

David Hobart 
Hobart Automation Engineering

Smitha Gogineni 
Midstream & Terminal Services

James F. Tatera
Tatera & Associates

ADVERTISING & SPONSORSHIP 

https://tinyurl.com/ISA-InTechMediakit2021

“

The changes being enabled 
will have impacts as  
transformational as the  
introduction of PLCs and 
DCSs a generation ago.



8       INTECH AUGUST 2021       WWW.ISA.ORG

Users understand the need to ap-
ply intelligent field devices to 
achieve efficiencies and remain 

competitive. Users also require more effi-
cient ways to deal with the reality of mul-
tivendor systems and Industrial Internet 
of Things (IIoT) devices. Suppliers with a 
strong commitment to serving custom-
ers are embracing open concepts to meet 
those customer needs.

The Open Integration Partner program, 
initiated by Endress+Hauser and now 
including 35 participating companies, 
seeks to improve the quality and effi-
ciency of device integration and life-cycle 
maintenance of control and automation 
systems by focusing on simple, fast, and 
manufacturer-independent integration of 
components and devices into automation 
systems. The group held its first physical 
meeting in June 2019 at Endress+Hauser 
facilities in Reinach, Switzerland, then 
took a year off during the pandemic.

The Open Integration Partner Meeting 
occurred again—virtually this time—on 
17 June 2021. The virtual event was an 
impressive follow-up to the first meet-
ing, during which users made it clear that 
process control industry users want open, 
interoperable systems instead of propri-
etary solutions. The cooperation partners 
this year included Auma Riester, Bürkert, 
Festo, Flowserve, Hima Paul Hildebrandt, 
Honeywell Process Solutions, Mitsubishi 
Electric, Pepperl+Fuchs, Phoenix Contact, 
Rockwell Automation, Schneider Electric, 
Softing Industrial Automation, and Turck.

Vendors have their own data models 
for intelligent devices, asset management 
systems, and other software. The Open In-
tegration initiative is focused on creating 
standard data models for devices to give 
users greater efficiency and productivity. 
This is analogous to what happened in the 
computer-aided design (CAD) market years 
ago, when each supplier had its own plat-
form and data models for creating CAD 
drawings: Major users, particularly in the 
automotive industry, demanded standard-
ization of the models. Eventually this drove 
the industry to open standards.

The meeting included a presentation by 
BASF on leveraging DIN SPEC 91406, the 
standard for automatic identification of 
physical objects and information on physi-
cal objects in information technology (IT) 
systems, particularly in IoT systems. DIN, 
the German Institute for Standardization, 
wrangles a consortium of asset owners and 
operators working on DIN SPEC 91406. 
Their goal is standardized identification of 
physical objects using 2D codes, such as QR 
codes, that mobile devices can read and 
that can be used to retrieve all relative in-
formation about a field device.

All information relating to the physical 
object can be identified in various IT sys-
tems, including assembly, maintenance, 
inspection, repair, and disassembly. Original 
equipment manufacturers (OEMs) can link 
all information, such as drawings, operating 
instructions, and spare parts lists to this ID, so 
users can quickly access all relevant informa-
tion. Test, calibration, certification, and other 

documentation can also be electronically 
linked to digital records for each device.

Using these IDs, everyone can ex-
change information about a physical de-
vice throughout its life cycle, creating a 
digital chain of secure electronic access. 
This one-to-one ID is therefore the pre-
requisite for accessing and maintaining 
information in the physical object’s digi-
tal twin throughout its life cycle. This is 
particularly important for physical objects 
embedded in IIoT systems.

Industrial use cases for a digital chain of 
secure data can include on-site access to 
installation information or safety instruc-
tions for construction and operations and 
maintenance personnel, and access to re-
pair instructions or spare parts lists for main-
tenance. Engineering can use digital chains to 
secure research of technical specifications 
on existing equipment, comparisons of 
OEM offerings, or downloads of 3D equip-
ment surface models. n —By Bill Lydon

Open Integration, ‘Digital Chain’ May Solve IIoT  
Device Management Challenges

ServiceNow Enters Industrial Sector with Digital Workflows

industry update | News from

ServiceNow, a company that streamlines work processes 
with modern digital workflows, recently debuted its first 
product for the manufacturing and industrial sectors. 

The company’s workflow automation platform enables an en-
terprise to optimize business processes in any area, including lo-
gistics, customer service, employee hiring, or scientific discovery.

The company says customers have been asking for help to se-
cure critical infrastructure. Abhijit Mitra, vice president and GM 
of industry products, said, “We are taking the IT expertise we 
have gained over the years and applying it to the manufacturing 

sector. We are applying our workflow platform [to] operational 
tech management.”

For its first product designed for the manufacturing sec-
tor, ServiceNow is partnering with Siemens Energy to help en-
ergy companies monitor, identify, and respond to cyberthreats. 
The solution combines AI-based software from Siemens’ Man-
aged Detection and Response service with ServiceNow’s Op-
erational Technology Management software to detect cyber 
anomalies and create a workflow to streamline their mitigation. n  

—By Melissa Landon
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Industrial networks have been using 
Ethernet for years. Now, work on the 
Advanced Physical Layer of Ethernet 

(Ethernet-APL) is accomplishing the goals of 
Industry 4.0 and industrial digitalization by 
closing the lingering communications gap 
between sensors/edge devices and business 
operations systems. The Ethernet-APL orga-
nization demonstrated the capabilities at the 
ACHEMA Pulse “Live Days” event in June. 
Organization members, including Field-
Comm Group, OPC Foundation, ODVA, and 
Profi bus & Profi net International, showcased 
“IT-centric instrumentation” for process con-
trol, including hazardous areas.

The Ethernet-APL strategy achieves a 
common sensor and instrument physi-
cal and transport but does not converge 
and harmonize communication protocols, 
which remain separate and unique. Using 
universally accepted IT and IoT methods 
and frameworks, Ethernet-APL is connect-
ing sensors to business systems in process 
plants using standard IEEE 802.3cg commu-
nications managed with IP—achieving high-
speed, uniform, sensor information transfer 
via Ethernet.

The initiative uses the work of the IEEE 
802.3cg task force, including amendments 

to the IEEE 802.3 
Ethernet standard 
for an Ethernet 
physical layer op-
erating at 10 Mb/s 
over single-pair ca-
ble with power de-
livery. Current and 
voltage will be lim-
ited to have an in-
trinsically safe solu-
tion for zones 0 & 1/
Division 1. The APL 
project team has 
also cooperated with semiconductor manu-
facturers, who will offer 10BASE-T1L Phys 
for Ethernet-APL, enabling sensor manufac-
turers to support the standard. Just like stan-
dard Ethernet, this is a common transport 
for multiple protocol and messaging types.

The multivendor demonstration during 
ACHEMA Pulse illustrated interaction across 
different product vendors and networks, 
highlighting the multiple options and in-
teroperability that Ethernet-APL will offer 
end users. The ACHEMA Working Ethernet-
APL demonstration included: Rockwell, 
Siemens, and Emerson process controllers; 
ABB industrial PLCs; and ABB, Emerson, 

Ethernet-APL is Closing the Industrial Digitalization Gap

News from | industry update

The ACHEMA demonstration included 12 different fi eld 
instruments and devices.

Endress+Hauser, and Siemens asset man-
agement software. The demonstration in-
cluded 12 fi eld instruments and devices from 
ABB, Emerson, Anderson Hauser, Krohne, 
Pepperl+Fuchs, Phoenix contact, Rockwell 
Automation, Sampson, Siemens, Stahl, 
Vega, and Yokogawa.

Ethernet-APL is the physical layer. Each 
individual standards organization will be 
responsible for its own conformance tests 
and Ethernet-APL certifi cations for devic-
es supporting the protocol. Some of these 
registrations are expected to be defi ned 
and available by the end of the year. �

—By Bill Lydon

The ISA Global Cybersecurity Alliance 
(ISAGCA), along with admeritia 
GmbH, announced that it is a con-

tributing organization for the release of the 
“Top 20 Secure PLC Coding Practices.” This 
public-sourced document is the result of a 
grass-roots initiative to provide guidelines to 
control engineers for improving the security 
posture of industrial control systems (ICSs).

ISAGCA members and others from around 
the world contributed to the document, 
which encompasses advice covering the four 
primary programmable logic controller (PLC) 
programming languages: Ladder Diagrams 
(LD), Function Block Diagrams (FBD), 
Structured Text (ST), and Instruction List (IL).

The “Top 20 PLC Coding Practices” docu-
ment began with Jake Brodsky’s S4x20 ses-
sion on tips and tricks he had learned in his 
long career with a water utility to improve 
the resiliency, maintenance, and security 

ISAGCA: Secure PLC Coding Best Practices Released
of programmable logic controllers and the 
underlying physical processes. PLCs, which 
were insecure when fi rst designed, have 
been better secured over the years through 
the development of secure protocols, en-
crypted communications, network segmenta-
tion, and more. However, there has not been 
a focus on using the characteristic features in 
PLCs, supervisory control and data acquisition 
systems, or distributed control systems (DCS) 
for security, or much instruction on how to 
program PLCs with security in mind, he said.

Dale Peterson—ICS security consultant, 
speaker, podcaster, and founder of S4 
Events—said Brodsky called out the fact 
that people programming and confi guring 
PLCs are not being taught security practices. 
“It’s gratifying that the community, includ-
ing organizations like ISAGCA, came to-
gether to fi ll this gap by creating and mak-
ing freely available the ‘Top 20 PLC Secure 

Coding Practices,’ ” he said.
Little to no additional software tools or 

hardware are needed to implement these 
practices. Download the document and 
fi nd links to informative videos at www.
plc-security.com. � —By Renee Bassett

Two of the project leaders, Sarah Fluchs and 
Vivek Ponnada, joined Dale Peterson on his 
podcast and webcast to discuss the list and 
how it can be used.          Source: plc-security.com
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PureCycle Technologies is planning a network of global facili-
ties to enable large-scale recycling of a common but rarely 
recycled plastic. It is being supported by advanced digital 

technologies and automation from Emerson Automation Solutions. 
Emerson’s Plantweb digital ecosystem was chosen for the breadth 
of digital solutions, including intelligent sensors and control valves, 
advanced operations software and systems, cloud data manage-
ment, and analytics.

“Unlike traditional manufacturing facilities coping with trans-
forming legacy platforms to digital, PureCycle’s progressive ap-
proach will enable all future facilities to be born digital,” said Dustin 
Olson, chief manufacturing officer of PureCycle Technologies. 
“With Emerson’s help, each PureCycle facility is expected to start up 
with the most advanced digital automation technologies available, 
allowing for faster project completion, fully integrated systems, and 
world-class operating performance.”

Polypropylene, identified as resin recycling code #5, is one of the 
world’s most versatile plastics produced. It is widely used around the 
world for food and cosmetics packaging, toys, automobile parts, and 

more. Despite more than 170 billion pounds being produced each 
year, less than 1 percent is reclaimed annually for recycling and reuse.

“PureCycle’s first-of-its-kind technology purifies waste plastic to 
remove color, odor, and other contaminants to create a near-virgin 
ultrapure recycled polypropylene suitable for nearly any applica-
tion,” Olson said.

PureCycle Technologies holds a global license to commercialize 
the only patented solvent-based purification recycling technol-
ogy, developed by The Procter & Gamble Company. Early last 
year, machine builder Koch Modular was awarded the design 
and construction contract for the new plastics recycling plant. 
Koch Modular had been working with PureCycle for more than 
three years on the development of the technology. Koch Modu-
lar designed and constructed the predecessor Phase I Feedstock 
Evaluation Unit, which delivered successful production at scale 
in 2019. Koch’s contract included the supply of a complete 
raw-material-in-finished-product-out process system, modularly 
constructed, in a controlled indoor environment, that was then 
shipped to the plant site via roadway. n —By Renee Bassett

PureCycle Plastics Recycling Plants Will Be ‘Born Digital’

industry update | News from

The Association for Advancing Auto-
mation (A3) has created a new artificial 
intelligence (AI) Technology Strategy 

Board of leading AI experts. It is part of a ma-
jor initiative to promote education and adop-
tion of the applications of artificial intelligence 
in automation industries. This new board 
places AI leadership at the same level as A3’s 
existing technology groups: robotics, vision & 
imaging, and motion control & motors.

Artificial intelligence is layering atop robot-
ics, vision, motion control, and other automa-
tion technologies to create new solutions, 
great flexibility, and expanding opportunities. 
Big tech companies—once focused more on 
phones than factory floors—now view manu-
facturing, robotics, and industrial automation 
as key segments of their businesses.

The AI Technology Strategy Board will com-
prise senior executives from leading AI and 
technology companies. This is the first time 
the global trade association has added a tech-
nology group to its leadership since adding 
motion control in 2006. A3 represents 1,100 
companies from across the automation indus-
try. Companies such as Amazon, GE, Google, 
Intel, Microsoft, NVIDIA, and Siemens have 
helped guide A3’s initiatives. n

New Group to Further 
AI for Industrial  
Automation In a world of increasing interest in open 

systems, Endress+Hauser showed its 
technological innovation in the areas of 

sensors, edge devices, and smart instrumen-
tation. In May the company announced its 
Netilion IIoT solution platform, which com-
bines digital services and hardware com-
ponents that improve the management, 
maintenance, and support of process con-
trol instruments and analyzers. Netilion helps 
users keep track of their installed base of 
instrumentation, including the instruments’ 
performance and health status.

A free smartphone app guides the user 
in capturing field instrument asset data us-
ing QR codes or RFID tags, storing images 
and instrument locations/accessibility, and 
saving other quality-relevant data. Netilion 
Analytics can be used to create a digital 
twin of the system, while Netilion Health 
tracks the condition of the instrument so 
that maintenance optimization measures 
can be initiated.

Netilion securely connects field devices, 
such as the new FieldEdge SGC500 gate-
way to the Internet, supporting HART, 
WirelessHART, and Profibus communica-
tion standards in combination with Eth-
erNet/IP. The connection can be used to 
securely upload installed-base information 
and create lists of the instruments without 

requiring interaction with control systems. 
HTTPS data transfer with end-to-end en-
cryption and authentication according 
to the OAuth 2.0 standard guarantees a 
highly secure connection, and data can 
only flow in one direction—from the field 
device to the Internet. n

Endress+Hauser Unveils IIoT, Edge Innovations

The Netilion IIoT solution platform 
includes a smartphone app.
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Tips and Strategies for Managers | executive corner

Cybersecurity Preparedness Depends on Procedures 
and Infrastructure
By Achilli Sfizzo Neto

was five days after detection. However, the aver-
age time for intrusion detection was a staggering 
66 days. Although cybercriminality is very much a 
developing practice, the good news is there are 
parallels among many incidents.

Hacking does not occur in one fell swoop. It 
typically involves days, weeks, or months of bad 
actors snooping around the network and making 
a battle plan, be it a coordinated multi-actor effort 
or a lone wolf attack. By giving organizations the 
tools to detect unauthorized access and activity, 

smart automation systems can shut down these 
intrusions long before they turn into frontpage 
headlines.

This is accomplished by threat detection de-
vices—which funnel all data to and from an OT 
network—working in concert with programmable 
logic controllers and other controllers. Artificial 
intelligence and machine learning algorithms can 
perform tasks such as cutting power in strategic 
locations, turning off device communications, initi-
ating secure firewalls, identifying and quarantining 
affected devices, and denying external access to 
the network during cyberevents. Before unauthor-
ized access can grow into a highly consequential 
attack, these quick intrusion detection and 
defense-in-depth strategies can be used to drasti-
cally reduce the risk of disruptive incidents.

Managers and leaders must support modern 
infrastructure improvements and champion safe 
practices in their companies. Cyberevent preven-
tion begins with a culture of awareness and is car-
ried forward by appropriate investments in people, 
procedures, and products.

This is more important than ever because global 
supply chains carry the potential for chaotic disrup-
tion with widespread impact, sometimes triggered 
by exploiting a single vulnerability. For this reason, 
there is no room for downtime when cybercrimi-
nals strike. With cyberattacks, it is not a question 
of if, but of when they will impact your organi-
zation. By taking proactive steps, companies can 
significantly reduce their impact. n

Ransomware and malware are increasingly tar-
geting industrial operational technology (OT) 
networks and applications, forcing OT to play 

catch up with information technology (IT) by defining 
and following strategies for defense in depth.

Every member of an organization in the OT 
space, from its frontline workers to executives, 
must change daily procedures to incorporate cyber-
secure best practices to keep production and data 
uncompromised. While there has been a substan-
tial increase in vulnerability assessments—efforts 
surveying networks, 
applications, and orga-
nizational practices for 
weak points where bad 
actors can gain access 
to sensitive informa-
tion—the patches be-
ing implemented remain subpar in many instances.

You know you have a problem, but how do you 
fix it? It is one thing to be aware of your vulner-
abilities, and another to deal with them effectively.

Part of the issue began 20 years ago. As tech-
nology was rapidly evolving and OT began connect-
ing isolated subsystems, many companies never 
stepped back to confirm infrastructure was ready. 
Today, many manufacturers are creating controllers 
and smart devices with cybersecurity in mind, but 
installing these products in a facility does not com-
pensate for underlying infrastructure vulnerabilities.

With so much to be done, planning and priori-
tizing is critical. Efforts should focus on network 
infrastructure and core components. Many mod-
ern OT network security strategies rely on IT depart-
ments to air gap the automation system, with a 
single point or two for external access. But if the 
safeguard is breached from the outside or com-
promised by a user on the inside, the automation 
system must depend on its own set of protections. 
These include:
n network separation and segmentation
n protection against unauthorized access, or log in
n protection against unauthorized modification and 

manipulation
n authentication support
n audit and security event reporting
n intrusion detection and alerting.

Intrusion detection is of particular interest. A 
2018 study by Mandiant revealed the average 
containment time of cybersecurity crises in 2017 
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two or three vendors, much less six in some soft-
ware segments. Cloud computing? The majority of 
the market is just two vendors, Microsoft Azure and 
Amazon Web Services (AWS). Enterprise resource 
planning applications have one vendor, SAP, and 
maybe Oracle. The network effect, economies of 
scale, and relatively low switching costs add up to 
size being an advantage. To the victor go the spoils.

Which is why the analysts are so engaged in the 
IoT platform discussion now—because most of 
the 24+ vendors in the market will not survive the 
natural attrition common to software markets. They 
will be acquired or consolidated, and a few of the 
niche vendors will go out of business. This is hap-
pening already with Cumulocity being acquired by 
Software AG, ThingWorx by PTC, and Carriots by 
Altair. Thus, vendor viability is a real and appropriate 
consideration for end users.

A second concern is the public cloud players, 
called “hyperscalers” by some analysts. Azure and 
AWS do not, as of today, have as many of the 
capabilities as the specialized IoT vendors, and the 
public cloud rankings in the comparisons confi rm 
this. But Azure and AWS can buy electricity at the 
lowest rates, and they can afford the capital ex-
pense of putting data centers in any country close 
to customers and power supplies. So, while Azure 
and AWS get mixed IoT platform scores today, they 
play the long game and should not be discounted.

Beyond viability and the looming interests of 
Azure and AWS in the IoT market, there is a 
fi nal consideration for investing in IoT platforms. 
Given the risks of a decision and the challenges 
of investing in a platform or DIY stack of solution 
components to deliver data securely to the cloud, 
will it be worthwhile from a return-on-investment 
perspective?

Many of the platforms, for example, claim to 
support analytics but are behind the market in 
terms of contextualization, self-service, integrated 
machine learning, and other features. This means 
the last mile, the true value of insights to improve 
business outcomes, are still out of reach after the 
creation, collection, and storage of the data. Data 
is good, but it is outcomes that matter.

The IoT platforms market, as all the analyst 
reports demonstrate, is at the height of its confu-
sion before a period of consolidation, standard-
ization, and simplicity for users. In the meantime, 
caveat emptor. �

Industry analyst LNS just released its Solution 
Selection Matrix for Industrial Transformation (IX) 
Platforms, a comprehensive guide intended to 

help process manufacturers develop, evaluate, and 
even select from a short list of IX platform vendors. 
LNS joins a crowded set of offerings including Gart-
ner’s Magic Quadrant for Industrial IoT Platforms
(October 2020), the Forrester Wave for Industrial 
IoT Platforms (Q4 2019), and IDC’s MarketScape 
for Worldwide Industrial IoT Platforms in Manufac-
turing (June 2019). This does not count other un-
ranked vendor lists from ARC Advisory Group or ABI 
Research (Q4 2019). And apologies in advance for 
all the analyst lists and quadrants and comparisons
that I failed to include.

Taken together, these comparisons list more 
than two dozen Internet of Things (IoT) platforms, 
with no two analyst lists having the exact same 
companies. There is some consistency among 
the top-ranked vendors—congratulations to PTC/
ThingWorx and Hitachi Lumada—but the various 
scoring models, and in particular the diversity of 
vendors, is a source of concern for end users.

Why? Because this is not the industrial automa-
tion market, where the top 10 vendors can survive 
and compete, divided by vertical industry focus, ge-
ography, and a history of proprietary, vertically inte-
grated offerings.

Instead, the IoT (or IIoT) platforms market is the 
software world, and what happens in software mar-
kets is that offerings consolidate: Good luck fi nding 
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An autonomous mill runs itself with little 
or no human intervention using a digi-
tal twin. Smart sensors and instruments 

collect data, and secure and robust communica-
tions move the data from the mill floor to a con-
trol computer and back. Software and human 
expertise combine equipment data with data 
pulled from a process computer or distributed 
control system (DCS) and data mined from the 
mill’s enterprise resource planning system to 
navigate the best path for production and profits.

A digital twin is a digital representation of a 
real-world entity or system. The implementa-
tion of a digital twin is an encapsulated software 
object or model that mirrors a unique physical 
object, process, organization, or other abstrac-
tion, according to Gartner. Within the context of 
a pulp and paper plant, it is a virtual plant, a 
dynamic model containing the process, mechani-
cal, and electrical/control design information in 
one place. Design deficiencies can be corrected 
using this dynamic process model. Difficulties 
of traditional proportional, integral, derivative 
(PID) control are overcome by similar use of a 
model predictive controller. Characteristics of a 
digital twin include:
l the ability to create and embed knowledge 

into precompiled objects that represent com-
mon equipment

l the ability to have design decisions commu-
nicated to all engineering disciplines through 
a database

l the ability to communicate via OPC to any 
control system.
Model-based predictive control (MPC) is an 

additional tool to improve the control of critical 
processes where PID or rule-based expert con-
trol is not well suited to the application. MPC can 
often reduce process variability beyond the best 

performance that could be obtained with PID or 
expert system control methods. MPC can manage 
applications where there are delays in the process 
response to actuator changes or multiple interac-
tions between process variables.

The virtual plant concept unites the engineering 
disciplines and enables process and control de-
signs to be tested before startup. MPC can provide 
additional production and improved operability.

Creating dynamic process models
Creating dynamic process models for individual 
areas of a world-class kraft pulp mill can be chal-
lenging. The ability to import and export the 
actual control system configuration to and from 
the digital twin allows not only a comprehensive 
checkout of the process models, but also verifica-
tion of the process control strategy and the appli-
cation programming composed to implement it.

The operator’s workstation uses the same 
operator interface graphics as those in the real 
plant. At the workstation, the operator has full 
use of the same screens used in the real plant. The 
digital twin software and hardware emulate the 
DCS configuration and the control models exactly 
as they will be run in the field. The virtual signals 
upon which the emulated DCS configuration 
code acts are generated by the process models.

The digital twin uses first principles equa-
tions to calculate mass, energy, and momen-
tum balances across multicomponent systems. 
Appropriately programmed, models can predict 
the operating characteristics of the process and 
track variables of interest. A valuable feature of 
the modeling software is its ability to interface 
directly with most DCS.

Once the dynamic process model, or virtual 
process plant, is built in the digital twin software, 
the planned process plant behavior is analyzed 

FAST FORWARD
l The digital twin is a virtual plant—a dynamic 

model containing the process, mechanical, and 
electrical/control design information in one place.

l Model predictive control provides an additional 
tool to improve the control of critical processes 
where PID or rule-based expert control is not  
well suited.

l With the digital twin and the process  
model, coupled with the DCS and the control 
model, the behavior of the autonomous  
mill can be analyzed over a range of  
production rates, operational settings,  
and constraints.

Robust and well-maintained control 
system optimization, advanced process 
control, and model-based predictive 
control can increase production,  
decrease costs, and autonomously  
operate the mill of the future.

By Brad S. Carlberg, PE
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over a range of pulp quality parame-
ters, production rates, and operational 
settings and constraints. The virtual 
process plant helps discover dynamic 
system behavior problems, including 
process control issues. The next step is 
to run the digital twin, just as a real plant 
can be run, through startup sequences, 
production rate changes, ore changes, 
etc., to determine how the plant will 
behave during such changes.

With the digital twin and the process 
model, coupled with the DCS and the 
control model, the behavior of the 
autonomous mill can be analyzed over 
a range of production rates, operational 
settings, and constraints. Key process 
design assumptions and decisions 
could be made clear, and the autono-
mous mill can be optimized.

Mill optimization opportunities
Multitudes of careers have been spent 
understanding and refining the pulp and 
paper industry, and textbooks and tech-
nical papers too numerous to list have 
been written about the various processes 
and equipment in a pulp and paper mill. 
Many opportunities for process optimi-
zation involve energy savings, chemical 
saving, or increases in production rate. 
An autonomous plant can improve oper-
ations in more than the 10 process areas 
represented here.

1. Recovery boiler automation. 
The recovery boiler can be optimized 
to adjust for the continual variability in 

black liquor British thermal unit (BTU) 
value and compensate for changes in 
boiler load (figure 1). When the effects 
of liquor BTU and boiler load variations 
are eliminated, all parameters associ-
ated with the recovery process become 
more stable and the boiler can typically 
be operated with a higher throughput, 
better efficiency, improved green liquor 
reduction, minimized fouling, and re-
duced emissions.

 When compared to a traditional 

control strategy, this system can provide 
the following benefits to mill recovery 
operations:
l five to 15 percent increase in black  

liquor throughput
l one to 2 percent increase in thermal 

efficiency
l improved reduction efficiency
l reduced water wash frequency
l improved environmental compliance
l reduced variability in all process 

parameters

Figure 1. Recovery boiler DCS operator graphic Figure 2. Digester process                   Source: Terence Blevins, Willy K. Wojsznis, 
and Mark Nixon

Figure 3. Continuous digester DCS operator graphic 
Source: Terence Blevins, Willy K. 
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� automatic control virtually at all times
� consistent boiler operation throughout 

all shifts
The kraft recovery boiler uses steam 

sootblowers (usually around 50 per 
boiler) to blow fl y ash in the combus-
tion gases off the boiler tubes. Without 
the sootblowers, particulate would 
build up on the tubes, effectively insu-
lating them and preventing heat trans-
fer to the water. This thereby reduces 
the steam output from the boiler and 
lowers the boiler effi ciency. To level the 
steam usage to the boiler, the individual 
sootblowers are scheduled so that they 
operate in a predefi ned sequence. 

Optimization of these sequences can 
involve using “smart sootblowing” based 
on furnace draft pressures and tempera-
tures, which signal when to blow certain 
regions of the tubes. For example, if the 
temperature rises in a particular region, 
that condition indicates the tubes are 
becoming covered with soot and the 
sootblowers in that region would be 

operated. Typical sootblowers use high-
pressure steam to blow soot off boiler 
tubes to improve heat transfer between 
furnace gases and boiler water. You can 
also sequence individual sootblower op-
erations for optimal steam usage; low 
temperature and high differential pres-
sure signal which sections to operate.

2. Black liquor evaporators. 
Black liquor evaporators concentrate the 
weak black liquor from the pulp wash-
ing process at around 15 percent solids to 
around 60 percent solids, so they will burn 
effectively in the recovery boiler. The pro-
cess can be optimized by using the pres-
sure and temperature differential to signal 
tube fouling that would cause a decreased 
heat transfer rate and a lower vacuum, 
and automatically start a boil-out of 
the evaporators to clean the fouling.

3. Recausticizing. 
In the causticizing area of the pulp 
mill, green liquor is reacted with lime 

to form the white liquor used in the 
wood chip digesting (cooking) pro-
cess. Traditionally, conductivity was 
used as a variable to measure the reac-
tion completeness. With new nuclear 
instruments, the exact chemical com-
position in the white liquor can be 
determined to better gauge the reac-
tion completeness. Since the causti-
cizing process has a long lag time and 
is not a good candidate for traditional 
PID control, a new optimization tech-
nique using MPC can tune the process 
more tightly, which yields a more 
consistent white liquor product.

4. Batch and continuous digesters. 
The pulp digesting (cooking) process 
uses either batch or continuous di-
gesters (fi gure 2). Either way, the prin-
ciple is the same: The wood chips and 
the cooking chemicals are added to the 
digester under pressure and at an ele-
vated temperature from the steam ad-
dition, and the wood chips are cooked 
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for 60 to 90 minutes. The pulp stock 
slurry exits the digester at a consisten-
cy of 6 percent, and the resulting pulp 
fibers are close to the state required to 
make paper. Optimization can involve 
energy savings by increasing through-
put and scheduling the batches, so 
steam consumption is leveled, and the 
spikes cause fluctuations in boiler de-
mand. Also, online freeness (a measure 
of the cooking completeness) analyz-
ers can close the control loop to more 
accurately determine when the cook is 
complete (figure 3).

5. Screening and refining. 
Screening and refining are used to get 
uniform pulp stock. The screen lets the 
optimally sized pulp fibers pass through 
but centrifugally removes knots, un-
cooked or undercooked fiber bundles 
that can be recycled back to the digester 
for additional cooking. The refiner, which 
is a piece of equipment with two rotat-
ing, rough-surfaced plates, is used to cut 
or defibrillate the wood fibers resulting 
in more uniform pulp stock.

6. Washing. 
The digested, screened, and refined pulp 
stock, although uniform in fiber size, is 
still dirty with all the organic and inorgan-
ic by-products from the digesting process, 
known as weak black liquor at around 15 
percent solids. The dark color comes pri-
marily from the lignin, which is the “glue” 
that binds the wood fibers and gives the 

wood its strength 
and rigidity. There 
are also a lot of re-
sidual cooking of 
inorganic chemi-
cals that can be re-
used in the digest-
ing process.

The brown stock 
washers usually 
consist of three, 
countercurrent 
(the pulp stock 
comes from one 
direction and 
clean wash wa-
ter comes from 
the opposite di-
rection) stages. 

Fresh make-up wash water is added on 
the cleanest pulp at the latter stages to 
wash the pulp stock, but the recycled 
weak liquor wash water is added on the 
dirtiest pulp at the earlier stages. A com-
mon optimization technique is to use 
dilution factor washing based on pounds 
of wash water to pounds of wood fiber 
(the optimal ratio is about 1.0) to mini-
mize overwashing that would use water 
that would subsequently have to be evap-
orated to get the black liquor to the magic 
number of 65 percent for burning in the 
recovery boiler.

7. Bleaching. 
The decision whether to bleach the pulp 
is based on the final product of the pa-
per mill. If the product is cardboard or 
paper sacks, bleaching is probably un-
necessary. But if the product is writing 
paper, paper towels, tissue, diapers, etc., 
the pulp must be bleached. The bleach 
plant usually consists of multiple (three 
to five) stage washers interspersed be-
tween bleach towers. Typically, bleach-
ing chemicals are liquid or gaseous 
chlorine, chlorine dioxide, sodium hy-
droxide, sodium hypochlorite, hydro-
gen peroxide, liquid or gaseous oxygen, 
and liquid or gaseous ozone. These 
bleaching towers allow the resident time 
(usually one to three hours per tower) 
for the bleaching chemicals to brighten 
and whiten the pulp.

The predominant area for savings 
in the bleach plant is to optimize the 

chemical usage by using techniques like 
kappa factor bleaching and stock track-
ing throughout the bleaching stages to 
apply bleaching chemicals based on a 
precise ratio of pounds of effective chlo-
rine to the pounds of fiber.

As with the causticizer, the bleach-
ing process has a long lag time and is 
not a good candidate for traditional PID 
control. A new optimization technique 
involving the use of MPC can tune the 
process more tightly, which yields a 
more consistently bleached pulp.

8. Lime kiln. 
The lime kiln is a large (15 ft. diameter 
by 200 ft. long), rotating cylinder used 
to calcinate the by-product of the caus-
ticizing process—the lime mud—to 
convert it back to the lime that can be 
added in the causticizer. The predomi-
nant area for savings is energy (gas 
burned in the lime kiln) by optimizing 
the lime mud moisture content and the 
temperature of the calcined lime exit-
ing the kiln.

As with the causticizer and bleach 
plant, the lime kiln process has a long 
lag time and is not a good candidate for 
traditional PID control. A new optimi-
zation technique involving the use of 
MPC can tune the process more tightly, 
which yields a more efficient combus-
tion process (figure 4).

9. Pulp stock preparation, cleaning, 
refining, and blending. 
This is the area where the pulping ends 
and the papermaking begins. The “art of 
papermaking” is in the final cleaning to 
remove any remaining contaminants, 
in the tickle refining to brush the fibers 
to optimize fiber bonding in the paper 
sheet, in the blending of different pulp 
species (hardwood and softwood), filler, 
additives, to achieve the optimal pa-
per optical, physiochemical, strength, 
structural, and surface properties.

10. Papermaking, pressing, and drying 
sections of the paper mill. 
After preparation, the pulp is stored 
in the machine chest. From there, the 
fan pump pumps the pulp stock to the 
headbox from which the pulp stock 
slurry is laid down on the fourdrinier 

 Figure 4. Lime kiln DCS operator graphic
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wire along the entire width (sometimes 
more than 300 in.) of the machine via 
the slice out of the headbox. The pri-
mary control variables in papermak-
ing are weight, moisture, and caliper 
(thickness).

A typical paper machine can be as 
long as a football fi eld. As in the pulp 
mill where most of the processes re-
move the pulping by-products, most of 
the paper machine removes the water 
from the paper. This happens in fi rst the 
forming section, followed by the press 
section, and, fi nally, the dryer section.

The main areas for savings are en-
ergy savings in the dryer. Steam is 
used there to heat the dryer cans that 
heat the paper sheet as it passes over 
them on its way to the dry end of the 
paper machine.
� Paper sheet rolls over the steam-heated 

dryer cylinders to evaporate moisture.
� Optimize steam usage to save en-

ergy costs.
Recently, video cameras placed at 

strategic points along the paper ma-
chine have been used effectively to 
alert the operators of events that can 
cause a paper sheet break. With this 
information, the operator can avoid an 
actual sheet signifi cantly decreasing 
production downtime.

Using cascaded and coupled variable 
frequency drives (VFDs) to control the 
various rollers in the fourdrinier wire, 
press, and dryer sections can more 
tightly regulate the tension (rush and 
drag) of the paper sheet, mitigating 
undue stresses that could cause a pa-
per sheet break. Using production rate 
control will enable the autonomous 
mill to achieve optimal performance.

Final thoughts
The same way pilots can rely on au-
tomatic control of aircraft, once con-
tinuous and error-free automation is 
achieved for one mill area, and eventu-
ally multiple mill areas, operators will 
be freed to observe more and intervene 

less. For the foreseeable future, there 
will need to be operators in pulp and 
paper mills. But by utilizing advanced 
control coupled with digital twin tech-
nology, mill operators will trend toward 
less direct intervention and move to-
ward a more supervisory role as trust is 
gained in the ability of the mill to be-
come more autonomous. �

This article was adapted from a paper pre-
sented at the 66th Annual Pulp and Paper 
Industries Virtual Conference, held 21–24 
June 2021 in conjunction with the ISA Pulp 
& Paper Industry Division (PUPID).
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One of the most significant challenges 
manufacturers face is: How do I serve 
the very special and unusual wishes of 

consumers? As things stand today, this would 
appear to apply only to makers of consumer 
packaged goods and other consumer products, 
such as automobiles and appliances. But the 
current trend toward factoring in individual 
customer wishes has consequences that ex-
tend deep into production technology choices. 
Original equipment manufacturers (OEMs) 
and their suppliers must consider the trend of 
mass customization.

The scope and degree of individualization as it 
is currently strived for can no longer be achieved 
with the tool kit of conventional mass produc-
tion, but calls for a completely different design 
of production processes, including machines 
and systems. The individualization of mass pro-
duction is one of the core aspects of Industry 
4.0. The resulting challenge for the manufac-
turers of production systems is as follows: How 

should the necessary equipment and processes 
for “individualized production” be shaped and 
designed so that the costs will not explode and 
the resources required will not rise sky high?

KUKA, a robot manufacturer, has formu-
lated an answer: “The key [to mass customiza-
tion] lies in a high degree of standardization 
and automation, which at the same time af-
fords scope for variations of customer-relevant 
product features. What is more, the concept 
of modularization, which provides custom-
ers specific, tailored product configurations 
based on a modular building block system, is a 
cost-effective way to meet individual customer 
needs.” This results in three central perspec-
tives for OEMs:
• the shift toward individualized serial custom-

ization
• modularization as the key, in combination 

with automation and standardization
• preservation of latitudes for the variation of 

customer-specific product features

By Jakob Dück 

Machine Modularity Addresses 
Mass Customization

Interfaces are a vital component of modularization.  
But do machine builders have to adhere to specific standards?
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This perfectly describes the conflicting de-
mands made on OEMs in the mechanical and 
plant engineering sector. The dilemma is very 
reminiscent of the statement ascribed to the 
philosopher Hegel, “Freedom is the insight of 
necessity.”

Importance of interfaces
Interfaces are a vital component of modulariza-
tion. But do they always have to adhere to cer-
tain standards? The increasing automation and 
modularization of production systems has tech-
nical and business advantages for both OEMs 
and end users. As the degree of automation 
rises and modularization deepens, however, it is 
precisely the interfaces that play an increasingly 
decisive role as the link between the elements 
or modules. This is because the following holds 
true: The interfaces do not determine the entire 
modularity, but, without interfaces, the mod-
ules will never become a whole.

This will be further differentiated, because 
in some instances standardized interfaces will 
be more advantageous and in others “individ-
ualized” interfaces will be more advantageous. 
The importance of customer-specific product 
definitions for OEMs in the mechanical and 
plant engineering sector can be well illus-
trated, as shown in the left side of the figure 1 
diagram. The possible degree of product indi-
vidualization by the end user is related to the 

life cycle of production systems. The further 
the cycle progresses, the smaller the remaining 
scope for individualization is (transition from 
“hard” to “soft customization”).

For OEMs to determine the right degree of 
individualization for their machines and to 
bring them into line with the different automa-
tion and modularization requirements along 
the life cycle, it is expedient to think in terms of 
different “clusters” or functional groups, such 
as sensor technology and drive technology.

Sensor and actuator technology. The de-
velopment of electronic components has en-
abled a tremendous compression of functions. 
Higher energy efficiency and greater packing 
densities go hand in hand with these ongoing 
developments. The technology boost in this 
cluster is encountered in many places in the 
production system: in the process-integrated 
acquisition of input parameters and signals, 
in the on-site preprocessing of this input data, 

FAST FORWARD
l The scope and degree of individualization as currently strived for  

can no longer be achieved with the tool kit of conventional mass 
production.

l To determine the right degree of individualization for their machines, 
OEMs should think in terms of different “clusters” or functional 
groups.

l Some OEMs have deliberately opted for nonstandard interfaces on 
their technology units, modules, and machines.

Figure 1. OEM individualization concepts according to time of customer integration (left side), and typical design for individualized 
interfaces according to functional groups (right side). Source: HARTING



22       INTECH AUGUST 2021       WWW.ISA.ORG

FACTORY AUTOMATION

mechanical development in the past, 
in recent decades it has migrated al-
most entirely to software departments 
or electrical design. Due to the enor-
mous increase in performance of the 
technologies for electronic drive con-
trols, matched with decreasing prices 
at the same time, entirely new concepts 
for machine and production plants 
have emerged. The function group for 
the complex control of the motion se-
quences and related processes also 
forms a central competence of ma-
chine manufacturers.

Specialized technology units. It is 
noticeable that the manufacturers of 
manufacturing systems are increasing-
ly concentrating on a few technologies 
in their development activities. The 
generalist perspective remains with the 
overall system suppliers, whose know-
how resides precisely in the applica-
tion and connection of technologies. 
With regard to the question of the right 
interfaces, however, it is the highly spe-
cialized technology units that are of 
interest. A common, defining aspect of 
these functional groups is the fact that 
they are deployed as finished units or 
aggregates with firmly circumscribed 
physical and technical functions and 

in the energy-efficient triggering and 
control of actuators, in brilliant image 
processing and reproduction, as well 
as in the touch functionalities of the 
operating units.

On one hand, this technological 
progress facilitates the decentraliza-
tion, modularization, and scaling of 
machines. On the other hand, thinking 
in terms of ever more compact build-
ing blocks and elementary functions 
is becoming necessary, and the initial 
input and efforts required to develop 
such systems is on the rise.

Despite these partially negative im-
plications, the advantages of customer-
oriented individualization of the prod-
uct range in mechanical engineering 
outweigh the disadvantages. This is be-
cause the appropriate overall arrange-
ment of sensors, actuators, and other 
machine control components, as well 
as the interconnection of the functions 
and processes based on them, are ab-
solute OEM domains. They alone hold 
comprehensive system competence 
here. These are the key assets they can 
leverage to their advantage.

Drive technology. There are similar 
significant and far-reaching shifts here. 
Although know-how was at the core of 

Source: HARTING

precisely defined interfaces. The link-
ing of the units represents the central 
OEM know-how, not the components 
used themselves.

Digitalization. The term “digitaliza-
tion” is omnipresent in today’s technical 
literature and other media and com-
prises many aspects. Applied to inter-
faces in mechanical engineering, it re-
fers to data transmission technologies. 
Data transmission in the form of indus-
trial bus systems—including Industrial 
Ethernet—has long been shaped and 
used by manufacturing technologists. 
The possibilities of cost-effective data 
connection to higher-level systems 
up to the cloud, with ever greater data 
throughput and real-time capabilities, 
are genuinely revolutionary in technol-
ogy terms. These technologies would 
enable OEMs active in the mechanical 
and plant engineering sector to reshape 
their entire business approaches.

Different manifestations of these 
changes are described and designed 
under the heading of Industrial Inter-
net of Things (IoT). All data transmis-
sion aspects, including industrial buses 
and industrial Ethernet, are considered 
here from the perspective of interfaces 
as a functional group or functional layer. 

Some OEMs have deliberately opted for nonstandard interfaces on their technology units and machines. A control cabinet, for example, might require customer-specific interface solutions.
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ommendations for production-system 
OEMs are twofold: 
• As far as possible, these interfaces 

should follow the latest standards 
of the control technology employed 
and ensure the modularity and scal-
ability of the machines and systems.

• With regard to interfaces beyond 
the machine edge, such as those for 
connection to higher-level systems, 
the interfaces should always repre-
sent the advanced state of the art. 
Consequently, as an OEM, an eco-

nomically and technically optimally 
designed system for current require-
ments is in place; it is a system that 
is at least in part capable of meeting 
future (yet unknown) requirements. 
Moreover, a company would then also 
be ideally equipped for the continuous 
expansion of after-sales and service 
activities based on digital services.

With regard to other functional 
groups, the advantages and disad-
vantages of individualized interfaces 
should be systematically weighed and 
listed individually. What are the argu-
ments in favor of customized interfaces 
and what are the arguments against 
them? There are OEMs that have delib-
erately opted for nonstandard interfac-
es on their technology units, modules, 
and machines. Here are the key reasons:
• End user requirements for compa-

nies that operate specific produc-
tion lines and want to consciously 
differentiate themselves from indi-
vidual suppliers or focus on them.

• Differentiation vis-à-vis competi-
tors in the expansion of business 
models to offer after-sales, service, 
and similar services aimed at a long 
overall life cycle of production sys-
tems. Individualized interfaces allow 
these services to be controlled and 
expanded in a user-friendly manner.

• Intentionally nonstandard design 
of machine interfaces or equipping 
technology with specific interfaces in 
order to stand out from the competi-
tion. In particular, OEMs that perceive 
themselves as technology leaders, in-
novators, or trendsetters are taking 
advantage of these opportunities.

• Use of sensors, actuators, or their 
combination developed according to 

While the solutions in this area are not 
part of the OEM’s core competence, they 
hold the greatest potential for change in 
today’s manufacturing systems. 

Deciding on individual interfaces
My company provides solutions for all 
electromechanical interfaces required 
in modern control, drive, human-
machine interface, and communica-
tion technology for production systems 
at work in all branches of industry. Ana-
lyzing current customer applications, 
we have come up with the following 
advice for the individualization of in-
terfaces based on the above-described 
function groups (right side of figure 1):
1. Generally speaking, it makes sense to 

use individualized or customer-spe-
cific electromechanical interfaces for 
the functional groups, which largely 
represent the core OEM know-how.

2. Customer-specific, tailored interfaces 
are most often used for those modules 
and aggregates that are developed or 
manufactured directly by the respec-
tive manufacturer. This applies to all 
degrees of product individualization 
in mechanical engineering, from “soft 
customization” through the various 
stages of “hard customization,” to 
one-of-a-kind productions.

3. With regard to sensors and actua-
tors, the typical interfaces for the re-
spective industry sector are usually 
chosen. Trendsetters and innovators, 
however, do try to set themselves 
apart from the market by deploying 
specific, tailored interfaces.

4. When it comes to data interfaces, 
machine manufacturers rely entirely 
on standardized solutions. This ap-
plies both to the industrial bus and 
Ethernet connections employed 
and to all other forms of digital data 
transmission.
What are the main reasons behind 

the design of the interfaces? In terms 
of data transmission, it is evident that 
both Industrial Ethernet and bus sys-
tems in the manufacturing area and 
the higher-level data interfaces are 
subject to tremendous change. The 
technologies deployed are largely de-
termined by the suppliers of the con-
trol components. Therefore, the rec-

specific specifications of individual 
manufacturers. In these instances, 
too, the protection of one’s own 
know-how is the strongest motive for 
leveraging individualized interfaces.
Customizing electromechanical 

interfaces to meet even the most un-
usual OEM requests is increasingly 
possible. Depending on the degree of 
individualization required, modular 
design principles applied to connec-
tor products can provide convenient 
scalability and minimal customiza-
tion. At the highest level of “hard 
customization,” however, customer-
specific interfaces can be developed 
to meet individual customer require-
ments. This range allows OEMs to 
cost effectively meet even the most 
unusual customer wishes in mechan-
ical and plant engineering.  n
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Interfaces should follow the latest standards of the con-
trol technology employed and ensure the modularity and 
scalability of the machines and systems. These Har-motion 
connectors were developed to customer specifications.
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Once you have optimized energy use through common methods, 
consider where energy waste arises.

By Frank Healy

In 1954, U.S. Atomic Energy Commission chairman Lewis Strauss pre-
dicted that one day electrical energy would become “too cheap to meter.” 
People jumped on the idea with relish. What most did not realize, how-

ever, was that Strauss was making the prediction based on advances in fusion 
power, not on the nuclear fission power we still use today. For fusion to 
occur, you need to harness the mechanisms of the sun on earth and generate 
a temperature of at least 100,000,000 degrees Celsius. Nuclear fission energy 
creates its own types of problems—the biggest being nuclear waste and safety. 
Consequently, saving energy and minimizing energy waste became the most 
important aspects of energy usage.

Through the 1950s and 1960s, energy reduction programs flourished and, 
in the 1970s, became even more impor-

tant as oil prices rose. It is ironic that, 
worldwide, politicians argue that 
users should not have to worry 
about such matters, but every 
year energy costs increase. New 
sources are identified to reduce 
costs for a while, but energy use 
expands. The market does its 

Reduce Energy Costs by 
Measuring Power Quality
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job of increasing the price in line with scarcity. 
Sometime in the 1980s, as a young hospital 

engineer, I was tasked with implementing an en-
ergy savings program in a 1,000-bed general hos-
pital. There were a wide range of properties in the 
complex, from those that were not more than one 
year old to those over 100 years old. As you can 
imagine, the challenge was interesting.

The site was going to be completely rebuilt over 
the next two to five years, so a priority system was 
developed to work on buildings that were not 
going away soon. Fortunately, it seemed that most 
of the oldest properties would be decommissioned 
in two to three years, and many temporary build-
ings would also disappear. I built my plan accord-
ingly. (Although I left the hospital and the area 
many years ago, Google Maps shows that many of 
the buildings expected to be decommissioned are 
still in use—even the temporary ones!)

Benchmarking electrical energy consumption
The first step in developing the energy program 
was benchmarking electrical energy consumption 
across the property. The first targets were areas 
where energy could be controlled relatively eas-
ily, such as buildings with departments that would 
typically close on the weekend and not allow pub-
lic access.

Through an initial survey, we soon discovered 
that these departments used a significant amount 
of energy during times when they were closed. 
Contributing to the energy usage was supplemen-
tary electrical heating, lighting, and computers not 
switched off. The supplementary electrical heating 
had been installed when the normal building heat-
ing had been faulty or was being refurbished—no 
one could quite remember why. It was no longer 
needed, so it was disconnected. Policies were 
implemented to ensure all lighting and computers 
were switched off in the evenings and on weekends. 

The survey was ex-
tended for some weeks 
to make sure this was 
happening; the policy 
was quickly accepted 
without complaint.

After identifying 
areas that could pro-
vide quick wins, more 
detailed studies were 
performed in more contentious areas. The first 
was in operating rooms (ORs).The hospital at that 
time primarily carried out nonemergency sur-
gery; a second hospital in the group contained 
the emergency OR. However, the general hospital 
did have an intensive care unit, and the surgical 
staff insisted that it had to be ready and working 
24 hours a day, seven days a week.

Of the five ORs, two were specifically designed 
for orthopedic surgery and had laminar flow air 
systems, which are designed to minimize the pos-
sibility of cross-infection. Surgeries were always 
planned many weeks in advance, and these ORs 
were always scheduled to operate during week-
days, from early morning into the evening and 
sometimes on Saturday mornings.

Operating the laminar flow ventilation was very 
expensive due to the electrical loads needed to 
move huge volumes of air through resistant HEPA 
filters. Measurements showed significant energy-
saving opportunities from switching off these sys-
tems during the night and during nonoperating 
times. But surgeons were very resistant to switch-
ing these off. To convince them, we worked on a 
plan that included junior surgical staff who were 
responsible for setup prior to surgery. They were 
able to show that setup could be done in less than 
one hour, during the time the surgeon would be 
driving to the hospital. The cross-contamination 
expert in the hospital shared studies showing only 
having one hour of startup time for the air system 

would not create any issues.
Once the method was proven, auto-
matic controls were installed to ensure 

savings repeatability. In each of the ar-
eas where savings were possible, the 
hospital followed a similar pattern 
where it made economic sense.

Another key area for energy 

FAST FORWARD
l The first step in developing the energy program 

was “benchmarking” electrical energy con-
sumption across the property.

l As current flows through conductors, some 
energy will inevitably become waste as heat.

l The person performing energy savings studies 
must be a cross between an energy engineer 
and a politician.
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waste reduction is improving the power 
factor for the larger loads. Much has been 
covered on power factor correction else-
where, but here is the key takeaway:
l When you monitor larger loads and 

check the power factor, if it is less than 
0.9, then it is a strong candidate for cor-
rection. A power factor equipment sup-
plier will help you chose the best solu-
tion based on the power rating of the 
system and the optimal power factor, 
considering the cost of the equipment.
These examples reveal that energy 

savings are not as simple as turning off 
the lights. Saving energy requires coop-
eration with the tenants and operators 
of the properties affected. It requires 
the person performing the studies to 
be a cross between an energy engineer 
and a politician.

Advanced power quality considerations
Once you have reduced energy con-
sumption through the common method 
of turning off stuff that is not in use, turn 
to a more advanced approach: Consider 
where energy waste arises. One area is 
through losses in conductors. As current 
flows through conductors, some energy 
will inevitably be generated that becomes 
wasted as heat (figure 1).

Remember the fundamental I2R equa-
tion, which indicates the power deliv-
ered, described as Joule losses? What can 
you do about those? Reduce the current 
flow (I) so the power is less, or reduce the 

resistance (R). Both present a problem. 
If you deliver lower current, the load will 
not operate correctly. The cost of reduc-
ing the resistance is high, as it requires the 
installation of more copper or aluminum 
conductors. So what do you do?

First, consider the optimal conductor 
sizing. The National Electric Code (NFPA 
70 or NEC 100) provides a lot of help to 
correctly size a conductor. This docu-
ment is one of a group of documents that 
describes the ideal conductor sizes for 
almost every circumstance. For example, 
the situation in a residential property in 
the southern U.S. is very different from 
operating inside a substation in a remote 
pumping station in the Canadian North-
ern Territories in the middle of winter, 
where thousands of amperes may be 
flowing. The NFPA 70 provides guidance 
for both situations. 

The main consideration for conductor 
sizing is to ensure safe operation of the 
conductors by having the correctly sized 
conductor with the most appropriate 
insulation. The correct size will be depen-
dent on the length, the cross-sectional 
area, and the anticipated current rat-
ing required, which provides minimized 
Joule losses and acceptable voltage drop 
in the conductor. Typically, the Joule loss-
es will be 2 percent or less.

You may now be thinking, if I design to 
code then my energy waste will be mini-
mized. In an ideal world that would be 
correct. But once the installation of the ca-

bling is completed 
and the loads are 
installed, the situa-
tion can change. It 
may be that when 
the first equipment 
is installed, every-
thing works just 
fine, but over time 
things change as 
additions, moves, 
and changes take 
place. It may be 
that new equip-
ment is required for 
processes that were 
not considered 
during the original 
installation. Per-
haps the location 

of equipment does not make sense once 
it is being integrated into a larger process, 
or upgrading to new equipment is required 
that on paper can save energy or result in 
higher efficiency. These additions, moves, 
and especially changes can have a signifi-
cant effect on the installation in terms of 
waste energy. Key areas in which energy 
waste may occur are related to voltage 
regulation, harmonics, heating, and unbal-
anced loads. 

Voltage regulation. As more efficient 
loads are installed, the voltage in the 
system may rise or not be correctly con-
trolled at the transformer. Voltage regula-
tion or optimization works like a control 
valve to reduce energy consumption in 
voltage-dependent loads by reducing or 
controlling voltage levels to within the 
equipment manufacturer’s specified volt-
age limits to return an energy saving.

As for voltage optimization, it is not 
widely accepted as practical in the U.S., 
as it requires very specific use cases to be 
successful. The upfront cost of the equip-
ment is a significant barrier to adoption 
too. Most of the material explaining volt-
age optimization appears to be market-
ing material, although the American 
National Standards Institute does have 
some recommendations for very specific 
use cases.

Harmonics. Harmonics distort the 
voltage and current so that the ideal 
sine wave for voltage is not maintained. 
This results in overheating in phase and 
neutral conductors. These are known 
as “triplen harmonics” as they typically 
affect third, ninth, 15th, 21st, etc., sine 
waves. These are additive and will flow 
in the neutral, causing additional Joule 
losses (wasted energy) and risk of failure 
due to overheating. This heating can take 
place in cable runs, or in motor windings 
and transformers. The latter two are very 
prone to overheating, as the lengths of the 
conductors in the windings are of signifi-
cant length. Ultimately, overheating can 
cause significant damage or complete 
failure (which could be massively expen-
sive and disruptive for larger motors and 
transformers).

Unbalance. As loads are added, the 
unbalanced voltage between phases 
can change. This may be from installing 
multiple single-phase loads on the same 

Figure 1. As current flows through conductors, some energy will 
inevitably be generated that becomes wasted as heat.
Source: Fluke

0:00:01

04/02/20 13:29:35 230V 50Hz 3.0 WYE EN50160

ENERGY LOSS CALCULATOR

Due to Load Current

Effective 451 kW 35.0W 211$
Reactive 97.2 kvar 1.62 W  14.9$
Unbalance 478 kVA 35.4 W 235$
Distortion 665 kVA 71.9 W 619$
Neutral 1.15 A 0.00 W 0.00$
Line loss  144 W 1.08k$

Loss Cost/yr

START
STOPMETERANALYZERSETUP



WWW.ISA.ORG       INTECH AUGUST 2021       27

OPERATIONS AND MAINTENANCE

phase or may be from three-phase loads 
that are not balanced. For example:
l Motors with unbalanced mechanical 

loading can affect the voltage and current.
l Transformers receiving unbalanced 

voltage can overheat and potentially fail.
l Electric vehicle charging points can 

be unbalanced.

Benefits of power quality studies
Many users are dismissive of power qual-
ity studies because they think there is 
nothing that can be done to reduce Joule 
losses. The fact is that much can be done 
to save energy through power quality 
monitoring. Also, many happy users have 
discovered other important findings by 
performing power quality surveys:
l They discovered potential failure 

points in key equipment, such as large 
motors and power transformers. These 
would be very expensive if they failed 
and caused major disruption.

l They found equipment malfunctions 
in systems.

l They came across breakers prone to 
accidental tripping due to improper 
setup.
Once power quality studies reveal areas 

where energy is being wasted due the ef-
fects of harmonics and unbalance (figure 
2), steps can be taken to fix the problems: 
1. Install a range of harmonic filters on 

loads that are contributing to har-
monic distortion. Some of these might 
be at the main service entrance. 
Some might be at specific pieces of 

equipment such 
as drives.
2. Consider the 
sources of unbal-
ance. Often these 
are large motors 
that also have 
mechanical un-
balance issues 
that have not been 
addressed.
3.  Some unbal-
ance mitigation 
is simple: Single-
phase loads can 
be more equally 
distributed across 
the phases. Some 
installers have 

considered the problem and avoid-
ed adding all the loads to phase A/1, 
but then added them all to phase 
B/2 instead.

4. Redistributing and reconnecting single-
phase loads can reduce voltage un-
balance caused by unequal load dis-
tribution across the phases. The most 
prevalent culprits among heavy, single-
phase loads are lighting equipment 
and occasionally welders. A blown fuse 
on a bank of three-phase power fac-
tor improvement capacitors could also 
cause the problem; simply replacing 
the fuse can resolve a major unbalance.

Best way to reduce energy costs
There are many technical ways to re-
duce energy costs: benchmarking 
through energy surveys, installation 
of mitigation equipment for harmonic 
voltage distortion, reduction of unbal-
ance, etc. But the best place to start is 
with your electricity bill from your util-
ity. This is often the single most effective 
way to reduce energy cost.

First, discover who is responsible for 
the bill if it is not you. It may be that your 
organization has an individual who is 
solely responsible for the bill. If it is an 
energy manager, that is a good thing, as 
he or she will be aware of at least some 
of the issues. Or it may be a financial ad-
ministration manager, which might not 
be so good. We have discovered during 
many exercises we have done that many 
financial administration managers adopt 

a standard procedure of paying suppliers 
based on the company’s terms, not the 
supplier’s terms. Consequently, the sup-
plier has been applying a late payment 
penalty over every billing period that has 
not been questioned by any administra-
tor. In some cases, we found that an ex-
cess of 10 to 15 percent was being paid 
on bills totaling hundreds of thousands of 
dollars per billing period. The result was a 
huge waste that could be fixed in seconds.

Consider also the tariff being applied. 
Industrial electricity bills often include a 
demand charge, which is an agreed cost 
of energy for peak times and off-peak 
times. The tariff often includes a maxi-
mum available demand, which is the 
maximum amount of power that may be 
drawn during a defined period, typically 
15 or 20 minutes. If the user exceeds the 
specified amount, the user will pay a pen-
alty, and this penalty might not just be for 
that period. It can be across the whole bill-
ing period, which can get very expensive. 

Ensure that the maximum demand 
you use is close to the demand you are 
paying for, otherwise you may be paying 
too much. Also, ensure that you are not 
too close to the peak demand, otherwise 
you may find you exceed the demand fre-
quently. This adds to your bills, and may 
make your supplier very unhappy as it 
tries to optimize its network energy for all 
users to provide a reliable service at the 
best cost. 

Finally, have a discussion with your 
supplier about your bill to find out if they 
can offer you better products that will save 
you money and enable them to improve 
the network stability. Electricity suppliers 
are generally very helpful in reducing your 
bill, as it also helps them.  n
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From Alarm Floods to 

‘Highly Protected’ Status

The Solvay Novecare chemical plant in 
Pasadena, Texas suffered from nuisance 
alarms, “critical” alarms that were not 

critical, and production delays due to alarms 
being missed. It needed a stronger alarm man-
agement program to create a safer and more 
productive plant. So Solvay engineers sought 
help to create and execute a program that 
would relieve the sensory stress on their opera-
tors, eliminate production delays, and improve 
overall plant safety. Other goals of the alarm 
management program transformation were to 
achieve the highest level of underwriting and 
lowest premium for industrial insurance, and to 
establish baseline alarm management practices 
that could be rolled out to other sites.

The Pasadena plant, which opened in Novem-
ber 2015, operates a large-scale, “on pipe” alk-
oxylation unit as part of a batch process. Alkox-
ylates are used as emulsifi ers, detergents, and 
wetting agents and are the chemical founda-
tion for a wide range of Solvay Novecare spe-
cialty surfactants. Situated in the integrated 
industrial campus of LyondellBasell’s Equistar 
Chemicals affi liate, the plant is supplied with 
its key raw material, ethylene oxide, via pipe-
line, which enhances the sustainability and 
surety of supply.

Alarm management problems were affect-
ing operations directly and indirectly. Opera-
tors were overloaded with nuisance alarms, 
oftentimes fi lling three to four pages of the 
alarm summary with stale alarms. This caused 
the operators to ignore alarms, which reduced 
their situation awareness and made it hard to 
notice new alarms.

By Ryan Scofi eld, CAP,
Tracy Blauvelt-Heilaman, 
and Susan Chambers
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But alarm management is more than just 
getting the alarm rate below one to two alarms 
every 10 minutes. It is not just quantity that is 
important. It is also quality. If you focus on 
quality—ensuring each individual alarm meets 
the defi nition criteria—then the quantity issue 
takes care of itself.

For example, because of the fl ood of nuisance 
alarms, the alarm horn had been left disabled 
after commissioning. That meant no audible 
notifi cation was generated for alarms or for 
batch recipe prompts. This lack of audible noti-
fi cation made it more challenging for the opera-
tors to stay on top of the process and to know 
when new alarms came in. Occasionally, this 
led to production interruptions when key utility 
equipment shut down and went unnoticed.

Another problem was that a large percentage 
of alarms were given the highest priority, “criti-
cal,” by default. This made it hard for operators 

to distinguish importance. It was 
also misleading, because many of the 
alarms were not critical. If everything is critical, 
then nothing is critical. This puts extra burden 
and stress on the operator. There was also no 
training for engineers about basic alarm man-
agement principles, so even they overlooked the 
lurking alarm problem in favor of troubleshoot-
ing the day’s production problems.

Partners in transformation
Solvay engineers knew they could use some 
partners to help them with such a substantial 
alarm management overhaul. They chose to 
work with Emerson Automation Solutions, 
exida, and Puffer-Sweiven. The product certifi -
cation and knowledge company exida specializ-
es in automation system safety, alarm manage-

‘Highly Protected’ Status

The Solvay Novecare chemical plant reduced 
downtime and improved safety by tackling 
an alarm management overhaul.

FAST FORWARD
� Alarm management problems at a Pasadena, 

Texas, chemical plant were causing sensory 
stress on operators and production delays, 
and putting safety at risk.

� Engineers got help implementing a substan-
tial alarm management overhaul based on 
ISA-18.2 standards.

� Operators now see the difference alarm 
rationalization has made and are more 
likely to make suggestions for future 
alarm improvement.

PROCESS AUTOMATION
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with the actual RAGAGEP practices found in ISA-18.2. The 
training also reviewed the alarm management functional-
ity available directly in the DeltaV control system and how it 
could be used to improve performance of operator response 
to alarms.

Following training, exida led a two-day workshop with 
the team to develop the APD. The exida APD template is 
comprehensive; it addresses the entire life cycle to ensure 
that the necessary work practices are in place to drive per-
formance improvement and to sustain it over time. Getting 
started is the hardest part, and operations groups at every 
site wanted a specific starting point, so that they did not 
have to reinvent the wheel. The APD was written with 
the understanding that it could be tweaked for each site 
with minor effort.

Establishing a consistent and objective methodology for 
alarm prioritization was an important goal for the alarm 
philosophy. Solvay aligned its alarm priority matrix with its 
existing corporate risk management documents, including 
consideration for risks to people, environment, assets, qual-
ity, and productivity. This ensures a common approach to 
consequence evaluation is used for process hazard analysis 
and alarm rationalization.

The alarm philosophy document is truly the core of 
Solvay’s program. Developing it forced the company to 
think about purposeful alarm management. What alarms 
are actually significant? What is in the way of recognizing 
them now? How can we provide clear information for the 
very human operator? How do we resist the next urge to 
add yet another brighter light or louder horn to bother the 
operator about the latest perceived imperative? Without 
the structure of the APD, the company would just be 
playing “Whac-A-Mole” forever.

ment, cybersecurity, and availability. Its SILAlarm tool and 
alarm management professionals brought the Solvay team 
step by step through the alarm rationalization process. Puffer-
Sweiven is an Emerson Impact Partner, which means it is a 
local point of contact for sales, service, and applied engi-
neering for Emerson Automation Solutions in Central Texas 
and the Texas Gulf Coast.

Solvay contracted with exida to implement a holistic 
alarm management approach, starting with the Pasadena 
plant, that would be intentionally designed as a baseline for 
other Solvay Novecare sites. Applying the ISA-18.2 standard, 
which is a recognized and generally accepted good engineer-
ing practice (RAGAGEP) by OSHA, was key to developing a 
successful alarm management program and is the basis of 
exida’s recommendations.

ISA-18.2 defines a recommended workflow, called the 
alarm management life cycle, which Solvay embraced as its 
foundation for success. Most companies jump into alarm 
remediation (bad actor knockdown) without first establish-
ing guidelines or setting goals. For this project, the company 
wanted to discuss existing alarms, as well as find missing 
ones. The life-cycle approach defined in ISA-18.2 is the right 
way to achieve that. A step-by-step process brought Solvay 
the results it needed from its alarm management overall.

Step 1: Benchmark performance
One of the initial steps was to benchmark the performance of 
the alarm system. Benchmarking identifies systematic issues 
and sets the baseline for judging performance improvement. 
ISA-18.2 defines recommended key performance indica-
tors (KPIs), such as the average number of alarms per day, 
alarm priority distribution, and number of stale alarms. So, 
with the help of Emerson’s DeltaV Analyze, the Pasadena site 
compared actual to recommended performance.

Step 2: Develop an alarm philosophy document
With the benchmarking step complete, the team moved on 
to developing an alarm philosophy document (APD) as the 
foundation of its alarm management program. The process 
started with exida leading a one-day training session for the 
site alarm management team, a cross-functional represen-
tation from operations, engineering, and maintenance. With 
training, the team members aligned their scattered ideas 

Operators got a better understanding of the 
process, pay more attention to the alarms 
they do get, and are more likely to make 
suggestions for future alarm improvement. 

Figure 1. A dedicated summary display for the different categories of alarms gives operator access as appropriate from the banner, 
main toolbar, dashboard, and overview display. Source: Solvay
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An important part of the rationalization process is to doc-
ument in the MADB the likely cause, consequence, correc-
tive action, and allowable time to respond for each alarm. 
The senior operators had a great deal of insight, effectively 
transforming rationalization into a knowledge capture pro-
cess. They identified redundant alarms, which alarms would 
come first in a sequence, and causal events and patterns. 
Junior operators grew from the experience (what does it 
mean when I get this alarm?) and thought about things dif-
ferently the next time they were back at the human-machine 
interface console.

Rationalization takes effort and requires patience. The 
Solvay team rationalized approximately 9,000 alarms over 
a six-month timeframe. To prevent burnout, meetings were 
held twice monthly for no more than 5.5 hours at a time. As a 
parallel benefit, the rationalization exercise even uncovered 
maintenance issues such as transmitter problems, equip-
ment problems, and process problems.

Step 4: Leverage DeltaV alarm system
SILAlarm allows all the rationalization results in the MADB 
to be imported directly into DeltaV, automatically updating 
alarm configuration and DeltaV Alarm Help. This saved sig-
nificant time and prevented errors from manual entry. Now, 
when a new alarm occurs, the operators can quickly call up 
Alarm Help to review the cause, consequence, corrective 
action, and time-to-respond information for that alarm as it 
was captured during rationalization.

One of the outcomes of the APD was defining how to best 
leverage the alarm management functionality of the control 
system to better support operations. The team tailored the 
alarm priority system to differentiate and segregate alarms 

from batch prompts (with audible an-
nunciation and without), bypasses 
(interlocks, equipment modules, and 
phases), indication of simulated/forced 
variables, and reports (situations that 
do not require a timely response or re-
quire no response at all).

The team at Puffer Sweiven created 
a dedicated summary display for the 
different categories with operator ac-
cess as appropriate from the banner, 
main toolbar, dashboard, and overview 
display (figure 1). These displays are a 
way to improve the operator’s situation 
awareness while also improving their 
ability to focus on alarms and batch sta-
tus (now that non-alarms are no longer 
mixed in). The APD defined a consis-
tent approach to audible annunciation 
(alarm horns) for the control room and 
in the field, which was implemented 
accordingly in DeltaV.

The Puffer Sweiven team also was an 
instrumental resource in implement-

Step 3: Identify and rationalize alarms
Having a solid alarm philosophy in place, the team was 
ready for rationalization. Solvay selected the SILAlarm tool, 
a DeltaV Alliance Program product for alarm management 
by exida, to be its master alarm database (MADB). SILAlarm 
was seeded with Solvay-specific details defined in the APD, 
such as the priority matrix, the DeltaV color scheme, and the 
urgency matrix. All DeltaV–configured alarms were also 
imported directly into SILAlarm.

With initial coaching from exida, Solvay used the SILAlarm 
MADB-guided tools to rationalize and document each alarm. 
The purpose of rationalization is to ensure that all alarms 
presented to the operator are (a) actionable, (b) represent an 
unexpected situation, and (c) are prioritized to indicate their 
relative importance and urgency. Rationalization is a system-
atic, bottoms-up approach that ensures alarm management 
fundamentals are met; “bad actor knockdown” is a reactive 
process.

The Solvay team knew that following the APD and im-
plementing alarm rationalization represented a paradigm 
shift for operations. To sow the seeds of success, the team 
made sure that operations was heavily involved in ratio-
nalization with participation from all shifts. Direct involve-
ment in the improvement process increased enthusiasm 
amongst all plant personnel. Operators gained a new per-
spective on their role and a better appreciation for 
engineering. Operators and engineering are collaborators 
now. As a result, operators are more likely to raise concerns 
and potential issues to the alarm team. This also enabled 
transition out of “project” mode and into ongoing contin-
uous improvement mode, which is the essence of the life-
cycle approach.

Figure 2. After rationalization, alarms were reduced and reprioritized based on 
importance, with the distribution of alarm priorities brought in line with ISA-18.2 
recommendations. Source: Solvay 
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Alarm rationalization successfully eliminated nuisance 
alarms and reduced alarm load by 84 percent. The three to 
four pages of standing alarms were reduced to only 10 to 12 
alarms active at any one time. The alarm horn was turned on. 
Now if utility upsets occur, the operator quickly notices and 
can investigate or call for maintenance to resolve the issue 
before there is a production delay.

Operator involvement was key to the success of imple-
menting SILAlarm. Operators got a better understanding of 
the process and the initiative and gave alarm-help sugges-
tions relevant to the work they do. They see the difference 
alarm rationalization has made, pay more attention to the 
alarms they do get, and are more likely to make suggestions 
for future alarm improvement.

One of the most notable benefits of the alarm management 
program was achieving Highly Protected Risk (HPR) status 
from Solvay’s insurance underwriter. The HPR designation 
reduced the plant’s insurance premium and means that the 
Pasadena facility meets the highest industry standards for 
property protection and risk management. Only 6 percent of 
the insurer’s customers reach this status. The Pasadena plant 
was only the eighth Solvay plant in the world to reach that status.

Solvay made substantial improvements to Pasadena’s 
alarm program, relieving sensory stress for the Pasadena 
operators and allowing them to focus on the important infor-
mation. There is still work to do, but that is the nature of a 
life-cycle approach. The support of exida’s alarm manage-
ment professionals and SILAlarm tool, along with the alarm 
tools in DeltaV, have facilitated the company’s success. Going 
forward Solvay wants to multiply the accomplishments from 
Pasadena by applying them at other facilities. n
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ing conditional alarms and other advanced logic to make 
the alarms most useful for the operators. Conditional 
alarming allows an alarm to be dynamically enabled or 
disabled based on a status or indication. For example, a 
low discharge pressure alarm on the outlet of a pump can 
reference the pump RUN status, in addition to the pres-
sure value, when determining whether to annunciate. That 
means what was once a common nuisance alarm—the low 
discharge pressure alarm being triggered just by the pump 
being turned off—can be eliminated.

Results: Better operator understanding
When critical alarms are rare, they really get the opera-
tor’s attention when they do occur. ISA-18.2 recommends 
that the distribution of alarm priorities be about 5 percent 
high priority, about 15 percent medium priority, and about 
80 percent low priority. By following the standard’s alarm 
priority matrix during rationalization, Solvay’s alarms were 
reduced and reprioritized based on importance (figure 2). 
Previously, a majority of alarms were default categorized as 
critical, making it impossible for operators to distinguish 
their true importance. Now operators have a clearer under-
standing of what is important.

Sovay’s alarm reduction and reprioritization followed recom-
mendations found in ISA-18.2, Management of Alarm Systems for 
the Process Industries. First published in 2009, this standard 
is managed by the ISA18, Instrument Signals and Alarms 
committee, chaired by Donald G. Dunn and Nicholas P. Sands. 
The committee “establishes terminology and practices for 
alarm systems, including the definition, design, installation, 
operation, maintenance and modification, and work pro-
cesses recommended to effectively maintain an alarm system 
over time.”

Current ISA18 standards and technical reports include:
• ANSI/ISA-18.2-2016, Management of Alarm Systems for 

the Process Industries
• ISA-TR18.2.1-2018, Alarm Philosophy
• ISA-TR18.2.2-2016, Alarm Identification and Rationalization
• ISA-TR18.2.3-2015, Basic Alarm Design
• ISA-TR18.2.4-2012, Enhanced and Advanced Alarm Methods
• ISA-TR18.2.5-2012, Alarm System Monitoring, Assessment, 

and Auditing
• ISA-TR18.2.6-2012, Alarm Systems for Batch and Discrete 

Processes
• ISA-TR18.2.7-2017, Alarm Management When Utilizing 

Packaged Systems

• ISA-18.1-1979 (R2004), Annunciator Sequences and 
Specifications
More information is available online at www.isa.org/
standards-and-publications/isa-standards/isa-standards-
committees/isa18.

More Information on the ISA 18.2 Standard
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Choked fl ow in control valves is a subject 
of serious concern for industrial users. The 
term is usually associated with destructive 

process conditions that can damage valve inter-
nals or expose operators to noise levels well above 
OSHA limits. Although choked fl ow is not always 
the cause of these conditions, it may indicate when 
they occur.

This article describes the phenomenon of choked 
fl ow and shows why it occurs and how it can be 
predicted. It also explains when choked fl ow con-
ditions are damaging and how this damage can be 
reduced or avoided.

What is choked fl ow?
If the inlet pressure (P1) and valve fl ow area are 
fi xed, the fl ow through a valve will normally rise as 
the downstream pressure (P2) is reduced. The “Ideal” 
line in fi gure 1 illustrates this point, showing how 
liquid fl ow rises linearly when charted against the 
square root of the differential pressure across the 
valve divided by specifi c gravity.

In actuality, the maximum liquid fl ow through 
the valve can never exceed a choked fl ow limit, 
and at this point fl ow will increase no further, no 
matter how low the P2 pressure is reduced.

A similar phenomenon occurs with valves in gas 
service. If the P1 pressure and fl ow area remain 
fi xed, fl ow through the valve will rise as P2 is re-
duced, but at some point, choking will begin to 

Choked Flow in 
Control Valves

Choked fl ow is a poorly understood phenomenon that can affect 
control valve sizing, along with trim and material specifi cation.

AUTOMATION BASICS

By Katherine Bartels and Adam Harmon

Figure 1. In an ideal world, fl ow rate through a valve rises as the 
pressure drop across the valve increases. In reality, the maximum 
fl ow will be limited due to choked fl ow conditions. 
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occur and the fl ow will rise no higher, regardless 
of the value of P2.

Why does choked fl ow occur?
In liquid applications, choking is a result of the 
reduction in pressure through the control ele-
ments. Figure 2 shows the instantaneous pressure 
as liquid moves through a control valve. The inlet 
and outlet cross-sectional areas of a valve are much 
larger than the control area, such as the cage or 
the area around the plug and seat. Because the to-
tal fl ow at any location in the valve is the same, the 
liquid velocity in the reduced area (vena contracta) 
must be much higher to pass the same fl ow. 

 By Bernoulli’s law, the total energy at every 
point in the fl ow stream is constant, so if velocity 
is increased, pressure must fall. As the fl uid passes 
through the restriction, it speeds up, lowering the 
pressure at that point. Once the liquid enters the 
much larger outlet piping, the fl ow rate slows, 
and some pressure is recovered. This pronounced 
pressure dip becomes more dramatic as fl ows are 
increased.

If the instantaneous pressure in the vena con-
tracta falls below the vapor pressure, then vapor 
bubbles will begin to form as the liquid begins to 
boil. The conversion to vapor increases the vol-
ume of the fl uid and begins to restrict fl ow. If the 
downstream pressure is lowered still further, the 
vapor volume will increase to the point that fl ow 
throughput can increase no further, regardless of 
how low the downstream pressure is reduced. This 
condition is called choked fl ow.

In gas applications, the vapor velocity through 
the valve will increase until the vapor reaches sonic 
velocity. At this point, the vapor can go no faster 

because a standing 
shock wave forms and 
limits fl ow. Further re-
duction of the down-
stream pressure will 
have no effect on fl ow 
through the valve.

Choked vapor fl ow 
conditions are very 
common in relief valves 
and control valves with 
very high fl ows, but 
can also occur in high 
velocity fl are headers 
at piping transitions. 
Choked fl ow is also 
common in vacuum 
systems, because the 
low air pressures found 
in these systems greatly 

reduce the speed of sound, increasing the likeli-
hood of standing shock waves.

Choked fl ow misconceptions and issues
Choked fl ow by itself does not generally damage 
a valve, but there are fl ow conditions commonly 
associated with choked fl ow that can create prob-
lems, including:

Noise levels: Choked fl ow does not directly cre-
ate noise, but high noise can result from process 
phenomena normally associated with choked fl ow. 
In liquid systems, cavitation can be present during 
choked fl ow, which creates noise and can ulti-
mately damage the valve. As downstream pressure 
is reduced, cavitation transitions to fl ashing. While 
cavitation can have a high sound pressure level due 
to the implosion of the collapsing vapor bubbles 
from micro-jets and shock waves, fl ashing will have 
reduced noise due to the resulting two-phase fl ow.

In vapor fl ow, noise will rise signifi cantly as the 
velocity turns sonic. As the downstream pressure 
is reduced, the extra energy is converted to sound 
energy. Valves with excessive pressure drop can 
generate sound levels greater than 100 dB. 

With either liquid or vapor fl ows, the overall lev-
el of noise is usually related to the differential pres-
sure across the valve. When choking fi rst appears, 
noise will be present but may not be excessive. As 
the downstream pressure falls, noise will increase 
dramatically and can damage valve internals and 
subject operators to unsafe sound levels.

Flashing and cavitation: A common misconcep-
tion is that choked fl ow conditions require fl ash-
ing conditions, but choked fl ow can occur under 
cavitating conditions as well. As shown in fi gure 
2, cavitation will result when the P

2 pressure rises 

Figure 2. This graph shows a typical pressure curve of a cavitating liquid pass-
ing through a control valve. If P2 is reduced still further, the expanding vapor 
will create an increasing pressure drop and eventually limit fl ow.
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above the vapor pressure of the liquid. 
When this occurs, the bubbles collapse 
and turn back into liquid. If the P2 pres-
sure remains below the vapor pressure, 
the liquid will boil and fl ash to vapor as 
it passes through the valve and remain a 
vapor as it exits (fi gure 3).

Incipient cavitation will not usually result 
in fully choked fl ow. However, as cavita-
tion becomes more pronounced, the fl ow 
will begin to choke, and the overall fl ow 
will deviate from the ideal fl ow curve as 
shown in fi gure 1. The level of cavitation 
(and extent of choking) is dependent on 
the properties of the liquid; the process 
pressure, temperature, and fl ow; the inlet 
and outlet piping; and the specifi c con-
struction and parameters associated with 
the valve itself.

Flashing may or may not indicate 
choked fl ow. If the valve differential pres-
sure is high, the P

2 pressure is well below 
the vapor pressure, and the fl ow is low, 
the fl ow through a valve could be fl ashing 
but not choked. 

Valve damage due to choking: Users 
often assume choked fl ow conditions 
will damage the valve. However, there 
are times when a valve is choked and the 
damage is minimal, and there are times 
when the valve is not choked and the rate 
of damage is signifi cant.

Cavitation can ultimately damage a 
valve. As the bubbles collapse, they form 
microjets and create localized shock 

waves that erode valve internals and 
downstream piping. As discussed above, 
cavitation can occur without necessarily 
fully choking the valve fl ow.

Flashing conditions can create valve 
damage as well, but this is typically less 
pronounced than cavitation damage, and 
is usually worse at very low valve open-
ings when the valve fl ow is probably not 
choked. As the valve opens further, the 
fl ow may become choked, but the valve 
damage will likely be reduced as the plug 
moves away from the seat.

Excessive noise can also damage the 
valve due to high vibration and metal 
fatigue. As discussed earlier, the amount 
of noise generated varies signifi cantly 
based on process conditions, so the noise 
may not be directly associated with fl ow 
choking. Cavitation, fl ashing, and noise 
damage can be alleviated and even elimi-
nated by specifying appropriate valve body 
designs, special valve trims, and materi-
als of construction (fi gures 4 and 5). 

Low recovery valves (such as globe 
valves) generate a much less pronounced 
pressure dip as the fl ow passes through, 
so cavitation is reduced. Special anticavi-
tation trims (fi gure 5) can reduce the risk 
of cavitation damage even more by either 
further minimizing the pressure dip, or 
by directing the cavitating liquid into the 
center of the fl ow passage to minimize 
damage to the valve internals and walls.

Hardened alloys can be used for criti-
cal valve internal components to reduce 
damage caused by fl ashing or cavitation. 
Noise can be signifi cantly reduced by 
using low noise trims, inlet and outlet 
noise attenuators, or downstream modal 
noise attenuators. 

Valve sizing: Calculating a choked fl ow 
scenario is based upon process conditions 
and fl owing media parameters for a giv-
en valve position. The fact that a valve is 
choked for a unique combination of param-
eters does not mean it cannot pass more 

Figure 4. This graph compares the vena contracta pressures of a high recovery (ball, 
butterfl y) valve versus a low recovery (globe) valve for the same process conditions. 
A high recovery valve creates signifi cantly lower internal pressures, increasing the 
likelihood of cavitation.

Figure 3. This graph shows a typical pressure curve of a fl ashing liquid passing through a 
control valve. Fluid enters the valve as a liquid and exits as a vapor.
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flow, as an increase in flow can often 
be obtained by increasing the Cv of the 
valve. Software programs are available to 
predict choked flow conditions and esti-
mate the maximum flow, as described in 
the subsequent section.

Predicting choked flow
Many valve vendors have control valve 
sizing programs that can predict choked 
flow conditions and help users size the 
valve correctly. However, these programs 
are only as accurate as the input data, so 
the correct process and valve information 
must be entered.

The presence and extent of flow chok-
ing depends on many process conditions, 
including the physical properties of the fluid 
involved, flow rates, upstream and down-
stream pressures, process temperature, and 
inlet and outlet piping configurations—as 
well as a number of details associated with 
the control valve itself. Special parameters, 
such as pressure drop ratio, pressure recov-
ery factor, and cavitation index, help predict 
exactly when cavitation or choking will 
occur, and how much flow a valve will pass. 
Because the parameters for each body style 
and trim are different, each option must be 
evaluated individually to determine the 
actual flow that can be safely passed under 
a specific set of process conditions.

Such sizing calculations can become 
complicated, especially when several trim 
options are available, so it is wise to con-
sult your valve vendor to help evaluate 
options and determine the best solution 
for your application.

Valve selection
Choked flow, in and of itself, is not a 
cause for concern. The confusion stems 
from the association of choked flow with 
many negative phenomena that can af-
fect and damage control valves. When 
faced with the possibility of choked 
flow, or if there are concerns or ques-
tions about how to proceed with valve 
sizing or selection, contact valve vendors 
for technical support. They can usually 
provide valve sizing programs that pre-
dict when choking will occur and its im-
pact on valve sizing and selection. They 
can also help users choose the best com-
bination of materials and trim designs to 
alleviate damaging conditions. n

Figure 5. Special valve trims, such as the 
Emerson Fisher Whisper III trim, can be 

employed to attenuate noise, reduce cavi-
tation, or direct cavitating liquids away 

from valve components—all of which 
minimize damage to the valve.

Figures all courtesy of Emerson
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ISA and Maschinenbau-Institut GmbH (MBI), a service company 
of the German mechanical engineering industry association, or 
VDMA, are joining forces to offer a unique cybersecurity training 

program for German speakers. The fi rst offering will be a Cybersecu-
rity Fundamentals course for VDMA members located on the group’s 
Fraunhofer site in Karlsruhe, Germany. With more than 3,300 mem-
bers, the VDMA is the largest network organization and is an 
important voice for mechanical engineering in Germany and Europe.

Forged in response to the changing industrial security land-
scape and growing cyberthreats to automation networks and 
systems, the collaboration focuses specifi cally on training VDMA 
members in operational technology (OT) security standards. Both 
organizations will share training expertise based on the ISA/IEC 
62443 set of cybersecurity standards.

“Cybersecurity needs to be addressed by our members, as 
recent global ransomware attacks have demonstrated their po-
tential impact,” said managing director Catherine John of MBI, 
which is the education academy of VDMA. “Our members need 
to adequately manage the associated cyberrisk stemming from 
the vulnerabilities of OT technology, coupled with the increased 
connectivity in our digital era.”

“ISA is committed to providing high-quality technical resources 
that cover all areas of cybersecurity,” said ISA European director 
Pieter van der Klooster. “We have covered the entire spectrum 
of cybersecurity education and advocacy, from the development 
of the world’s only consensus industrial cybersecurity standard, 
to critical education, to compliance programs helping companies 
certify products and systems.” �

Meet 2020 ISA Fellow Donald Dunn

Early in his career in 1998, Donald Dunn worked with Lion Dale 
Chemicals. As part of his role, he performed incident investi-
gations and noticed that one of the root causes of many inci-

dent investigations was a causal factor of operators not responding 
to alarms. “Alarm fl oods was the biggest problem,” he explained. 
“They’d get so many alarms that they didn’t know what to respond 
to. That experience is what drove me to get involved in alarm man-
agement, industry safety, and ultimately ISA18.”

Now, as an ISA Fellow, Dunn is being honored for many years 
of work on the education and standardization of terminology, 
as well as requirements and guidance related to alarm manage-
ment and process industry safety. Currently, Dunn works as a 
senior consultant with WS Nelson in New Orleans, though he 
lives in Houston. He is also a senior member of the Institute of 
Electrical and Electronics Engineers (IEEE).

“Within the automation realm, my 
most signifi cant accomplishment is the 
effort that Nick Sands and I put forth to 
cochair ISA-18.2, the standard for alarm 
management,” Dunn said. “It was the fi rst 
global standard for alarm management. 
The standard uses a life-cycle approach, 
following an alarm from cradle to grave. It covers a multitude 
of topics, such as implementation, operation, and maintenance.”

When Dunn fi rst joined ISA and started working on updating 
and developing other standards ahead of the development of ISA-
18.2, he went to an ISA show in Houston in 2003. There, he went 
to a meeting with a managing director who was seeking some-
one to chair the committee and develop a standard. The manag-
ing director asked Dunn to co-chair the committee because Dunn 
had been involved in the development of similar standards for 
many years. Dunn happened to be sitting next to Nick Sands, 

whom he had just met. “I said, 
‘I will happily co-chair if this 
guy right here would co-chair 
it with me,’” Dunn explained. 
The two ended up working 
together until 2009 to put 
together and fi nally publish 
the ISA-18.2 standard.

Sands recruited Dunn to run for vice president of the ISA 
Standards and Practices Development Board. He was elected in 
2009. During his time on the board, Dunn discovered that ISA 
was not charging for its standards, which are intellectual prop-
erty. “I spent three years discovering why that was the case and 
developing a consensus to change it,” he said. “We were run-

ning on a defi cit within the standards and 
practice portfolio. I worked very hard to 
change that.” And he did; the standards 
portfolio now turns a profi t for ISA.

Dunn says ISA membership has both 
helped broaden his knowledge base and 
expanded his number of industry con-
tacts. “Engineers have worked on a lot of 

problems in the past, and if you encounter a problem and reach 
out to others for help, you might be surprised how many are 
willing to assist,” he said.

During his career, Dunn noticed that lots of young engineers 
want to be managers, but he advises them to step back and ensure 
they know the fi eld. “My number one piece of advice is to learn 
your craft,” he said. “Number two is to get involved in organiza-
tions like ISA and IEEE. That will help you learn the technical side of 
your craft and develop your network. Those are the things I’ve tried 
to preach during my whole career.” � —By Melissa Landon

“Learn your craft and get 
involved in organizations 

like ISA and IEEE.” 
—Donald Dunn

ISA, MBI Answer Need for Industrial Cybersecurity Training in Germany
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ISA executive board member Don Bartusiak, who has previous-
ly served as ExxonMobil’s chief engineer for process control, 
has become known as a signifi cant champion of Open Pro-

cess Automation. During a presentation at the 2017 ARC Forum 
in Orlando, Fla., he announced ExxonMobil’s next-generation 
multivendor automation architecture initiative and described 
how industry had had enough of closed, proprietary automa-
tion systems. The future, he said, was multivendor, interoperable, 
standards-based, open, and secure.

The future is here with the late June launch of the Coalition 
for Open Process Automation (COPA) QuickStart system, which 
is aligned with The Open Group O-PAS Standard, a “standards 
of standards” for industrial process automation developed by 
the Open Process Automation™ Forum (OPAF). Bartusiak’s 
company, Collaborative Systems Integration, is the systems in-
tegrator for the COPA QuickStart offering.

Bartusiak said, “Industrial manufacturers have repeatedly 
told me that if O-PAS Standard–aligned systems were available, 

they would buy them. The COPA QuickStart system is our an-
swer to that challenge.”

COPA is applying years of research, collaboration, and invest-
ment by members of OPAF to bring to market industrial control 
systems (ICSs) that are built on industry standards for open, se-
cure, and interoperable architectures. The COPA partner com-
panies have engineered COPA QuickStart to incorporate com-
ponents and technologies from multiple vendors into a single, 
advanced, and cohesive industrial control system. It is said to 
provide the critical fi rst step in helping industrial manufactur-
ers start learning, proving, and adopting open architecture ICS 
solutions into their operations.

“The move is analogous to the shifts that occurred when PC 
technology displaced minicomputers and mainframes,” says Au-
tomation.com’s Bill Lydon. “That extraordinarily successful trend 
accelerated effi ciency and profi tability for companies of all sizes.”

Find out more at https://copacontrol.org or at www.open-
group.org/forum/open-process-automation-forum. �

Bartusiak Helps Further Open 
Process Automation Systems

Harold L. Wade, PhD, PE—ISA Fel-
low, Life Member of IEEE, book 
author, and all-around Renaissance 

man—died on 24 May 2021. He was 91. 
Wade possessed more than 50 years of ex-
perience designing, applying, and installing 
process control systems in such industries 
as petroleum refi ning, chemical processing, 
textiles, and water treatment. He was the 
author of ISA’s best-selling book, Basic and 
Advanced Regulatory Control: System De-
sign and Application, Third Edition, which 
explains the application of basic and ad-
vanced regulatory control strategies. He 
also developed the process control training 
program, PC-ControLAB.

Wade received a BS in mechanical en-
gineering from Oklahoma State University 
and earned both master’s and doctorate 
degrees in systems engineering from Case 
Western Reserve University. Wade held 
technical positions at Honeywell, Foxboro, 
and his own consulting engineering fi rm, 
Wade Associates, Inc. in Houston, Texas.

Wade was a course instructor, a Don-
ald P. Eckman award recipient for 2008, 
a long-time member of ISA’s Automation 

Controls and Robotics Division (ACARD), 
and a member of the American Theatre 
Organ Society. ISA member Brad Carlberg 
called him “ISA ACARD’s Renaissance 
Man” and noted, “We lost a truly great 
man with his passing.” On ISA Connect, 
Carlberg shared a YouTube link to Wade’s 
2020 Christmas piano program, as well 
as a story in Wade’s own words: 

My fi rst year in college I was a music ma-
jor at Texas Christian University, Ft. Worth. 
Toward the end of the year, I decided I’m 
not going to make it as a professional musi-
cian, so I should change to my other choice, 
engineering. So, I transferred to Oklahoma 
A & M (now Oklahoma State University) as 
a mechanical engineering major.

At that time, few engineering students 
graduated in four years, but I felt bad 
that I had wasted my parents’ money on 
a now-useless fi rst year of college, so I 
was anxious to graduate as quickly as 
possible. After three years I only needed 
24 semester hours of classes to graduate, 
so I signed up for all 24.

At the end of the previous semester, 
one of the instructors had asked me to be 

his teaching assistant in the hydraulics lab. 
Should provide a little bit of $$, I thought, 
so I accepted. (His assistant? I never saw 
him. I was the lab instructor, teaching my 
fellow students.)

This was the days of the “big bands” and 
fraternity and sorority dances every Friday 
and Saturday night. There were two dance 
bands on campus, and at the start of my fi nal 
semester, the leader of the “excellent” band 
said, “Harold, we just lost our piano player. 
Could you play the piano for us?” That was a 
dream come true for me, so I said yes. Now 
I had 24 semester hours of coursework and 
two part-time jobs. My grade-point average 
took somewhat of a nose-dive, but I paid all 
of my college expenses for the semester and 
still had a few $$ left over. �

In Memoriam: Harold L. Wade
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The ISA Global Cybersecurity Alliance (ISAGCA) and the 
Incident Command System for Industrial Control Systems 
(ICS4ICS) have announced the release of a cybersecurity 

fi rst-responder credentialing program. The ISAGCA joined forc-
es with the U.S. Cybersecurity and Infrastructure Security Agen-
cy (CISA) and cybersecurity response teams from more than 50 
participating companies to adopt the Federal Emergency Man-
agement Agency’s Incident Command System framework for 
response structure, roles, and interoperability. This is the frame-
work used by fi rst responders globally when responding to 
hurricanes, fl oods, earthquakes, industrial accidents, and other 
high impact situations.

Incident Command Systems have been tested during more 
than 30 years of emergency and nonemergency applications, 
throughout all levels of government and within the private sec-
tor. The approach guides companies, organizations, and munici-
palities in identifying an incident, assessing damage, addressing 
immediate challenges, communicating with the right agencies 
and stakeholders, and resuming day-to-day operations. The 
ICS4ICS framework applies traditional Incident Command Sys-
tems best practices to cybersecurity incidents, ensuring com-
mon terminology and enabling diverse incident management 
and support entities to work together.

ICS4ICS provides clearly defi ned command structures, in-
cluding standard roles needed in a response, and the frame-
work can scale to support small or extremely largescale inci-
dents that affect many organizations. “For many years, we’ve 

needed ICS4ICS, to enable collectively organized cyber and 
physical responses in a unifi ed way,” said ISAGCA advisory 
board chairperson and ICS4ICS leader Megan Samford. “Cre-
dentialing cybersecurity fi rst responders is an important mile-
stone in this valuable public-private partnership.”

ISAGCA has developed an adjudication process and certifi ed 
its fi rst four responders. “I’m proud to be one of them and 
stand ready to help companies recover from cyberincidents,” 
said Samford, who is also VP and chief product security offi cer 
of Schneider Electric’s energy management business.

The adjudication process, managed by a formal committee 
within ICS4ICS, consists of an application process and panel of 
incident command system subject-matter experts who evaluate 
the candidate’s submittal. The inaugural round of credentialing 
recognized these cybersecurity experts:
• Mark Bristow, branch chief of cyber defense coordination at 

CISA, whose 15-year career with U.S. government cyberse-
curity agencies includes responses to incidents ranging from 
Ukraine cyberattacks to attempts by Russian government 
hackers to intrude on energy equities

• Neal Gay, senior manager of managed defense/industrial 
control systems at FireEye

• Megan Samford, ISAGCA chairperson; VP and chief product se-
curity offi cer of Schneider Electric’s energy management business

• Brian Wisniewski, U.S. Army Reserve.
Find out more at www.isa.org/isagca or https://tinyurl.com/

y75m5dyy. �

Itook my Professional Engineer exams 
almost 30 years after graduating from 
university. I do not recommend doing 

this. Taking the Fundamentals of Engi-
neering exam while you still remember 
all your engineering math from university 
is likely the better way to go. I also advo-
cate taking your Principles and Practice 
of Engineering exam as soon as possible 
in your career.

Having said that, I will say that there 
is a sense of satisfaction when all the 
studying pays off and you achieve a cer-
tifi cation or accreditation. I have also tak-
en the Certifi ed Automation Professional 
(CAP) exam. I did not do any of this be-
cause someone asked me to. Rather, I 
wanted to test my knowledge, challenge 

myself, and keep 
getting better at 
what I do.

There are oth-
er ways to show 
commitment as 
a lifelong learner 
than taking exams and achieving more 
letters behind your name. I have been 
involved in an ISA initiative to develop 
an exam for the Certifi ed Mission Criti-
cal Professional qualifi cation. As part of 
this, I was asked to write the study guide, 
Mission Critical Operations Primer. I am 
also a certifi ed ISA trainer in cybersecu-
rity and teach the IC31 and IC32 classes. 
There is always something new to learn, 
even from a class you are teaching. The 

New ISA Initiatives Support 
Being a Lifelong Learner

Cybersecurity First Responder Credentialing Program Debuts

Anew document from the ISA 
Global Cybersecurity Alliance 
organization provides an over-

view of ISA 62443-3-2, Security Risk 
Assessment for Design, as well as a 
summary of methodologies that can be 
used to execute an industrial automa-
tion control system (IACS) cybersecu-
rity risk assessment. The included risk 
assessment work process is applicable 
to many sectors, including process in-
dustries, building automation, medical 
device manufacturing, power genera-
tion, water/wastewater treatment, and 
transportation. Download it for free 
from www.isa.org/ISAGCA. �

ISAGCA Releases 
Cybersecurity 
Whitepaper

Steve Mustard, PE, 
C.Eng., CAP, GICSP
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Uprincipal research engineer in Southern 
Company’s Research and Development 

organization. He has been an active member 
of the electric power generation instrumen-
tation and control (I&C) community for more 

than 37 years.
Sorge began his journey into the instrumentation and control 

research realm by earning a degree in mechanical engineering at the 
University of Alabama. His linear control design professor, Dr. Young-
blood, who later became his advisor, encouraged him to focus on 
design and simulation. “Dr. Youngblood worked with the Air Force, 
and I assisted him on a couple of contracts involving air-to-air missile 
guidance optimization,” he said. “Due to his encouragement and 
connections, I obtained summer employment doing control V&V 
[verifi cation and validation] studies on space shuttle main engineer 
controllers then undergoing testing at NASA’s Stennis test facility.”

Later in his career during the late 1980s and 1990s, Sorge be-
came an integral member of the research effort that led the industry 
in the U.S. Department of Energy’s Clean Coal Technologies dem-

Certifi ed Automation Professionals (CAPs) are responsible for the 
direction, design, and deployment of systems and equipment for 
manufacturing and control systems. For more information, visit 
www.isa.org/training-and-certifi cation/isa-certifi cation/cap.

CAP review question
Which item below covers all aspects of electronic records including signatures, 
integrity and authenticity, record creation, audit trails, and archiving?

A. 21 CFR Part 12
B. 12 CFR Part 14
C. 21 CFR Part 11
D. 21 CFR Part 21

CAP answer
The answer is C, “21 CFR Part 11.” Title 21 CFR Part 11 is the part of Title 21 of the 
Code of Federal Regulations that establishes the U.S. Food and Drug Administration 
regulations on electronic records and electronic signatures. It defi nes the criteria under 
which electronic records and electronic signatures are considered trustworthy, reliable, 
and equivalent to paper records.

References: Sands, Nicholas P. & Verhappen, Ian, A Guide to the Automation Body of 
Knowledge, Third Edition, ISA Press, 2019.

“Title 21 CFR Part 11” (https://www.ecfr.gov/cgi-bin/ECFR)

ISA Certifi ed Automation Professional (CAP)

Certifi ed Control System Technicians (CCSTs) calibrate, document, 
troubleshoot, and repair/replace instrumentation for systems that 
measure and control level, temperature, pressure, fl ow, and other 
process variables. For more information, visit www.isa.org/training-
and-certifi cation/isa-certifi cation/ccst.

CCST review question
An instrument location plan shows the                   of each instrument:

A. location and wiring plan
B. location, elevation, and tag number
C. specifi cation number and tag number
D. location, specifi cation number, and elevation

CCST answer
The answer is B, “location, elevation, and tag number.” Instrument location plans 
are valuable drawings when installing new systems. They show important physical 
characteristics about the instrument so that they can be installed easily and ef-
fi ciently. The tag number identifi es the instrument to be installed. Along with the 
location and elevation, the installer will know exactly where the instrument should 
be located, even before going to the specifi c location.

Reference: Goettsche, L. D. (Editor), Maintenance of Instruments and Systems, 
Second Edition, ISA, 2005.

ISA Certifi ed Control Systems Technician (CCST)

questions from the students in these 
classes have given me new perspec-
tives.

Since I immigrated to the U.S., the 
common element in my learning jour-
ney has been ISA. Gerald Wilbanks, 
former ISA President, was a key con-
tributor to my PE study. I purchased the 
Automation Body of Knowledge (Auto-
Bok) and CAP study guide to prepare 
for the CAP exam. I studied the ISA/IEC 
62443 standard to prepare for teaching 
cybersecurity classes.

One of the things I am most proud 
to have been involved with is the Auto-
mation Competency Model. While this 
was developed for the U.S. Department 
of Labor and leveraged much of the 
work already done by ISA in the Certi-
fi ed Control Systems Technician (CCST), 
Certifi ed Automation Professional 
(CAP) certifi cations, and the AutoBok, 
this model is applicable to the global 
automation profession.

And now, as president, I have had 
the great privilege to watch ISA em-
bark on new learning initiatives in con-
tinued support of our automation pro-
fession. These new programs (coming 
out very soon) build on the traditional 
skills and knowledge required for au-
tomation professionals, adding further 
opportunities to develop. The fi rst is an 
automation project management cer-
tifi cate, which will allow professionals 
to demonstrate their competence in 
managing complex automation proj-
ects. The other is the automation digi-
tal skills program, which is designed to 
provide automation professionals with 
the knowledge they need to work in 
the Industry 4.0 world and beyond.

With all of this, there is no better 
time for you to commit (or recommit) 
yourself to lifelong learning. I encour-
age you to get more involved with ISA, 
and in doing so, join a workgroup, 
become an ISA instructor, write a 
blog or a book, or see how many ISA 
certifi cates or certifi cations you can 
achieve. You are never too old to learn 
something new. Trust me—I am living 
proof! � —By Steve Mustard
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ISAGCA Responds to NIST Call for Standards to 
Fulfill Executive Order 14028
By Renee Bassett

“ISAGCA member companies have a long his-
tory of adopting a standards-based approach for 
securing automation products and operating sites 
based on the ISA/IEC 62443 series of internation-
al cybersecurity standards. The scope of ISA/IEC 
62443 standards applies to critical software in all 
phases of the automation solution life cycle,” said 
Andre Ristaino, managing director of ISAGCA. The 
NIST Cybersecurity Framework (CSF) includes sev-
eral key standards as informative references. Table 
1 shows where the ISA/IEC 62443 standards align 
with the NIST CSF requirements.

In its response to NIST, ISAGCA asked that sev-
eral additions be considered, such as referencing 
selected parts of the ISA/IEC 62443 standard when 
defining “critical software to the executive order,” 
“product security development life-cycle require-
ments,” and “technical security requirements” for 
automation components as standards to secure 
software for operational technologies (OT).

ISAGCA justified the “critical software” request 
stating the standard proposes “to define com-
mands and essential functions, including param-
eters and associated data that must be properly 
protected either by built-in technical capabilities 
(ISA/IEC 62443-4-2), integrated system capabilities 
(ISA/IEC 62443-3-3), and/or procedural/organiza-
tional capabilities.”

ISAGCA further requested that ISA/IEC 62443 
4-1: Product Security Development Life-Cycle 
Requirements be referenced as a standard to se-
cure the software development life cycle for OT.

To comply with NIST’s security measures request, 
ISAGCA requested that ISA/IEC 62443 4-2: Techni-
cal Security Requirements for Automation Compo-
nents be referenced as a standard to ensure soft-
ware security capabilities for OT components.

ISAGCA requested ISA/IEC 62443 4-1: Product 
Security Development Life-Cycle Requirements 
(Section 9) be referenced to define the minimum 
requirements for testing software source code. 
ISA/IEC 62443 4-1, Security Requirements for Ex-
ternally Provided Components requires software 
product development organizations to have a pro-
cess to identify and manage security risks of these 
components used within the product.

ISA and its members have been ardent sup-
porters of the NIST cybersecurity framework and 
contributed to the development of both NIST 
CSF in 2014 and the ISA/IEC 62443 standard. 

International Society of Automation Global 
Cybersecurity Alliance (ISAGCA) filed com-
ments in response to a virtual workshop hosted 

by the National Institute of Standards and Technol-
ogy (NIST) on 2–3 June 2021. The purpose of the 
workshop was to enhance the security of the soft-
ware supply chain and to fulfill President Biden’s 
Executive Order 14028, “Improving the Nation’s 
Cybersecurity,” issued on 12 May 2021.

Among other things, section 4 of that execu-
tive order (EO) directs the U.S. Secretary of Com-
merce, through NIST, to consult with federal 
agencies, the private sector, academia, and other 
stakeholders in identifying standards, tools, best 
practices, and other guidelines to enhance soft-
ware supply chain security. Those standards and 
guidelines will be used by other agencies to direct 
the federal government’s procurement of soft-
ware. The workshop focused on assignments in 
section 4 of the EO.

The goals of the workshop were to: share NIST’s 
plans to develop software-related standards and 
guidelines called for by the executive order; and 
receive and discuss information and ideas about 
the approach and content NIST should consider in 
developing those standards and guidelines.

NIST requested position statements in five areas: 
1. Criteria for designating “critical software.” 
2. Initial list of secure software development life-

cycle standards, best practices, and other guide-
lines acceptable for the development of soft-
ware for purchase by the federal government.

3. Guidelines outlining security measures to be 
applied to the federal government’s use of criti-
cal software. 

4. Initial minimum requirements for testing soft-
ware source code.

5. Guidelines for software integrity chains and 
provenance.

ISAGCA asked that several additions be considered, 
such as referencing selected parts of the ISA/IEC 
62443 standard when defining critical software, 
product security development life-cycle requirements, 
and technical security requirements.
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Product suppliers have been developing automa-
tion products using ISA/IEC 62443 security life-
cycle practices in their development processes 
since 2010. 

Companies are having their development pro-
cesses and products independently audited and 
certified to conform to ISA/IEC 62443 via accred-
ited certification bodies in the U.S. and around the 

Table 1. Map of ISA 62443 to NIST CSF

globe. Company examples include ABB, Aveva, 
Azbil, Bayshore Networks, Carrier Corp., CISCO, 
Eaton, Emerson Automation Solutions, Emerson 
Power & Water Solutions, GE Power Conversion, 
Hima, Hitachi, Honeywell, Johnson Controls, 
Nexus Controls, Rockwell Automation, Schneider 
Electric, Siemens, Toshiba, Yokogawa, Valmet, and 
Wartsila. n

Function  
identifier

Function Category 
identifier

 NIST CSF category IEC 62443

ID Identify ID.AM Asset management :2-4–SP.06.02/SP.01x

ID.BE Business environment :2-4–SP.01x

ID.GV Governance :2-4–SP.01x 
:2-1–ORG-02

ID.RA Risk assessment :2-4–SP.02.01

ID.RM Risk management strategy :2-1/2-4/3-3/4-1

ID.SC Supply chain risk management IEC 62443-2-4

PR Protect PR.AC Identity management and access control :3-3–SR02.04/SR.02.07/SR.03.08x 
:2-4–SP.08x

PR.AT Awareness and training :2-4–SP.01

PR.DS Data security :2-1–DATA01-04/CRYPT-01-03 
:2-4–SP.05.09x/SP.03.10x 
:3-3–SR.03.01RE(1) /SR.04.03

PR.IP Information protection processes and procedures :2-1:ORG-02/NET-12 
:2-4:SP.03.08x 
:3-3-SR7.6

PR.MA Maintenance :2-4(complete) 
:3-3-SR.04.02

PR.PT Protective technology :2-4-SP.08x 
:3-3-SR01.01–SR.02.07

DE Detect DE.AE Anomalies and events :2-4–SP.08x

DE.CM Security continuous monitoring :3-3-SR02.08-SR02.12/SR03.09 
/SR.06.01/SR.06.02 
:2-4–SP.08x

DE.DP Detection processes :2-4–SP.07.x/SF.06x

RS Respond RS.RP Response planning :2-4-SP.02.x/SP.12.x 
:2-4-ORG-08/10/02

RS.CO Communications :2-4-SP.02.x/SP.12.x 
:2-1-ORG-x

RS.AN Analysis :2-4-SP.02.x/SP.12.x 
:2-1-ORG-x

RS.MI Mitigation :2-4-SP.02.x/SP.12.x 
:2-1-ORG-x

RS.IM Improvements :2-4-SP.02.x/SP.12.x 
:2-1-ORG-x

RC Recover RS.RP Recovery planning :2-4-SP.12.x 
:2-1-ORG-x

RC.IM Improvements :2-4-SP.12.x 
:2-1-ORG-x

RC.CO Communications :2-4-SP.12.x 
:2-1-ORG-x
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After attending a local beer brew-
ery tour several years back, I be-
came fascinated by the detailed 

science and math underlying the produc-
tion process. It did not take long for me 
to become a homebrew enthusiast, and 
in 2012 my wife and I fermented our first 
beer batches using a commercial kit of 
the type used by thousands. I would 
label these first three attempts as “not 
so good,” but I was intrigued by the con-
cept and kept improving my skills. 

With a day job completely unrelated 
to the beer brewing field, it was neces-
sary to learn more by reading books and 
gathering information on the topic. As 
time passed, I upgraded equipment and 
improved my skills, so I could have pro-
gressively better results. Realizing that 
progressing would demand careful con-
trol of the brewing process, it became 
important to research how to automate 
the system.

Recipe for success
The basic recipe for beer has been around 
for a very long time. Barley grain is malt-
ed, which means it is soaked in water 
and allowed to germinate, then dried and 
sometimes roasted, or kilned. At the brew-
ery, this grain is crushed and introduced 
into hot water, creating the mash, and the 
heat converts the grain starches into sug-
ars. The mash is boiled with hops to cre-
ate unfermented beer, or wort. The wort is 
cooled, and then the yeast is introduced to 
perform the fermentation process of con-
verting sugars into alcohol. Temperature 
control figures prominently at every step.

For instance, during the mashing pro-
cess there are various enzymes that are 
activated once the temperature rises to 
a certain point, and then denatured once 
the temperature moves a little higher. 
One enzyme might be activated at 149°F 
and denatured at 152°, while other 
enzymes have varying and sometimes 

overlapping temperature ranges. The 
resulting final product’s flavor is affected 
by which enzymes are active for how 
long, so the brewer needs to control the 
mash accurately to a target temperature 
profile for a specific time to take ad-
vantage of various flavor-impacting en-
zymes during the process. Even with a 
mechanical or digital thermometer, this 
is exceedingly hard to do by hand, and 
even in the best case requires constant 
manual attention and intervention.

Most homebrewers start with small 
kettles, burners, a cooler, and some other 
accessories—all of which they work man-
ually. Results can be quite good, but obvi-
ously the manual steps can introduce a lot 
of variability and are time consuming. As 
homebrewers become more proficient, 
they recognize the need to gain better 
control of the process to make consistent 
and improved batches and confidently 
track improvements (figure 1).

Gearing up
With upgraded small-batch kettles and 
burners at hand, the next step was to 
reach out for inspiration from an acquain-
tance who teaches automation at a near-
by technical college. Without any specific 
training in electrical, instrumentation, or 
controls programming, the complexity and 
expense of automation systems seemed a 
little intimidating. Hopefully, my hands-on 
handyman experience would be enough.

Hopped-up 
Homebrew 
Automation
By Jason Wilson

When this homebrewer wanted to take 
his craft to the next level, he found 
that industrial controllers and valves  
were fermentation friendly.
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A key outcome of this connection was 
becoming introduced to the Automa-
tionDirect website, where it quickly be-
came clear how the company’s solenoid 
valves, sensors, industrial controllers, 
and other associated items could help 
to automate a brew system. The parts 
were economical, and there was plenty 
of support information available to help 
build confidence. Also, it was quick and 
easy to obtain additional pieces and 
parts as the project developed.

Even without a programming back-
ground, it was easy for this first-time 
hobbyist to learn about and use the soft-
ware (figure 2). The AutomationDirect 
website offered many helpful techni-
cal support documents and videos, and 
when it became necessary to reach out 
for phone support to get past a minor 
snag, their experts were very knowl-
edgeable and helpful.

The first task was to automate the 
monitoring and control of temperature. 
The solution was to use an Automation-
Direct CLICK programmable logic con-
troller (PLC), with thermocouples wired 
to inputs using thermocouple extension 
wire, and the outputs connected to sole-
noids regulating gas flows. The burner 
was controlled to maintain tempera-
ture using on/off logic, and multi-event 
recipes allowed detailed configuration of 
time and temperature set points for each 
step (figure 3).

Another next step was to automate 
some of the brute-force tasks, such as 
filling and emptying the kettles. With 
a little plumbing, and some float level 
sensors and solenoid valves wired to the 
PLC, it was possible to control each of 
these steps accurately (figure 4). Almost 
all these products were stainless steel or 
food-grade components sourced from 
the AutomationDirect website.

With the basics well in hand, the proj-
ect was soon moving into more advanced 
capabilities. After learning how to use a 
smartphone as a mobile human-machine 
interface (HMI), various HMI displays were 
configured to monitor the brewing status 
and change set points. The PLC was con-
figured to perform some data logging to 
create a record of each batch, helping to 
replicate the best batches in the future, 
and enabling decisions to be made about 

Figure 1. This homebrew rig started as a completely manual operation but is now monitored 
and controlled by an AutomationDirect CLICK PLC, level sensors, solenoids, and more. Its 
operation can be viewed and controlled remotely with a smartphone.

Figure 3. Input/output signals wired to various CLICK I/O modules from thermocouples 
for temperature, from level switches, and to solenoid valves enabled brewing tempera-
tures and levels to be controlled.

Figure 2. The 
CLICK program-
ming software is 
free, easy enough 
for beginners to 
use, and includes 
enough func-
tionality even 
for advanced 
applications.
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how and where to improve the recipe. 
With mobile/remote monitoring capabil-
ity, it is now possible to confi dently go 
jogging or do anything else while brewing 
beer, instead of hovering over the system 
like a mad scientist.

Brewing into the future
Bill Owens, who founded America’s fi rst 
brew pub in 1983, once said “Give a 
man a beer and waste an hour. Teach 
a man to brew and waste a lifetime.” 
Many would say the word “waste” is 
a bit strong when describing a bever-
age that is among the most-consumed 
worldwide and is found in almost every 
culture, but one can see how it is easy to 
get excited about this hobby.

Today, the homebrew system is still un-
der development, but none of the time 
spent so far has been a waste. On the con-

trary, it has been fun refi ning the brewing 
process and improving recipes. The experi-
ence with AutomationDirect products and 
the system built using them has delivered a 
lot of fl exibility to experiment, and one day 
may enable the operation to be scaled up 
to a commercial level. �
Figures courtesy of Jason Wilson
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Figure 4. Stainless-steel and food-
grade fl oat sensors and solenoid valves 
were used to automate the fi lling and 
discharging processes.
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ANSI/ISA-18.2, Management of 
Alarm Systems for the Process 
Industries, has found wide use 

and success in improving the develop-
ment, design, installation, and manage-
ment of alarm systems across the pro-
cess industry sectors. The first edition, 
published in 2009, changed the world 
of alarm management with the intro-
duction of activities grouped into the 
alarm management life cycle. A subse-
quent IEC version, IEC 62682, published 
in late 2014 and led by ISA18 co-chairs 
Donald Dunn and Nicholas Sands, add-
ed improvements, such as the elimi-
nation of country-centric criteria. The 
ISA18 committee then used the IEC 
version as a starting point for prepar-
ing the current 2016 ANSI/ISA version 
of the standard.

The ISA18 committee plans to be-
gin working on the next revision of the 
standard in 2022. In the meantime, the 
committee has been busy with several 
projects—including one looking to the 
future of alarm management through 
the creation of a new working group 9 
on the digitalization of alarm manage-
ment activities. The scope of WG9, cur-
rently being developed, could include 
topics ranging from digital design to 
artificial intelligence for improved alarm 
system performance.

A new technical report being devel-
oped by ISA18 working group 8, led by 
Dale Reed of Rockwell Automation, is 
focused on alerts, events, prompts, and 
other notifications. The intent is to help 
users manage the notifications between 
the control system and operator that 
are not alarms, and other notifications 
not intended for the operator. The tech-
nical report is expected to be completed 
in mid-2022.

At the same time, ISA18 working 
groups are engaged in updating the fol-
lowing technical reports:
n ISA–TR18.2.3, Basic Alarm Design, 

which provides guidance on imple-
menting the practices set forth in ISA-
18.2. Following the life-cycle model of 
ISA-18.2, the document assumes that 
alarms to be addressed in basic alarm 
design have completed rationalization 
where attributes such as alarm set 
point and priority have been defined.

n ISA-TR18.2.5, Alarm System Monitor-
ing, Assessment, and Auditing, which 
provides guidance on the use of alarm 
system analysis for both ongoing 
monitoring and periodic performance 
assessment. Monitoring, assessment, 
and audit are essential to achieving 
and maintaining the performance 
objectives of the alarm system. These 
activities can identify improvement 

opportunities in the other life-cycle 
stages, such as philosophy, rational-
ization, detailed design, implemen-
tation, operation, maintenance, and 
management of change.
ISA18 is also working on an update of 

ISA-18.1 (reaffirmed in 2004), Annun-
ciator Sequences and Specifications. 
The purpose of the standard is to estab-
lish uniform annunciator terminology, 
sequence designations, and sequence 
presentation and to assist in the prepa-
ration of annunciator specifications and 
documentation. The standard is primar-
ily for use with electrical annunciators 
that call attention to abnormal pro-
cess conditions by the use of individual 
illuminated visual displays and audible 
devices. Annunciators can range from a 
single annunciator cabinet to complex 
annunciator systems with many lamp 
cabinets and remote logic cabinets. The 
sequence designations provided can 
be used to describe basic annunciator 
sequences and also many sequence 
variations. The standard lists types of 
information that should be included in 
annunciator specifications and types of 
documents that should be provided by 
manufacturers.

For information about ISA18 and its 
published standards and technical reports, 
please visit www.isa.org/isa18. n

ISA18 Update: Management of Alarms

New Benchmarks & Metrics | standards

ISA18 Expert Receives Purdue Engineering Award

Joseph S. Alford, PhD, an ISA Fellow and long-time contributing expert on ISA18, has been honored 
with a 2021 Distinguished Alumnus Award from Purdue University’s College of Engineering, Davidson 
School of Chemical Engineering. The award was given in recognition of his accomplishments over a 

35-year career at Eli Lilly and Company “for his championing of key technical and auditing practices in the 
bio-pharma industry leading to the in-house design, development, validation, implementation, and appli-
cation of computer-based process automation and data historian systems.”

Alford has been an active participant and leader in ISA throughout his career, serving as a key contributor to 
ISA18 and as a member of the InTech Editorial Advisory Board. He received ISA’s 2001 Douglas H. Annin Award 
in recognition of “outstanding achievement in the design, application, or development of the components in 

an automatic control system from the input measurement through the final control element.” He is a Fellow and Life Member of ISA 
and the American Institute of Chemical Engineers. For more information, please visit: https://engineering.purdue.edu/Engr/People/
Awards/Institutional/DEA/DEA_2021/Awardees/alford. n
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Sample of Jobs Available at Jobs.isa.org
See more at Jobs.isa.org, where you can search for available jobs or advertise positions available within your  
company. ISA Members post resumes at no charge.

Senior commissioning  
engineer
McDonough Bolyard Peck: Project as-
signments for this position in Fairfax, Va., 
include leading the review of the basis 
of design of the owner’s project require-
ments, developing Cx specifications, 
HVAC plan reviews, concurrent reviews of 
submittals, on-site representation, project 
documentation of Cx issues, TAB verifica-
tion and functional performance testing 
procedures, and the final Cx report. The 
commissioning engineer will represent 
the company in analytical and field as-
signments and will troubleshoot existing 
HVAC and temperature control problems 
and offer input for saving energy. The 
position requires significant experience 
with commercial HVAC systems. Experi-
ence should include three or more of the 
following: design, construction, installa-
tion, maintenance, testing and balancing, 
building automation temperature control 
systems, and troubleshooting operational 
issues. The engineer must have complet-
ed a minimum of eight projects . . . see 
more at Jobs.isa.org.

Manufacturing engineer
Aji Bio-Pharma Services: The company 
in San Diego is seeking a manufacturing 
engineer who will maintain and provide 
input to manufacturing equipment that 
supports biopharmaceutical manufac-
turing, including aseptic filling. The engi-
neer will support end users in specifying, 
diagnosing, repairing, and upgrading 
manufacturing systems, including the 
completion of GMP-related documenta-
tion. A bachelor’s degree in bioengineer-
ing, ChE, EE, IE, ME, or a similar field is 
preferred. Requirements also include a 
minimum of two to five years of relevant 
experience, at least two years of cGMP 
experience, a broad understanding of fa-
cility and utility systems, well-developed 
hands-on experience with manufactur-
ing equipment, and an understanding 
of manufacturing systems and GMP re-
quirements . . . see more at Jobs.isa.org.

Controls specialist manager
Southeast Louisiana Flood Protection 
Authority: The Operations Department 
oversees the staffing, operation, and 
maintenance of three permanent ca-
nal closure and pump station facilities 
along Lake Pontchartrain. All opera-
tions department staff are considered 
essential and expected to work on site 
for the duration of storm events. Job 
responsibilities are 50 percent opera-
tions and maintenance, including pro-
fessional recommendations and design 
to repair or replace damaged electrical 
equipment, directing the outsourcing 
of specialized services, and providing 
periodic inspection reports; 30 percent 
technical functions, including operation 
and repair of pump stations’ SCADA 
and troubleshooting Allen Bradley Eth-
ernet/IP control systems; and 20 percent 
administrative, including cost estimates, 
schedules, budgets, and reports. Quali-
fications include the ability to develop 
and troubleshoot detailed PLC for code 
using the ControlLogix platform, the 
ability to develop large-scale HMI appli-
cations in the FactoryTalk environment 
with global objects, and proficiency as a 
systems integrator to connect multiple 
third-party systems together . . . see 
more at Jobs.isa.org.

Manufacturing engineer
Stryker: The company, in Cary, Ill., of-
fers products and services in orthope-
dics, medical and surgical, and neuro-
technology and spine to help improve 
patient outcomes. The manufacturing 
engineer is responsible for engineer-
ing support to manufacturing processes 
and projects. The successful candidate 
will use manufacturing data to imple-
ment continuous improvement and cost 
reduction of equipment and processes 
and support new product launches. Ad-
ditional responsibilities include using 
Lean principles to simplify processes 
and workflows, troubleshooting equip-
ment and determining root cause so-

lutions, investigating product quality 
nonconformances, performing equip-
ment validation, training technical and 
operations personnel, and collaborating 
with cross-functional teams to increase 
productivity, reduce costs and maintain 
regulatory compliance. The manufac-
turing engineer will also lead capital 
projects. The position requires a BS in 
engineering and one or more years of 
related work experience. Experience 
working in medical device, pharmaceu-
tical, or other highly regulated indus-
tries (aerospace or automotive) is pre-
ferred . . . see more at Jobs.isa.org.

Senior Platform Electrical 
Engineer
Trane Technologies: The senior plat-
form electrical engineer will work in 
Minneapolis to research, design, and 
maintain products for the Thermo 
King North America Trailer business.  
The position will collaborate cross-
functionally across multiple regions 
and have frequent interaction with 
the company’s global manufacturing 
facilities, dealerships, and customers 
as well as be responsible for delivering 
major new product development pro-
grams that meet specific performance 
and quality/cost/delivery goals. The se-
nior platform electrical engineer will 
also provide technical support to Q&R 
and other functions, including product 
management, manufacturing, and field 
service. The minimum requirement for 
the position is a BS in electrical engi-
neering and at least five years of engi-
neering experience. Key competencies 
include experience with vehicle electri-
cal system design and harness/inter-
connection systems; experience with 
electric machines, power electronics, 
and automotive networks; proficiency 
using electrical tools and instruments 
to perform tests, troubleshoot, and 
gather data; and proficiency with Pro/
Engineer or Creo Schematic . . . see 
more at Jobs.isa.org. 
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USB HART MODEM

The HM-USB-ISO USB HART modem 
meets industry standards for USB and 
HART connectivity. The small size, 
lightweight, and durability of the 
HM-USB-ISO make it ideal for portable 
use. Operating power is derived from 
the USB connection. An easily installed 
Virtual Serial Port driver allows use in any Windows based application.  

It is the lowest cost USB Modem certifi ed by the FieldComm Group to 
meet the HART communication specifi cations.

ProComSol, Ltd, Process Communications Solutions
Tel. 216.221.1550; Fax 216.221.1554
sales@procomsol.com; www.procomsol.com
Toll Free 877.221.1551

Datafi les list useful literature on products and services available from manufacturers. 
To receive free copies of this literature, contact each manufacturer directly.

INDUSTRIAL CYBERSECURITY 
QUICK START GUIDE

The ISA Global Cybersecurity Alliance’s 
Advocacy and Adoption work group’s guide 
to the ISA/IEC 62443 series of standards 
includes lists of specifi c standards documents 
applicable to various roles within the security 
environment. The ISA Global Cybersecurity 
Alliance is a collaborative forum to advance 
industrial cybersecurity awareness, education, 
readiness, and knowledge sharing. Member-
ship is open to any organization involved in industrial cybersecurity.

To download a PDF copy of the whitepaper, visit https://gca.isa.org/isagca-
quick-start-guide-62443-standards. To talk about how your company or 
organization can join ISA GCA, contact Rick Zabel at rzabel@isa.org.
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Download the ISA 
InTech/Automation.com 
Media Planner: 
https://tinyurl.com/ISA-InTechMediaKit2021
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Cybersecurity Investment Tax Credits
By Bill Lydon

Cybersecurity tax credit
A cybersecurity investment tax credit would work 
like tax credits for energy conservation that have 
been around for many years. Energy conservation 
tax credits had a major goal of achieving energy 
independence, which was viewed as a national 
security issue. More recent tax credits include 
those for installation of alternative energy genera-
tion, particularly solar and wind.

A bipartisan group of U.S. House of Represen-
tatives members recently introduced legislation 
to step up cybersecurity literacy and increase 
awareness among the American public amid the 
spike in cyberthreats against critical infrastruc-
ture. The American Cybersecurity Literacy Act 
would require the National Telecommunications 
and Information Administration (NTIA) to estab-
lish a cyber literacy campaign to help promote 
understanding of how to stay safe online and 
prevent successful cyberattacks.

Action is needed
Cybersecurity tax credits incentivize compa-
nies to invest in personnel education and tech-
nologies to protect operations and strengthen 
national security by selecting an appropriate 
solution for their businesses. As with energy 
conservation, there are existing standards, prod-
uct solutions, and guidelines, including ISA/IEC 
62443, that need to be applied based on the 
specific use case. 

In the June 2021 issue of InTech, Eric Cosman 
provided guidance in his article, “Automation 
Systems Cybersecurity: From Standards to Prac-
tices.” It is interesting that companies can take a 
tax deduction for insurance premiums that only 
provide a level of financial protection.

I spent a number of years in the energy con-
servation area and realized the value of invest-
ment tax credits to achieve results and stimulate 
the development of superior solutions. The time 
is now for action on this topic. n

Cyberattacks continue to grow world-
wide, which has increased awareness 
and concern about utilities, industries, 

and personal risk. There is a universal under-
standing that this is a national security threat. 
In the U.S., I suggest the government consider 
creating cybersecurity investment tax credits for 
industry to stimulate more protection.

There have been many incidents that prove 
cyberattacks can bring down businesses and infra-
structure. Most recently, the Colonial Pipeline 
ransomware attack shut down the largest gaso-
line pipeline in the U.S., which carries 2.5 mil-
lion barrels per day of gasoline and other refined 
fuels. 

This cyberattack had the biggest impact on 
physical operations of critical infrastructure in 
U.S. history. Some reports attribute the attack 
to a criminal group called “DarkSide,” known 
for ransomware attacks. A recent report by 
Cyberreason estimates that the group has tar-
geted well over 40 victims, with ransom demands 
ranging from $200,000 to $2 million USD per 
incident.

On 28 May 2021, Reuters reported that U.S. 
energy companies are scrambling to buy more 
cybersecurity insurance after the attack on 
Colonial Pipeline disrupted the U.S. fuel sup-
ply, but they can expect to pay more as cyber 
insurers plan to hike rates following a slew 
of ransomware attacks. Fundamentally these 
companies are trying to hedge risk rather than 
mitigate root causes.

Ransomware attack lesson
The lesson from ransomware attacks is clear: na-
tional security is at high risk in any country. Cyber-
attacks, including those targeting automation and 
control systems, are increasing significantly. My 
view is the “big game” has not yet started. Win-
ners of classic military battles generally get good 
reconnaissance and probe at their opponents’ 
defenses before launching major attacks. Car-
rying the war analogy further, there are typically 
campaigns with many battles. “Even as we speak, 
there are thousands of attacks on all aspects of the 
energy sector and the private sector generally. . . . it’s 
happening all the time,” U.S. Energy Secretary Jen-
nifer Granholm told Jake Tapper on CNN’s “State 
of the Union” cable show 7 June 2021.

final say | Views from Automation Leaders and 
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